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8.7.2
Error Indication

8.7.2.1
General

The Error Indication procedure is initiated by a node to report detected errors in one incoming message, provided they cannot be reported by an appropriate failure message.

If the error situation arises due to reception of a message utilising UE associated signalling, then the Error Indication procedure uses UE associated signalling. Otherwise the procedure uses non-UE associated signalling.

8.7.2.2
Successful Operation
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Figure 8.7.2.2-1: Error Indication procedure, MME originated. Successful operation.
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Figure 8.7.2.2-2: Error Indication procedure, eNB originated. Successful operation.

When the conditions defined in clause 10 are fulfilled, the Error Indication procedure is initiated by an ERROR INDICATION message sent from the receiving node.

The ERROR INDICATION message shall contain at least either the Cause IE or the Criticality Diagnostics IE.

In case the Error Indication procedure is triggered by utilising UE associated signalling the MME UE S1AP ID IE and the eNB UE S1AP IE shall be included in the ERROR INDICATION message. If one or both of MME UE S1AP ID IE and the eNB UE S1AP IE are not correct, the cause shall be set to appropriate value e.g. “Unknown MME UE S1AP ID”, “Unknown eNB UE S1AP” or “Unknown pair of UE S1AP ID”. 
8.7.2.3
Abnormal Conditions 

Not applicable.
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9.2.1.3
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the S1AP protocol.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,

Handover triggered, TX2RELOCOverall  Expiry, 

Successful Handover,

Release due to E-UTRAN Generated Reason, 
Handover Cancelled,
User Inactivity,

Unknown MME UE S1AP ID,

Unknown eNB UE S1AP ID,
Unknown pair of UE S1AP ID,

 …)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Transport Resource Unavailable,

Unspecified,
...)
	

	   > NAS
	
	
	
	

	>> NAS Cause
	M
	
	ENUMERATED (Normal Release,

Authentication failure,

Detach,
Unspecified, 

…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,

Semantic Error,
Abstract Syntax Error (Falsely Constructed Message), Unspecified,...)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control Processing Overload, Not enough User Plane Processing Resources,
Hardware Failure,
O&M Intervention,
Unspecified,...)
	


The meaning of the different cause values is described in the following table. In general, "not supported" cause values indicate that the related capability is missing. On the other hand, "not available" cause values indicate that the related capability is present, but insufficient resources were available to perform the requested action.
	Radio Network Layer cause
	Meaning

	Unspecified
	Sent for radio network layer cause when none of the specified cause values applies

	Handover triggered
	The action is due to a handover that has been triggered.

	TX2RELOCOverall Expiry 
	The timer guarding the handover that takes place over X2 has abnormally expired.

	Release due to E-UTRAN generated reason
	Release is initiated due to E-UTRAN generated reason.

	Handover Cancelled
	The reason for the action is cancellation of Handover

	User Inactivity
	The action is requested due to user inactivity on one or several non real time bearers e.g. in order to optimise radio resource.

	Unknown MME UE S1AP ID
	The action failed because the MME UE S1AP ID is unknown.

	Unknown eNB UE S1AP ID
	The action failed because the eNB UE S1AP ID is unknown.

	Unknown pair of UE S1AP ID
	The action failed because the pair of UE S1AP IDs is unknown.


	Transport Layer cause
	Meaning

	Transport Resource Unavailable
	The required transport resources are not available

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related


	NAS cause
	Meaning

	Normal Release
	The release is normal

	Authentication Failure
	The action is due to authentication failure.

	Detach
	The action is due to detach.

	Unspecified
	Sent when none of the above cause values applies but still the cause is NAS related


	Protocol cause
	Meaning

	Transfer Syntax Error
	The received message included a transfer syntax error.

	Abstract Syntax Error (Reject)
	The received message included an abstract syntax error and the concerning criticality indicated "reject".

	Abstract Syntax Error (Ignore And Notify)
	The received message included an abstract syntax error and the concerning criticality indicated "ignore and notify".

	
	

	Message Not Compatible With Receiver State
	The received message was not compatible with the receiver state.

	Semantic Error
	The received message included a semantic error.

	Abstract Syntax Error (Falsely Constructed Message)
	The received message contained IEs or IE groups in wrong order or with too many occurrences.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Protocol related


	Miscellaneous cause
	Meaning

	Control Processing Overload
	Control processing overload

	Not Enough  User Plane Processing Resources Available
	No enough resources are available related to user plane processing.

	Hardware Failure
	Action related to hardware failure

	O&M Intervention
	The action is due to O&M intervention.

	Unspecified Failure
	Sent when none of the above cause values applies and the cause is not related to any of the categories Radio Network Layer, Transport Network Layer, NAS or Protocol.
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9.3.4
Information Element Definitions

-- **************************************************************

--

-- Information Element Definitions
--

-- **************************************************************

----------------------------------
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-- C

Cause ::= CHOICE {


radioNetwork

CauseRadioNetwork,


transport


CauseTransport,

nas




CauseNas,

protocol


CauseProtocol,


misc



CauseMisc,


...

}

CauseMisc ::= ENUMERATED {


control-processing-overload,

not-enough-user-plane-processing-resources,


hardware-failure,


om-intervention,

unspecified,


...

}

CauseProtocol ::= ENUMERATED {


transfer-syntax-error,


abstract-syntax-error-reject,


abstract-syntax-error-ignore-and-notify,


message-not-compatible-with-receiver-state,


semantic-error,

abstract-syntax-error-falsely-constructed-message,


unspecified,

...

}

CauseRadioNetwork ::= ENUMERATED {


unspecified,

handover-triggered,


tx2relocoverall-expiry,

successful-handover,


release-due-to-eutran-generated-reason,


handover-cancelled,

user-inactivity,


unknown-mme-ue-s1ap-id,


unknown-enb-ue-s1ap-id,


unknown-pair-ue-s1ap-id,


...

}

CauseTransport ::= ENUMERATED {


transport-resource-unavailable,

unspecified,


...

}
CauseNas ::= ENUMERATED {


normal-release,


authentication-failure,


detach,


unspecified,


...

}
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