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1. Introduction

The deployment of a large number of Home eNodeBs (HNBs) in areas where the operator is likely to have little control on them raises the issue of how the operator could be able to keep control of HNBs location [5].
Getting HNBs location is indeed captured in [2] as a mandatory requirement and SA2 gave in [4] a list of possible methods that can be used to collect them.
However, since HNB devices will be wide spread in public environment, under at least partial control of public, operators should take care of possible rogue base stations that could fake their position as described in [3].
The aim of this contribution is to propose a way forward to enable operators to check and monitor the location of HNBs which are connected to its PLMN and to clarify the implication of the proposed solution on standardisation effort.
2. Discussion
2.1. Need for a location certification
SA2 gave [4] methods to get the location of a HNB. They are listed hereafter and their trust level briefly evaluated.
1. From fixed access line end point (DSLAM)
This method requires collaboration between the mobile operator and the fixed-access line operator, which are not necessary the same entity. The good side is that the collected information can be trusted.

However, HNBs are typically intermittent base stations, they can be switched on and off at anytime by their owners. Each time a HNB pops up, the mobile network operator will have to check its location and this can put undesirable burden on the fixed-access operator. 
2. From WAN IP address and allocated ranges ("Whois").
In particular due to NAT (Network Address Translation), a rogue HNB can easily impersonate its IP address, unless the procedure involves a trusted STUN server which can certify the public address.

3. The HNB can  detect surrounding macro-cells

A rogue HNB can replay the location data registered in a previous location although it has moved.

4. The HNB or the mobile can detect multiple surrounding macro-cells (triangulation)

This method suffers from same replay flaw as 3
5. GPS in the HNB

A rogue HNB can replay a previous data.

6. From end-users through web service or SMS

The end-user shall be of trust for this method to be secure enough.

7. The HNB may embed a receiver of some radio standards (radio, TV,…) and find location from a radio signature computed from received signals
A replay is here also possible.

Thus, with all but method 1, the operator can not guaranty the actual HNB location from collected data. 

2.2. Location certification
One option for an operator to have some guaranty on HNB location is to ask a well-known and trusted third party being in the vicinity of the HNB - or having some means to localise it - to certify that a given HNB was at a given location at a given time. This third party delivers a location certificate that is stored in the HNB. 

Typically, the location certificate is signed and time stamped by the third party, so as the mobile operator can check and evaluate its validity.

Since the location certificate is stored in the HNB, the operation of requesting a location certificate at the initiative of the mobile operator can be decoupled in time from the operation consisting for the HNB in getting its location certificate. The operator may consider a certificate as valid or staled depending on its delivery time, and possibly request the HNB to get a fresher one.
The principle of third party location certification is depicted in figure below.
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Figure 1: Location Certification Principle

· The third party can be the fixed access provider. As the certificate can be stored in the HNB, it is no more necessary to request the fixed access provider for a location each time a HNB pops up.

· The third party can be the device installer. When installing the HNB in user's premises, he connects a maintenance device to the HNB through a short range link like a serial interface. The localisation can be realised with a GNSS module embedded in the maintenance device, or the location data can be a country and a postal code, manually filled in by the installer. The position is electronically signed by the device installer, who is trusted by the operator.
· The third party could also be a mobile terminal. It is assumed to be under the coverage of a macro-cell and to have a short range interface (e.g. Bluetooth, IrDA and so on) with the HNB. The mobile is trusted by the operator and knows its own location or the operator has knowledge of it. The geographical accuracy of the location certificate is provided by the short range communication interface between the mobile and the HNB.
Implication on standardisation

The message exchange between the HNB and the third party (Part 1) relies on non 3GPP interfaces and it might be unnecessary to standardise the procedure within 3GPP community. 
The procedure corresponding to Part 2 is typically part of the self-configuration process for HNBs in pre-operational state [1], although the PLMN operator can take advantage of executing the location request procedure periodically.
In addition, in order to ensure multi-vendors interoperability, it is necessary to standardise the location certificate.
3. Conclusion
The lack of means for the PLMN operator to be able to have some certainties on where its HNBs are located can seriously undermine the advent of massive HNB deployment.

HNB location can be provided by different means, by different parties, that should be kept flexible. However in order to ensure a multi-vendor deployment of interoperable HNB, we believe that the principle of having trusted third parties being able to give location certificates is worth studying.
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