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1. Introduction

RAN3#56 and RAN3#57 meetings highlighted the need to clarify the deployment scenarios that are envisaged by operators regarding Home BTS. This contribution targets LTE system only, that's why we will refer to Home eNB appellation in the rest of the document. 
Additionally, in section 4.2.2.2 entitled: "architecture" of RAN3 internal TR dedicated to home (e) NodeB [1], the following open issues are mentioned:

"

· And to which node/with which interface in the operators network?

"
The current document aims at addressing this issue and at describing a scenario for Home eNB network attachment. Then, a proposal for appropriate S1-U and S1-MME protocol stacks is made. In this document, we only refer to the way to connect Home eNB to the EPC. Potential attachment between Home eNB and another (Home) eNB is not considered. 

2. Scenario description
2.1 Introduction

In this section, we describe an attachment scenario. It is considered by authoring companies as a high probable deployment scenario in the future. However, it is not supposed to be the only attachment solution for Home eNB as deployment configurations for Home eNB could be quite heterogeneous among operators.
2.2 Home GateWay concept (HGW)

Today, residential services such as triple play are provided to subscribers thanks to DSL, FTTH or cable access lines. Basically, a device is deployed at the customer side of the access line. This device embeds typically bridge modem or IP router functionality and is referred to as Home GateWay (HGW) when it fits with requirements defined by the Home Gateway Initiative in [2].

2.3 Proposed scenario
In the proposed scenario, the Home eNB is supposed to be deployed in the vicinity of the HGW. The Home eNB is linked to the HGW and is part of a domestic network. The HGW is supposed to support the IP router functionality (IP routing, DHCP server, NAT, …) accordingly to [2]. Other devices such as PCs, laptops, VoIP handsets, set up boxes, … are supposed to be part of the domestic network as well.
Two access controls are envisaged:
· Access controlled by the owner of the Home eNB

· Access controlled by the operator
The establishment of a secured tunnel between the Home eNB and a security gateway is required for both access controls.
For the case where the access is controlled by the owner of the Home eNB, the HGW operator will not be compulsory the same as the one that operates the Home eNB, thus the section between the Home eNB and the security gateway can not be considered as trusted. 
For the case where the access is controlled by the operator, an additional motivation for this IP tunnel establishment is that the owner of the HGW could have an access to data of other subscribers.

Figure 1 aims at illustrating the proposed attachment scenario:
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Figure 1 - Proposed Home eNB attachment scenario

This proposal is relevant with SA3 position as stated in their Reply LS to RAN3 [3] where it is mentioned that: "Due to the wide deployment of low-cost femto/pico eNodeBs in home environments, additional security threats that may not have been practical with Macro eNodeB environment are introduced"

…

Furthermore, the security for backhaul link (i.e., from Home eNodeB to LTE network), both on eNodeB and network side, need to be more robust esp., the signalling messages needs to be handled in a more carefully designed secure environment than may be required for Macro eNodeBs."
2.4 Open issues

Following points are left FFS:

· The way the secured tunnel is established,
· The location of the security gateway (however, the security gateway is supposed to be located at least beyond the HGW (EPC side),
· The use or not of the same IP tunnel for both S1-U and S1-MME.
3. Protocol stacks

The considered deployment scenario for Home eNB leads us to the definition of the following protocol stacks for respectively S1-MME and S1-U interfaces.
3.1 Control plane
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Figure 2 Protocol stack for the S1 interface control plane
3.2 User plane
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Figure 3 Protocol stack for the S1 interface user plane
3. Conclusion and proposal
This contribution aimed at presenting an attachment scenario for Home eNB. It is considered as a high probable deployment scenario in the future. It is proposed to agree on the text proposal presented in section 4 and to update RAN3 internal TR [1] accordingly.

4. Text proposal

7.2
LTE HNB
7.2.1 Architecture
The LTE HNB will connect to the MME by means of the S1 interface. 

The S1 control plane interface (S1-MME) defined for Home eNB differs from the one defined for Macro eNB. Indeed, it implies the definition of an IPSec tunnel between the Home eNB and a Security Gateway. The protocol stack for S1 control plane is:
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Figure x.x.x S1 Interface control plane (Home eNB-MME)

The S1 user plane interface (S1-U) defined for Home eNB differs from the one defined for Macro eNB. Indeed, it implies the definition of an IPSec tunnel between the Home eNB and a Security Gateway. The protocol stack for S1 user plane is:


[image: image5.emf]IP

IPSec

L2

L1

Security GW

UP PDU

GTP-U

UDP

L2

L1

SAE Gateway

IP

L2

L1

IP

IP

IPSec

IP

L2

L1

UDP

Home eNB

UP PDU

GTP-U

IP


Figure x.x.x S1 Interface User Plane (Home eNB-SAE GW)

The location of the Security Gateway is FFS. However, it is supposed to be located at least beyond the HGW (EPC side). The use or not of the same IPSec tunnel for both S1-MME and S1-U is FFS as well as the IP tunnel establishment procedure.
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