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Introduction

Concerning the HFN following statement is made in TS 36300 [3]:

“
For RLC-AM bearers:

· For in-sequence delivery and duplication avoidance, PDCP SN is maintained on a bearer basis and the source eNB informs the target eNB about the next DL PDCP SN to allocate to a packet which does not have a PDCP sequence number yet (either from source eNB or from the Serving Gateway).

· For security synchronisation, HFN is also maintained and the source eNB provides to the target one reference HFN for the UL and one for the DL i.e. HFN and corresponding SN.
“
Also, based on [1] and [2] it was decided by RAN2 to maintain HFN over handover to avoid HFN desynchronization. 

This contribution discusses and proposes to transfer reference HFNs within the X2AP SN STATUS TRANSFER message.

Discussion

The reference HFNs that are transferred during HO for RLC-AM bearers needs to be suitable for the first received packets at the target eNode B. 

For DL traffic:

For DL packets the HFN needs to be transferred from the source eNB to the target eNB in the SN Status Transfer message since transferring it any earlier would mean that the HFN could have changed between the HO Request and the point in time when SDUs are forwarded.

The HFN transferred should correspond to the HFN of the first forwarded PDCP SDU rather than e.g. "DL PDCP-SN Next To Assign" because if one of the 'forwarded with SN' SDUs has attached to it a SN which is equal to 'Maximum_PDCP_SN' then the HFN will change for the rest of the forwarded SDUs. Note that in this case the SN corresponding to the HFN will be different from the "DL PDCP-SN Next To Assign", because the latter refers to forwarded packets that have yet not got assigned a PDCP SN by the source eNode B. Therefore a new Reference HFN IE is needed that contains the reference HFN and the corresponding PDCP-SN.

If no SDUs with already assigned PDCP-SN have to be forwarded then the reference HFN shall correspond to the HFN that would have been assigned to the packet whose "DL PDCP-SN Next To Assign" is transferred to the target eNode B. Only in this case corresponding PDCP-SN and "DL PDCP-SN Next To Assign have the same value.

For UL traffic:

For UL packets the reference HFN needs to be transferred from the source eNB to the target eNB in the SN Status Transfer message since transferring it any earlier would mean that the HFN could have changed between the HO Request and the point in time when SN Status Transfer message is sent.

The reference HFN shall correspond to the HFN that would have been assigned to the packet whose "UL PDCP-SN Next In-Sequence Expected" is transferred to the target eNode B.
Proposal

It is proposed to discuss the statements of section 2 and, if agreed to agree on the corresponding CR [5] that contains the required changes for TS 36.423 [4].
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