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Introduction
In the last RAN3 meeting discussions on various security related discussions took place. All RAN3 questions were summarized in the outgoing LS R3-072410. SA3 LS answers on this topic can be found in 

A former LS S3-070475 (to RAN2/3) in which SA3 clarified events triggering a key change in active mode without user mobility:
(1) If the sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around, it shall be possible to change the respective keys.

(2) If a UE has been in LTE_ACTIVE for a long period of time, it shall be possible to update the keys for UP and RRC ciphering/integrity protection, even though the sequence numbers are not close to wrapping.

(3) The operator shall be able to restrict the lifetime of KASME (independently of the key usage in LTE).

(4) If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds."

and in the SA3 LS answers R3-080054 (S3a071046v6) to R3-072410.

Answer 1: Usage of keys after IRAT handover was clarified. 

Answer 2: Confirmation of “AS only” key (RRC and UP key) change.

Answer 3: NAS and AS activation time must not be the same.

Answer 4: Confirmation of usefulness of eNB capabilites in the MME.

Answer 5: Algorithm selection/change during S1 and IRAT Handovers is possble.

The aim of this contribution is to summarize SA3’s decisions from the LSs, to derive the RAN3 requirements and to define S1 signalling means accordingly. 
2
Discussion

2.1
Security key change principles
In S3a071046 (version 6), SA3 wrote: "SA3 has discussed eNB triggered "AS only" key change, and concluded that there are no security reasons  to involve the EPC for “AS only” key change." Therefore any reasons to involve the EPC for this case should be found either through lower complexity or increased efficiency of the procedures.
The AS key only change is performed by eNB based on an existing AS security association without a corresponding NAS key change (i.e. intra-cell handover).

The AS key only change is performed autonomously in the eNB because the sequence number wrap-around scenario (if the UE stays long in active mode in the same eNB) should not happen frequently.  

A NAS key only change (independent from the AS key change) is performed i.e. when an MME algorithms change would be required during an active session, which is triggered by the MME in connection with an inter-MME handover or in case the NAS COUNT reaches a maximum value. 

NOTE: This is not considered to be a key-change-on-the-fly case from AS viewpoint, but has been added here to show the modularity of AS and NAS Key changes

Both, a NAS and an AS key change can be triggered by MME e.g. after a fresh AKA was performed, resulting in a new KASME, which means that the whole key hierarchy needs to be changed: a new KASME ( a new KeNB and new NAS keys are generated in the MME. Other scenarios for which both keys need to be changed are: whenever the MME triggers an AKA run to update KASME e.g. after an IRAT HO, after inter MME HO, KASME lifetime expiry, NAS count reaches maximum. 

The execution of NAS and AS key change are interpreted as two independent mechanism i.e. NAS key change due to AKA will be followed by AS key change both triggered by the MME. AS key change due SQN wrap around does not need to be preceded by a AKA run creating a new KASME key and then followed by NAS key activation.

2.2

S1 signalling means

For the NAS only key change in case of an inter-MME handover it needs to be ensured to provide the new NAS security key. Since the new assigned NAS key is needed in the UE before entering the new HO target, the new NAS key needs to be provided during the HO preparation phase (not scope of this paper).

Regarding NAS and AS key change two mechanisms are needed: 

1) A NAS level SMC is sent to UE to activate the new NAS keys and possibly new NAS algorithms. 

2) A new S1 procedure is used to provide KeNB from MME to eNB. The eNB does AS level key-change-on-the-fly based on the fresh KeNB (e.g. KASME KSI indication for the UE). No AS algorithm change is possible. 
Besides updates regarding security information of the UE context, it is also possible that other information, which are provided by the MME like handover restrictions, needs to be updated too. Therefore it is proposed that the used S1 interface procedure should have a more generic name like UE context modification procedure. For the initial establishment of the UE context the intial context setup procedure was introduced. And for the modification of the UE context it is worth to consider a UE context modification procedure.

It is proposed to introduce the UE context modification procedure as class 1 procedure. The UE CONTEXT MODIFICATION REQUEST sent by MME provides the new KeNB to the eNB. The UE CONTEXT MODIFICATION RESPONSE sent by the eNB is interpreted by the MME as successful outcome of the UE context modification in the eNB!

In order to let the eNB and UE know when a fresh KeNB from an AKA run is taken into use or whether an existing AS security context is used (the old KeNB) as a basis for the new RRC/UP keys NAS signalling could ensure that for the NAS+AS key change on fresh AKA, in which the UE is informed of the new KSI of the KASME, which means that the whole key hierarchy was changed. In addition the UE context modification is used to provide the new KeNB. 
3
Proposal

The paper provided a detailed elaboration for S1 security considerations based on scenarios and SA3 decisions. It is proposed to accept the following points which are needed to enusure a proper security concept: 

· Allow AS only key change without MME involvement --- >> locally in the eNB

· Allow AS key update with MME involvement is due to an AKA run

· a new S1 procedure UE Context Modification is needed to provide the new KeNB to the eNB in the case of KASME key change during active mode.

The UE context modification procedure was introduced to have the possibility to update other information besides security information like handover restrictions as well.
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