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1. Introduction

The deployment of a large number of Home eNodeBs (HNBs) in areas where the operator is likely to have little control on them raises the issue of how the operator could be able to keep control of HNBs location.
Such a knowledge is however important for PLMN certitudes and stability since the HNB configuration, the operating frequency bands or the maximum transmit power for examples, are likely to depend on location [2]. The improper HNBs configuration could then lead to high interference level and quality of service drop.

In addition, knowing HNB location may be mandatory under some regulatory reasons in some countries, regarding radio protection and radio license policy. Operators may be required to guaranty that devices using their licensed frequency band do not interfere with some primary users. Operators may need to guarantee that limited radio wave energy is transmitted in close vicinity of school or hospitals. 

Finally, operators must make sure that HNBs are not wildly deployed in their name, outside the country where their spectrum was licensed, or they could be sued for illegal usage of the spectrum. Currently, operators can hardly keep control of such situation, as HNB are to be connected via internet, so potentially from anywhere on Earth.
The aim of this contribution is to propose a way forward to enable operators to check and monitor the location of HNBs which are connected to its PLMN and to clarify the implication of the proposed solution on standardisation effort.
2. Discussion
One option for an operator to have some guaranty on HNB location is to ask a well-known and trusted third party being in the vicinity of the HNB - or having some means to localise it - to certify that a given HNB was at a given location and at a given time.
· As example, this third party can be the device installer. When installing the HNB in user's premises, he connects a maintenance device to the HNB through a short range link like a serial interface. The localisation can be realised with a GNSS module embedded in the maintenance device, and the location data is then latitude / longitude values. Alternatively, the location data can be a country and a postal code corresponding to the HNB location, and manually filled in by the installer. The position is electronically signed by the device installer, who is trusted by the operator.
· The fixed access provider offering HNB connection through the PLMN has some knowledge of where the access end-point is located, and can be trusted by the PLMN operator. Indeed, it could also actas a 3rd party and provide a location certification to the PLMN operator.

· The third party could also be a mobile terminal. It is assumed to be under the coverage of a macro-cell and has a short range interface (e.g. Bluetooth, IrDA and so on) with the HNB. The mobile is trusted by the operator and knows its own location or the operator has knowledge of it. Hence the mobile is a possible trusted third party and can certify that a HNB is in its vicinity at some point in time.
Examples above may be seen as different implementations of a unique basic principle depicted in Figure 1.
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Figure 1: Location Certification Principle

Typically, the procedure comprises the following steps:

1. The network requests a HNB to provide its location. The request includes a token Kt

2. The HNB requests a third party, known and trusted by the network, to localise it. The request includes HNB identification and the token Kt

3. The third party builds a certificate which includes:

i. The token Kt

ii. The HNB identification

iii. An HNB location indication

iv. The third party identification

v. The third party’s signature

4. the certificate is provided to the network either by HNB or directly by third party

5. The network checks the contents of the certificate and authorises or refuses the HNB to start. It may also request the HNB to stop transmitting if the certificate is not valid and the HNB is already in operational state, or ask the HNB to renew the certificate if it is assessed as being too old, or not accurate enough.
The message exchange between the HNB and the third party (steps (2) and (3)) relies on non 3GPP interfaces and it might be unnecessary to standardise them in 3GPP community. 
The procedure corresponding to steps (1), (4) and (5) is typically part of the self-configuration process for HNBs in pre-operational state [1], even if the PLMN operator can take advantage to execute the certification procedure periodically.
In order to ensure multi-vendors interoperability, it is necessary to make a standardisation effort on the location certificate.
3. Conclusion
The lack of means for the PLMN operator to be able to have some certainties on where its HNBs are located can seriously undermine the advent of massive HNB deployment.

HNB location can be provided by different means, by different parties, that should be kept flexible. However in order to ensure a multi-vendor deployment of interoperable HNB, we believe that the principle of having trusted third parties being able to give location certificates is worth studying.
4. References

[1] 3GPP TS 36.300
[2] R3-071237, "Whereability of HNBs", Mitsubishi Electric, (June 2007)







1

