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1. Introduction
In the LS R3-071295 from SA3 (S3-070475) SA3 identified four independent requirements regarding the change of security keys for a UE in LTE_ACTIVE: 
(1) If the sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around, it shall be possible to change the respective keys.

(2) If a UE has been in LTE_ACTIVE for a long period of time, it shall be possible to update the keys for UP and RRC ciphering/integrity protection, even though the sequence numbers are not close to wrapping.

(3) The operator shall be able to restrict the lifetime of KASME (independently of the key usage in LTE).

(4) If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds.
This contribution focuses on how to address these security requirements in RAN3. And some new procedures are introduced for supporting these requirements. 
2. Clarification of some questions

Before discussing the solutions for these requirements, it is helpful to clarify some questions firstly. 
1) Which entity triggers the key update procedure?

For requirements (1) and (2), since the UP and RRC ciphering/integrity keys are resident at in UE or eNB, so only UE and eNB knows whether these keys need to be update. i.e. UE or eNB can trigger the key update. Similarly, MME or UE can trigger KASME update which meets the requirement (3) and (4). 
2) Which entity generates the new keys?
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Figure 1: Overview on proposed key hierarchy
Figure 1 shows the key hierarchy in LTE/SAE system, the question where to generate new keys can be clarified according to this figure:
1. Since KASME is generated by AKA procedure in MME, it can be updated in MME.
2. For UP and RRC ciphering/integrity keys update, there are two ways: (1) new keys can be derived from existing KeNB in the eNB itself; (2) new keys can be derived in eNB from new KeNB, and the new KeNB is derived from KASME in MME.
3. Procedures in S1 interface
This section discusses the S1 procedures which support key update in LTE-ACTIVE state. Maybe some new procedures need to be added to S1 interface.
3.1 eNB initiated Key Update Procedure
If key update triggered in eNB and the new keys need to be generated in MME, then eNB needs to send a message to MME to request a new KeNB. This procedure meets the requirements (1) and (2) with the KeNB is also update. But if new keys are derived from existing KeNB in the eNB itself, this procedure is not necessary.
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Figure 2: eNB initiated Key Update Procedure
1. Step1: eNB trigger the keys update by (1) sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around or (2) a UE has been in LTE_ACTIVE for a long period of time. eNB sends Key Update Request message to MME to request new KeNB.
2. Step2: MME derives new KeNB from KASME, and then sends this new KeNB and the derivation parameters to eNB. After receiving this new KeNB, the eNB will derive all UP and RRC ciphering/integrity keys immediately. 
3. Step3: eNB sends the derivation parameters and maybe new C-RNTI to UE for UE derivation of new keys. eNB also needs negotiate about activation of new keys with UE.
3.2 MME initiated Key Update Procedure

If key is generated in MME, especially for the requirement (3) and (4), then a new procedure is needed to send the new KeNB to eNB. 

[image: image3.wmf]U

E

M

M

E

e

N

B

1

.

K

e

y

 

U

p

d

a

t

e

 

C

o

m

m

a

n

d

3

.

K

e

y

 

U

p

d

a

t

e

 

C

o

m

m

a

n

d

 

A

C

K

2

.

K

e

y

 

A

c

t

i

v

a

t

i

o

n

 

p

r

o

c

e

d

u

r

e


Figure 3: MME initiated Key Update Procedure
1. Step1: after AKA procedure, MME sends a Key Update Command message to eNB. This message shall include: (1) the new KeNB, (2) the derivation parameters and (3) NAS Keys activation information. The AKA procedure is triggered by (1) lifetime of KASME is expired or (2) inter-RAT handover from UTRAN/GERAN to LTE has been performed.

2. Step2: eNB sends the derivation parameters to UE for UE derivation of new keys. eNB also needs negotiate about activation of new keys with UE.

3. Step3: eNB response a Key Update Command ACK message to MME to confirm the activation of the new NAS key is successful.

3.3 Can these procedures be optimized?
It seems too complex to introduce so many procedures for key update in active state, so here gives some attempts to optimize them.
Optimization 1: remove the eNB initiated Key Update procedure (procedure in subsection 3.1).
For the UP or RRC ciphering/integrity key update, if KeNB needs not to be update, which means new keys can be derived from existing KeNB in the eNB itself, then this procedure does not need. But whether the KeNB needs to be update or not is based on SA3’s decision.
Optimization 2: piggyback this information into existing procedures.

RAN3 has tried to integrate much information into one message, e.g. INITIAL CONTEXT SETUP REQUEST message contains lots of information. So here also try to piggyback the key update information into existing message. But it seems difficult to find an appropriate existing message for piggybacking. 
Another optimization is that introducing a Context Modification procedure for all possible context change such as security context change, area restriction context change and so on in active state. If so, key update information in active state can be transferred in this new procedure.
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Figure 4: Context modification procedure
1. Step1: eNB trigger the keys update by (1) sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around or (2) a UE has been in LTE_ACTIVE for a long period of time. eNB sends Key Update Notification message to MME to request MME update KeNB. And MME will generate a new KeNB accordingly.
2. Step2: If MME find the security context changed, no matter whether the MME has received Key Update Notification message, MME will send Context Modification Request message to eNB to update security context in eNB.
3. Step3: if the security context changed, eNB sends the derivation parameters to UE for UE derivation of new keys. eNB also needs to negotiate about activation of new keys with UE.

4. Step4: eNB response a Context Modification Request ACK to MME to confirm the security context has been updated successfully. 
4. Activate the new keys
After keys have been updated in network side, network shall notify UE to do the same key update and negotiate about activation time of new keys with UE. RAN2 is responsible for this issue. And in RAN2#59bis meeting, two solutions have been discussed [5] [6], one is intra cell handover, and the other is introducing a SMC procedure. This issue is open for comments now in RAN2.
5. Conclusion

According to the discussion above, it is proposed that:
Some S1 procedures should be added to support security key update in active state. It is proposed that a new Context Modification Procedure is preferable.
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