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Introduction

This document proposes to enhance the thinking on the Home eNB security. 

According to the RAN3 HNB Architecture decision,

“The LTE HNB will connect to the MME by means of the S1 interface”
Some additional questions rise-up concerning the security of this S1 link.
This contribution only highlights some additional questions on the architecture and security of the HNB.

Discussion
It has been agreed that the HNB will be connected to the MME by S1 interface, then security and the TNL of this S1 need to be considered:
· Does RAN3 need to be aware of TNL connectivity or only assume IP connectivity over DSL Providers?
· Then it means that the Home eNB have to have the Firewall functions and other security features built in?

· Does S1 security need to be consider for eNB and HNB and will be enough?
· Do the eNB and HNB need to be considered as same?
If we consider, the huge number of HNBs connected to a MME/SAEGW:
· Do MME/SAEGW handle Home eNB and Macro eNB differently? 

· Do the MME/SAEGW have the knowledge of which types of eNB (HNBs or eNBs)? 
· It should be considered an aggregation point (Node) to avoid any MME improvement in regards of HNB nature and security aspects?
Conclusion 

It is proposed to RAN3 to capture all theses additional question in the TR 3.020 has it is proposed in the Annex for future discussions.
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Annex

4.2.2.12
Security

· How does the LTE HNB connect to the RAN in a secure way?

· How should the LTE HNB be authenticated when connecting to the operator network?

· Are there specific requirements on security considering that the LTE HNB is located in an easy accessible location? Or S1 security is enough?
· Does HNB TNL need to be considered?
· An aggregation node to avoid any MME improvement in regards of HNB nature and security should be considered?


























































