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1. Overall Description:

SA3 thanks RAN3 for the LS on NDS/IP and S1 connectivity. In the following the response to the two actions on SA3 is given.
Action 1: Confirmation/comment on RAN3’s understanding about the relation between NDS/IP and S1 Connectivity.

Response: SA3 agrees with the assumption of RAN3 as stated in the LS S3-060743 (R3-061615). It should be noted however that we have not yet decided on how to use NDS/IP on S1 interface.
Action 2: Feedback/comment regarding RAN3’s concern on the relation between NDS/IP and IP Multicast transport 
Response: As such Multicast traffic should not be affected by IPsec although the IPsec setting will impact the processing power required at the tunnel ends. In the following possible options for using IPsec and Multicast are given together with pros and cons:
1. One point-to-multipoint IPsec SA: In this case same keying material has to be available at all endpoints involved in sending and receiving the multicast traffic. Each multicast packet goes through IPsec processing only once at the multicast root and is then sent as a multicast packet. The issue lies in distributing/establishing keying material with more than two endpoints because traditional IPsec key establishment method (IKE) does not allow point-to-multipoint key establishment. Some work would be needed by IETF and SA3 in this area.
2. Multiple point-to-point IPsec SAs: Here each multicast packets will have to be replicated for each sink of the multicast tree, and then processed via the per-sink IPsec SA, before being transmitted encapsulated in an unicast IPsec packet. Thus the router will require more processing power compared to point-to-multipoint, and transmitting a packet will consume more network bandwidth because the underlying transport of IPsec packets is unicast. This solution has however the advantage that key establishment for these many SAs can be done using current IKE standard.

3. Do not use IPsec for Multicast if security is not needed.

2. Actions:

None
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