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1. Overall Description:

During the RAN3#53bis the relation between ‘NDS/IP and S1 Connectivity’ and ‘NDS/IP and IP Multicast’ were discussed.
Referring to SA3’s internal document of ‘Rationale and track of security decision in Long Term Evolved RAN / 3GPP System Architecture Evolution’ and to 33.210 regarding NDS/IP, and also to the last LS back from SA3 regarding key management between eNB and aGW (MME/UPE), RAN3 understanding are the followings:
· Pre-shared keys and/or certificates for IPsec functionality can be pre-configured between SEG in the border of IP backbone network and eNB (or between SEG in the border of IP backbone network and SEG in the eNBs vicinity).
· Provided that all insecure network layer links connecting eNB and SEG in the border of IP backbone network are all pre-configured to be secured, i.e. by IPsec, the following applies:

· S1 Connectivity in RNL level can be established between an eNB and an arbitrary aGW (MME/UPE) in the network. Hence, S1 Connectivity and NDS/IP can be made independent. (see figure 1)
· NDS/IP configuration will not add any delay to S1 connectivity establishment. 
· If it is decided that IPsec is needed for securing U-plane links (e.g. for signalling towards the U-plane node), the independency between NDS/IP and S1 connectivity will also apply.
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Figure 1: NDS/IP architecture implementation
Furthermore, the relation between ‘NDS/IP and IP Multicast’ discussion resulted the following concern:
· The necessity to create point-to-point Security Association (IPsec) between end nodes (eNB and SEG) will result less gain of IP Multicast transport.
2. Actions:

RAN3 kindly asks SA3 to provide:

1. confirmation/comment on RAN3’s understanding about the relation between NDS/IP and S1 Connectivity

2. feedback/comment regarding RAN3’s concern on the relation between NDS/IP and IP Multicast transport gain
3. Date of Next TSG-RAN3 Meeting:

3GPP TSG-RAN3 Meeting#54

6th  – 10th  November 2006
Riga, Latvia.
3GPP TSG-RAN3 Meeting#55


12th – 16th February 2007
USA
