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Introduction

In [1] RAN2 informs RAN3 about the problems that may arise at the use of UM RLC for HSDPA. The described loss of HFN synchronisation may cause ciphering failures. Therefore it is suggested in the LS [1] to provide the Node B scheduler with additional information to overcome the ciphering problem. 

This contribution proposes a solution for UM RLC if PDCP mode uses headers. It is shown that additional signalling to Node B is not required.

Discussion

Since the problems at the use of UM RLC for HSDPA and the possible loss of HFN synchonisation in UM RLC which were first mentioned at RAN2#33 (R2-023146), some ideas were discussed proposing ways to avoid such a situation:

One proposal was to restrict the number of UM RLC PDUs of a logical channel in order to reduce the probability of the loss of 128 consecutive data packets. For restricting the number of the RLC PDUs the information must be provided to the Node B scheduler to indicate which MAC-d flows contain logical channels used in UM. This reduction of the bit rate causes a limitation of the capacity of the air interface as well.

According to another proposal it was suggested that HSDPA cannot be used in UM RLC because of the ciphering problems. This would imply higher traffic caused by the use of AM and as a consequence of this, the capacity of the air interface would also be reduced.

Instead of solving the problem of the loss of HFN synchronisation by restricting the Node B scheduler or limiting the usage of UM RLC, it is more advantageous to introduce an additional method of updating the HFN in the UE:

At the reception of a ciphered UM RLC PDU the UE determines the deciphering keystream for the PDU. This deciphering keystream is derived from the HFN, the sequence number of the PDU and other parameters. 

If there is a wrap over in the 7 bit sequence number, the HFN is incremented. If more than 128 consecutive PDUs are lost, the HFN in the UE becomes unsynchronised  to HFN in the RNC and deciphering produces erroneous data.


There is no further check in the RLC to detect this, but if the PDCP uses non transparent mode e.g. header compression is used for IP packets, then the PDCP header of the UM RLC PDUs is containing the PDU type in the first octet of the PDCP PDU. 

There are 3 bits reserved for the PDU type, but currently only 2 PDU types are defined, all other possible values can be seen as invalid.

Since the PDU type is set by UTRAN, which is not assumed to set invalid PDU types, the only possible procedures which can introduce invalid PDU types can be the deciphering with the wrong keystream or the coincidence, that an erroneously received transport block had a valid checksum. The later event has a very low probability and for the coincidence with an also rare missed over wrap, the probability is seen as negligible.

From above follows, that either the RLC or the PDPC can determine on the reception of an invalid PDCP PDU type, that the deciphering was done with the wrong keystream and the UE can take the following action:

· If an invalid PDU type was detected, the HFN is incremented and the UE tries the deciphering with the keystream derived from this HFN.

If as a consequence the PDU type is valid, this HFN is used for further deciphering.

Otherwise the HFN can be left as it was before or the same procedure can be repeated for a fixed or signalled number of times [tbd].


Since this is done for each received PDU, the remaining probability for not incrementing the counter correctly decreases exponentially and the unsynchronised state will remain only for very few PDUs 

For increasing the plausibility check, unassigned values of the PID could be used.

Conclusion

It is shown that it is possible to use HSDPA without limiting the bit rate at Node B or restricting the usage of UM RLC. RAN3 is asked to consider the solution described above.
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