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9.1.26
SECURITY MODE COMMAND

This message is sent by the CN to trigger the integrity and ciphering functions over the radio interface.

Direction: CN ( RNC.

Signalling bearer mode: Connection oriented.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	Integrity Protection Information
	M
	
	9.2.1.11
	 Integrity information includes key and permitted algorithms.
	YES
	reject

	Encryption Information
	O
	
	9.2.1.12
	 Encryption information includes key and permitted algorithms.
	YES
	reject

	Key Status
	M
	
	9.2.1.36
	
	YES
	reject


9.1.10
RELOCATION REQUEST

This message is sent by the CN to request the target RNC to allocate necessary resources for a relocation.

Direction: CN ( RNC.

Signalling bearer mode: Connection oriented.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	Permanent NAS UE Identity
	O
	
	9.2.3.1
	
	YES
	ignore

	Cause
	M
	
	9.2.1.4
	
	YES
	ignore

	CN Domain Indicator
	M
	
	9.2.1.5
	
	YES
	reject

	Source RNC To Target RNC Transparent Container
	M
	
	9.2.1.28
	
	YES
	reject

	RABs To Be Setup List
	O
	
	
	
	YES
	reject

	>RABs To Be Setup Item IEs
	
	1 to <maxnoofRABs>
	
	
	EACH
	reject

	>>RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>NAS Synchronisation Indicator
	O
	
	9.2.3.18
	
	-
	

	>>RAB Parameters
	M
	
	9.2.1.3
	
	-
	

	>>Data Volume Reporting
Indication
	C – ifPS
	
	9.2.1.17
	
	-
	

	>> PDP Type Information
	C – ifPS
	
	9.2.1.40
	
	-
	

	>>User Plane Information
	M
	
	
	
	-
	

	>>>User Plane Mode
	M
	
	9.2.1.18
	
	-
	

	>>>UP Mode Versions
	M
	
	9.2.1.19
	
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>Iu Transport Association
	M
	
	9.2.2.2
	
	-
	

	>>Service Handover
	O
	
	9.2.1.41
	
	-
	

	>> Alternative RAB Parameter Values
	O
	
	9.2.1.43
	
	YES
	Ignore

	>>GERAN BSC Container
	O
	
	9.2.1.58
	
	-
	

	Integrity Protection Information
	O
	
	9.2.1.11
	Integrity Protection Information includes key and permitted algorithms.
	YES
	reject

	Encryption Information
	O
	
	9.2.1.12
	Encryption Information includes key and permitted algorithms.
	YES
	reject

	Iu Signalling Connection Identifier
	M
	
	9.2.1.38
	
	YES
	ignore

	Global CN-ID
	O
	
	9.2.1.46
	
	YES
	reject

	SNA Access Information
	O
	
	9.2.3.24
	
	YES
	ignore

	UESBI-Iu
	O
	
	9.2.1.59
	
	YES
	ignore


	Condition
	Explanation

	
	

	IfPS
	This IE shall be present if the CN domain indicator IE is set to "PS domain".


	Range bound
	Explanation

	maxnoofRABs
	Maximum no. of RABs for one UE. Value is 256.


9.3.3
PDU Definitions

-- **************************************************************

--

-- PDU definitions for RANAP.

--

-- **************************************************************

RANAP-PDU-Contents { 
itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) ranap (0) version1 (1) ranap-PDU-Contents (1) }
DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************

--

-- IE parameter types from other modules.

--

-- **************************************************************

IMPORTS


BroadcastAssistanceDataDecipheringKeys,


LocationRelatedDataRequestType,


LocationRelatedDataRequestTypeSpecificToGERANIuMode,


DataVolumeReference,


CellLoadInformation,


AreaIdentity,


CN-DomainIndicator,


Cause,


ClientType,


CriticalityDiagnostics,


ChosenEncryptionAlgorithm,


ChosenIntegrityProtectionAlgorithm,


ClassmarkInformation2,


ClassmarkInformation3,


DL-GTP-PDU-SequenceNumber,


DL-N-PDU-SequenceNumber,


DataVolumeReportingIndication,


DRX-CycleLengthCoefficient,


EncryptionInformation,


GERAN-BSC-Container,


GERAN-Classmark,

GlobalCN-ID,


GlobalRNC-ID,


InformationTransferID,


IntegrityProtectionInformation,


InterSystemInformation-TransparentContainer,


IuSignallingConnectionIdentifier,


IuTransportAssociation,


KeyStatus,


L3-Information,


LAI,


LastKnownServiceArea,


NAS-PDU,


NAS-SynchronisationIndicator,


NewBSS-To-OldBSS-Information,

NonSearchingIndication,


NumberOfSteps,


OMC-ID,


OldBSS-ToNewBSS-Information,


PagingAreaID,


PagingCause,


PDP-TypeInformation,


PermanentNAS-UE-ID,


PositionData,


PositionDataSpecificToGERANIuMode,


PositioningPriority,


ProvidedData,


RAB-ID,


RAB-Parameters,


RAC,


RelocationType,


RequestType, 


Requested-RAB-Parameter-Values,

ResponseTime,


RRC-Container,


SAI,


SAPI,

Service-Handover,


SNA-Access-Information,

SourceID,


SourceRNC-ToTargetRNC-TransparentContainer,


TargetID,


TargetRNC-ToSourceRNC-TransparentContainer,


TemporaryUE-ID,


TraceReference,


TraceType,


UnsuccessfullyTransmittedDataVolume,


TransportLayerAddress,


TriggerID,


UE-ID,


UESBI-Iu,

UL-GTP-PDU-SequenceNumber,


UL-N-PDU-SequenceNumber,


UP-ModeVersions,


UserPlaneMode,


VerticalAccuracyCode,


Alt-RAB-Parameters,


Ass-RAB-Parameters

FROM RANAP-IEs

Lots of unaffected ASN1 in 9.3.3 not shown

-- **************************************************************

--

-- Relocation Request

--

-- **************************************************************

RelocationRequest ::= SEQUENCE {


protocolIEs


ProtocolIE-Container       { {RelocationRequestIEs} },


protocolExtensions

ProtocolExtensionContainer { {RelocationRequestExtensions} }



OPTIONAL,


...

}

RelocationRequestIEs RANAP-PROTOCOL-IES ::= {


{ ID id-PermanentNAS-UE-ID


CRITICALITY ignore
TYPE PermanentNAS-UE-ID 


PRESENCE optional
} |


{ ID id-Cause




CRITICALITY ignore
TYPE Cause




PRESENCE mandatory
} |


{ ID id-CN-DomainIndicator


CRITICALITY reject
TYPE CN-DomainIndicator



PRESENCE mandatory
} |


{ ID id-SourceRNC-ToTargetRNC-TransparentContainer










CRITICALITY reject
TYPE SourceRNC-ToTargetRNC-TransparentContainer
PRESENCE mandatory
} |


{ ID id-RAB-SetupList-RelocReq


CRITICALITY reject
TYPE RAB-SetupList-RelocReq


PRESENCE optional
} |


{ ID id-IntegrityProtectionInformation

CRITICALITY reject
TYPE IntegrityProtectionInformation 

PRESENCE optional
} |


{ ID id-EncryptionInformation


CRITICALITY reject
TYPE EncryptionInformation 


PRESENCE optional
} |


{ ID id-IuSigConId
CRITICALITY ignore TYPE IuSignallingConnectionIdentifier  PRESENCE mandatory },


...

}

RAB-SetupList-RelocReq 




::= RAB-IE-ContainerList { {RAB-SetupItem-RelocReq-IEs} }

RAB-SetupItem-RelocReq-IEs RANAP-PROTOCOL-IES ::= { 


{ ID id-RAB-SetupItem-RelocReq


CRITICALITY reject
TYPE RAB-SetupItem-RelocReq


PRESENCE mandatory 
},


...

}

RAB-SetupItem-RelocReq ::= SEQUENCE {


rAB-ID





RAB-ID,


nAS-SynchronisationIndicator
NAS-SynchronisationIndicator
OPTIONAL,


rAB-Parameters




RAB-Parameters,


dataVolumeReportingIndication


DataVolumeReportingIndication 
OPTIONAL


-- This IE shall be present if the CN domain indicator IE is set to "PS domain" --,


pDP-TypeInformation



PDP-TypeInformation

OPTIONAL

  
-- This IE shall be present if the CN domain indicator IE is set to "PS domain" --,


userPlaneInformation



UserPlaneInformation,


transportLayerAddress



TransportLayerAddress,


iuTransportAssociation



IuTransportAssociation,

service-Handover



Service-Handover

OPTIONAL,

iE-Extensions




ProtocolExtensionContainer { {RAB-SetupItem-RelocReq-ExtIEs} }


OPTIONAL,


...

}

RAB-SetupItem-RelocReq-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {

-- Extension for Release 4 to enable RAB Quality of Service negotiation over Iu --

{ID id-Alt-RAB-Parameters
CRITICALITY ignore

EXTENSION Alt-RAB-Parameters

PRESENCE optional} |

-- Extension for Release 5 to enable GERAN support over Iu-cs --


{ ID id-GERAN-BSC-Container




CRITICALITY ignore
EXTENSION GERAN-BSC-Container


PRESENCE optional
},

...

}

UserPlaneInformation ::= SEQUENCE {


userPlaneMode




UserPlaneMode,


uP-ModeVersions




UP-ModeVersions,


iE-Extensions




ProtocolExtensionContainer { {UserPlaneInformation-ExtIEs} }


OPTIONAL,


...

}

UserPlaneInformation-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

RelocationRequestExtensions RANAP-PROTOCOL-EXTENSION ::= {

-- Extension for Release 4 --


{ ID id-GlobalCN-ID



CRITICALITY reject

EXTENSION GlobalCN-ID



PRESENCE optional} |

-- Extension for Release 5 to enable shared networks in connected mode --

{ ID id-SNA-Access-Information
CRITICALITY ignore

EXTENSION SNA-Access-Information
PRESENCE optional} |

-- Extension for Release 5 to enable specific behaviour by the RNC in relation with early UE handling --

{ ID id-UESBI-Iu
CRITICALITY ignore

EXTENSION UESBI-Iu
PRESENCE optional},


...

}

Lots of unaffected ASN1 in 9.3.3 not shown

-- **************************************************************

--

-- Security Mode Command

--

-- **************************************************************

SecurityModeCommand ::= SEQUENCE {


protocolIEs


ProtocolIE-Container       { {SecurityModeCommandIEs} },


protocolExtensions

ProtocolExtensionContainer { {SecurityModeCommandExtensions} }



OPTIONAL,


...

}

SecurityModeCommandIEs RANAP-PROTOCOL-IES ::= {


{ ID id-IntegrityProtectionInformation

CRITICALITY reject
TYPE IntegrityProtectionInformation

PRESENCE mandatory
} |


{ ID id-EncryptionInformation


CRITICALITY reject
TYPE EncryptionInformation


PRESENCE optional
} |


{ ID id-KeyStatus





CRITICALITY reject
TYPE KeyStatus





PRESENCE mandatory},


...

}

SecurityModeCommandExtensions RANAP-PROTOCOL-EXTENSION ::= {


...

}
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