TSG-RAN Working Group 3 #39



R3-031525
San Diego, CALIFORNIA, November 17-21, 2003

Agenda Item:
Pl8.6.2

Source: 
Nortel Networks

Title: 
Serious Correction for Security in multi-domain calls

Document for:
For discussion and approval

1 Purpose

The purpose of this paper is to correct the specification which mandates erroneous security checks and actions to be done by the RNC for a multi-service call when the second domain attempts connection/SMC.

2 Description

In a multi-service call (i.e. involving the two domains), the security checks to be done by the RNC are specified as follows in current RANAP:

Section 8.18.2

If a signalling connection already exists towards the other core network domain, and integrity protection and ciphering information has been received from that core network domain, the same algorithm(s) as being used for that core network domain shall be selected

The sentence is bold has been introduced in order to NOT mandate any check between two domains in the cases that no SMC had been received on the first domain yet i.e. in particular for certain emergency calls. The behaviour for these cases is left implementation dependant on purpose.

However, the currently specified case where the Security Mode Command message has been received for the first domain (e.g. CS domain) at the time the PS Security Mode Command comes in the RNC can actually correspond to three possible situations: 

· The Security Mode Command message has been received on CS side and the SMC procedure is still ongoing on CS side (concomitant),

· The Security Mode Command message has been received on CS side but the SMC procedure has failed i.e. a SM Reject has been responded,

· The Security Mode Command message has been received on CS side and the SMC procedure has succeeded i.e. IP (Integrity Protection) has been started.

The behaviour currently mandated in RANAP for the RNC is actually valid only for the third situation. For the first two situations, the mandated behaviour for RNC is erroneous and inconsistent.

Situation 1: Concomitant CS, PS:

The case where SMC procedure is ongoing on the CS domain when the Security Mode Command message comes in the RNC from the SGSN is inconsistently specified: 8.18.2 is indeed applicable because the IP and ciphering information have actually been received, but 8.18.2 mandates the RNC to select for the PS domain the algorithm as being used and since IP and Ciphering is not yet started, the RNC is mandated to reject with a SM Reject in particular if it wants to start ciphering.

The SM Reject from the RNC may even be followed by Iu Release Command on PS side. 

This is rather to be considered as a mistake of specification opposed to what was the intention of RAN3 group and the security Adhoc that had taken place. The important basic requirement from SA3 is recalled in annex A. The correct handling of this case should obviously be instead to accept the PS SMC and select the preferred algorithm that is in common for the two domains:

If a signalling connection already exists towards the other core network domain and SMC is ongoing on that core network domain, the same ciphering and integrity alternative shall be selected for the two domains
Situation2: Failed SMC:

The case where SMC procedure has failed (SMReject has been responded) on CS domain when the Security Mode Command message comes in the PS domain is inconsistently specified also: 8.18.2 is indeed applicable because the IP and ciphering information have actually been received but again since there is no ‘algorithm being used’, this mandates the RNC to reject the PS call. 

However in this case, the MSC will either send an Iu Release Command or it will send again a new SM Command that can succeed. In both cases, the PS call shall not be rejected.

This situation applies conversely for CS call attempt whereas SMC has been rejected on PS side.

It is believed that the current mandate for the RNC to fail PS is erroneous and that this case should be left implementation dependant.

3 Conclusion and Proposal

RANAP currently mandates an incorrect behaviour for situation 1 and situation 2 described above and the current mandate should be limited to situation 3. This leads to the following serious correction: 

Section 8.18.2

Upon reception of the SECURITY MODE COMMAND message, the UTRAN shall internally select appropriate algorithms, taking into account the UE/UTRAN capabilities. If a signalling connection already exists towards the other core network domain and integrity has been started,  the same ciphering and integrity alternatives  as being used for that core network domain shall be selected. If a signalling connection already exists towards the other core network domain and SMC is ongoing on that core network domain, the same ciphering and integrity alternative shall be selected for the two domains This means in particular for encryption that if  “no encryption” or no Encryption Information IE has been received from the first core network domain and integrity has been started but ciphering has not been started, ciphering shall also not be started for the second core network domain. The UTRAN shall then trigger the execution of the corresponding radio interface procedure and, if applicable, start/restart the encryption device and also start/restart the integrity protection

Section 8.18.4 (consistently)

If, when establishing a signalling connection towards a second core network domain, the integrity has already been started by the first domain and the integrity protection and ciphering information specified in the SECURITY MODE COMMAND message does not support the integrity protection alternative and the ciphering alternative presently being used, a SECURITY MODE REJECT message shall be sent to the second core network domain with cause value "Conflict with already existing Integrity protection and/or Ciphering information

4 ANNEX A: Original requirement from SA3

TSG-RAN Working Group 2 Meeting #28
R2-020698
Kobe, Japan, 8 - 12 April 2002

(S3-020149, to TSG-RAN WG2) Response to LS (R2-020594) on START value calculation and additional principles adopted by TSG-RAN WG2
Source:
S3

To:
RAN2



Title:
DRAFT Reply LS on START value calculation and Additional principles adopted by TSG-RAN WG2

Contact:
Valtteri.Niemi@nokia.com


S3 thanks RAN2 for their response LS R2-020594 (=S3-020139).

RAN2 requested S3 feedback on the following additional principles adopted by RAN2:

 "

1. The Security Mode Command cannot be used to "modify" Integrity protection on the same CN Domain unless new keys have been received.

2. Change of algorithms is possible only through Reconfiguration messages on RNC decision. i.e.Change of algorithms is not possible through the Security Mode Command.

3. UEA0 will be used to stop ciphering through Reconfiguration messages at relocation; the previous mechanism through the use of a code point for "stop" has been removed from all messages.

4. In case of signalling connections to both domains, the same ciphering algorithm needs to be applied on both domains. The status of ciphering (i.e. started or not started) shall be the same for both domain.

5. In case ciphering is started in one CN domain, a subsequently established signalling connection on the other CN domain also needs to be ciphered (with the same ciphering algoprithm).
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