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A.2
Guidelines for Usage of the Criticality Diagnostics IE

A.2.1
EXAMPLE MESSAGE Layout

Assume the following message format:

IE/Group Name
Presence
Range
IE type and reference
Semantics description
Criticality
Assigned Criticality

Message Type
M



YES
reject

A
M



YES
reject

B
M



YES
reject

>E

1..<maxE>


EACH
ignore

>>F

1..<maxF>


-


>>>G

0..3, …


EACH
ignore

>>H

1..<maxH>


EACH
ignore

>>>G

0..3, …


EACH
ignore and notify

>>G
M



YES
reject

>>J

1..<maxJ>


-


>>>G

0..3, …


EACH
reject

C
M



YES
reject

>K

1..<maxK>


EACH
ignore and notify

>>L

1..<maxL>


-


>>>M
O



-


D
M



YES
reject









Note 1.
The IEs F, J, and L do not have assigned criticality. The IEs F, J, and L are consequently realised as the ASN.1 type SEQUENCE OF of "ordinary" ASN.1 type, e.g. INTEGER. On the other hand, the repeatable IEs with assigned criticality are realised as the ASN.1 type SEQUENCE OF of an IE object, e.g. ProtocolIE-Container.

For the corresponding ASN.1 layout, see subclause A.2.4.
A.2.2
Example on a Received EXAMPLE MESSAGE

Assume further more that a received message based on the above tabular format is according to the figure below.


[image: image1.wmf]Level 1

(

top level)

Level 2

Level 3

Level 4

C

D

A

E

B

K

L

F

G

G

J

G

G

G

G

1

st

 repetition

2

nd

 repetition

Legend:

N

th

  repetition

IE based on a protocol container

IE being an "ordinary" ASN.1 type

H

G

G


Figure A.1: Example of content of a received RANAP message based on the EXAMPLE MESSAGE
A.2.3
Content of Criticality Diagnostics 

A.2.3.1
Example 1
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Figure A.2: Example of a received RANAP message containing a not comprehended IE

If there is an error within the instance marked as grey in the IE G in the IE J shown in the figure A.2 above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

IE name
Value
Comment

IE Criticality
reject
Criticality for IE on the reported level, i.e. level 4.

IE ID
id-G
IE ID from the reported level, i.e. level 4.

Repetition Number
11
Repetition number on the reported level, i.e. level 4. 

(Since the IE E (level 2) is the lowest level included in the Message Structure IE this is the eleventh occurrence of IE G within the IE E (level 2).

Type of Error
not understood


Message Structure, first repetition

>IE ID
id-B
IE ID from level 1. 

Message Structure, second repetition

>IE ID
id-E
IE ID from the lowest level above the reported level, i.e. level 2. 

>Repetition Number
3
Repetition number from the lowest level above the reported level, i.e. level 2. 

Note 2.
The IE J on level 3 cannot be included in the Message Structure IE since they have no criticality of their own.

Note 3.
The repetition number of the reported IE indicates the number of repetitions of IE G received up to the detected erroneous repetition, counting all occurrences of the IE G below the same instance of the previous level with assigned criticality (instance 3 of IE E on level 2).

A.2.3.2
Example 2
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Figure A.3: Example of a received RANAP message containing a not comprehended IE

If there is an error within the second instance (marked as grey) in the sequence (IE L in the tabular format) on level 3 below IE K in the structure shown in the figure A.3 above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

IE name
Value
Comment

IE Criticality
ignore and notify
Criticality for IE on the reported level, i.e. level 2.

IE ID
id-K
IE ID from the reported level, i.e. level 2.

Repetition Number
3
Repetition number on the reported level, i.e. level 2. 

Type of Error
not understood


Message Structure, first repetition

>IE ID
id-C
IE ID from the lowest level above the reported level, i.e. level 1. 

Note 4.
The IE L on level 3 cannot be reported individually included in the Message Structure IE since it has no criticality of its own.

A.2.3.3
Example 3
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Figure A.4: Example of a received RANAP message containing a not comprehended IE

If there is an error within the instance marked as grey in the IE G in the IE H shown in the figure A.4 above, this will be reported within the Information Element Criticality Diagnostics IE within the Criticality Diagnostics IE as follows:

IE name
Value
Comment

IE Criticality
ignore and notify
Criticality for IE on the reported level, i.e. level 4.

IE ID
id-G
IE ID from the reported level, i.e. level 4.

Repetition Number
2
Repetition number on the reported level, i.e. level 4. 

Type of Error
not understood


Message Structure, first repetition

>IE ID
id-B
IE ID from level 1. 

Message Structure, second repetition

>IE ID
id-E
IE ID from level 2. 

>Repetition Number
3
Repetition number from level 2. 

Message Structure, third repetition

>IE ID
id-H
IE ID from the lowest level above the reported level, i.e. level 3. 

>Repetition Number
1
Repetition number from the lowest level above the reported level, i.e. level 3. 

Note 5.
The repetition number of level 4 indicates the number of repetitions of IE G received up to the detected erroneous repetition, counted below the same instance of the previous level with assigned criticality (instance 1 of IE H on level 3).
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