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Introduction

The introduction of IP based protocol stacks onto the Iur and Iub interfaces provides operators with many options in how to deploy the RAN transport.

The use of IP based stacks not only allows the operator to build an IP based routable network, but also allows the use of already existing IP networks/routers. This second option brings with it additional considerations regarding the security of the network ( which are also present in a non-IP based network ).

The operator has two basic options, i) build a private network ( or intranet ), secure from outside interference, ii) utilise public transport networks ( or internet ), and employ some form of security at the interface between the private UTRAN network elements and the public transport network,  e.g. ciphering of traffic.

User Data Security

The user plane data is already protected by ciphering, and consequently the routing of the data via a public internet, or any other public network will not in itself compromise the security of the data.

Signalling / Configuration Security

In order to protect against attacks on the signalling traffic, and the network elements themselves, an operator will need to employ techniques such as firewalls at each interface to a public domain network.

Clearly the need for such firewalls are eliminated in a fully private network.

With IPv6 it is also possible to employ IPsec as a solution. 

Further work needs to be done to determine the impact on open interfaces of these techniques. However, it is unlikely that the definition of the firewalls and/or use of IPsec need to be specified by UTRAN.

Proposals

It is proposed to add a new section 5.x titled 'Security' to reference 1. It is further proposed to include the following text in this new section.

It must be possible to implement a UTRAN utilising both public and private IP networks without compromising the security/integrity of the user data, the radio network signalling, or the network elements. 
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