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In the tabular format and in the ASN.1, for many IE’s and IE groups a “presence” is specified. Currently no behaviour related to this presence is indicated.

This contribution proposes to handle the absence of an IE/IE-group that should have been present according to the presence field in the corresponding object as an abstract syntax error.

The proposed handling is aligned with the criticality information specified for the concerning IE/IE-group, since mandatory rejection would disable the possibility of ever removing an IE/IE-group in a backward compatible way.
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Other 
comments:
Similar contributions are provided for the other application protocols.

9.2.1.11
Criticality Diagnostics

IE/Group Name
Presence
Range
IE type and reference
Semantics description

Criticality Diagnostics





>Procedure Code
O

INTEGER (0..255)
Procedure code is to be used if Criticality diagnostics is part of Error Indication procedure, and not within the response message of the same operation that caused the error

>Triggering Message 
O

ENUMERATED(initiating message, successful outcome, unsuccessful outcome, outcome)
The Triggering Message is used only if the Criticality diagnostics is part of Error Indication except when the procedure code is not understood. 

>Criticality Response
O

ENUMERATED(reject, ignore, notify)
This Criticality response IE is used for reporting the Criticality of the Triggering message

>Transaction Id
O

INTEGER (0..255)


Information Element Criticality Diagnostics

1..<maxnoof errors>



>Criticality Response
M

ENUMERATED(reject, ignore, notify)
The Criticality response IE is used for reporting the criticality of the triggering IE. The value 'Ignore" shall never be used.

>IE Id
M

INTEGER (0..65535)
The IE Id of the not understood or missing IE as defined in the ASN.1 part of the specification.

>Repetition Number
O

INTEGER (0..255)
The repetition number of the not understood IE if applicable

Range bound
Explanation

maxnooferrors
Maximum number. of IE errors allowed to be reported with a single message. The value for maxnooferrors is 256.

10.3
Abstract Syntax Error

10.3.1
General

An Abstract Syntax Error occurs when the receiving functional RNSAP entity:

1.  receives IEs or IE groups that cannot be understood (unknown IE id);
2. receives IEs for which the logical range is violated (e.g.: ASN.1 definition: 0 to 15, the logical range is 0 to 10 (values 11 to 15 are undefined), and 12 will be received; this case will be handled as an abstract syntax error using criticality information sent by the originator of the message);

3. does not receive IEs or IE groups but according to the specified presence of the concerning object, the IEs or IE groups should have been present in the received message.
Cases 1 and 2 (not comprehended IE/IE group) are handled based on received Criticality information. Case 3 (missing IE/IE group) is handled based on Criticality information and Presence information for the missing IE/IE group specified in the version of the specification used by the receiver.

If an Abstract Syntax Error occurs, the receiver shall read the remaining message and shall then for each detected Abstract Syntax Error act according to the Criticality Information and Presence Information for the IE/IE group due to which Abstract Syntax Error occurred in accordance with subclauses 10.3.4 and 10.3.5.
10.3.2
Criticality Information
In the RNSAP messages there is criticality information set for individual IEs and/or IE groups. This criticality information instructs the receiver how to act when receiving an IE or an IE group that is not comprehended, i.e. the entire item (IE or IE group) which is not  (fully or partially) comprehended shall be treated in accordance with its own criticality information as specified in subclause 10.3.4.
In addition, the criticality information is used in case of the missing IE/IE group abstract syntax error (see subclause 10.3.5).

The receiving node shall take different actions depending on the value of the Criticality Information. The three possible values of the Criticality Information for an IE/IE group are:

1.
Reject IE;

2.
Ignore IE and Notify Sender;

3.
Ignore IE.
10.3.3
Presence Information
For many IEs/IE groups which are optional according to the ASN.1 transfer syntax, RNSAP specifies separately if the presence of these IEs/IE groups is optional or mandatory with respect to RNS application by means of the presence field of the concerning object of class RNSAP-PROTOCOL-IES, RNSAP-PROTOCOL-IES-PAIR, RNSAP-PROTOCOL-EXTENSION or RNSAP-PRIVATE-IES.

The presence field of the indicated classes supports three values:

1. Optional;

2. Conditional;

3. Mandatory.

If an IE/IE group is not included in a received message and the presence of the IE/IE group is mandatory or the presence is conditional and the condition is true according to the version of the specification used by the receiver, an abstract syntax error occurs due to a missing IE/IE group.

10.3.4 Not comprehended IE/IE group


10.3.4.1
Procedure Code

The receiving node shall treat the different types of received criticality information of the Procedure Code according to the following:

Reject IE:

-
if a message is received with a Procedure Code marked with "Reject IE" which the receiving node does not comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignore IE and Notify Sender:

-
if a message is received with a Procedure Code marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the procedure and initiate the Error Indication procedure.

Ignore IE:

-
if a message is received with a Procedure Code marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the procedure.

10.3.4.2
IEs other than the Procedure Code

The receiving node shall treat the different types of received criticality information of an IE/IE group other than the Procedure Code according to the following:

Reject IE:

-
if a message initiating a procedure is received containing one or more IEs/IE groups marked with "Reject IE" which the receiving node does not comprehend; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the rejection of one or more IEs/IE groups using the message normally used to report unsuccessful outcome of the procedure.

-
if a message initiating a procedure that does not have a message to report unsuccessful outcome is received containing one or more IEs/IE groups marked with "Reject IE" which the receiving node does not comprehend, the receiving node shall initiate the Error Indication procedure.

-
if a response message is received containing one or more IEs/IE groups marked with "Reject IE, that the receiving node does not comprehend, the receiving node shall initiate local error handling.

Ignore IE and Notify Sender:

-
if a message initiating a procedure is received containing one or more IEs/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using the understood IEs/IE groups, and report in the response message of the procedure that one or more IEs/IE groups have been ignored.

-
if a response message is received containing one or more IEs/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and initiate the Error Indication procedure.

Ignore IE:

· if a message initiating a procedure is received containing one or more IEs/IE groups marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and continue with the procedure as if the not comprehended IEs/IE groups were not received using the understood IEs/IE groups.
10.3.5 Missing IE or IE group

The receiving node shall treat the missing IE/IE group according to the criticality information for the missing IE/IE group in the received message specified in the version of this specification used by the receiver:
Reject IE:

· if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Reject IE"; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the missing IEs/IE groups using the message normally used to report unsuccessful outcome of the procedure. 
-
if a received message initiating a procedure that does not have a message to report unsuccessful outcome is missing one or more IEs/IE groups with specified criticality "Reject IE", the receiving node shall initiate the Error Indication procedure.

-
if a received response message is missing one or more IEs/IE groups with specified criticality "Reject IE, the receiving node shall initiate local error handling.

Ignore IE and Notify Sender:

-
if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Ignore IE and Notify Sender”, the receiving node shall continue with the procedure based on the other IEs/IE groups present in the message and report in the response message of the procedure that one or more IEs/IE groups were missing.

-
if a received response message is missing one or more IEs/IE groups with specified criticality "Ignore IE and Notify Sender", the receiving node shall initiate the Error Indication procedure.

Ignore IE:

· if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Ignore IE", the receiving node shall continue with the procedure based on the other IEs/IE groups present in the message.



