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1 Introduction
During an email discussion [1] prior to the RAN2#BIS meeting, several companies opined that out-of-order delivery of PDCP PDUs from the RLC layer is desirable for several reasons, e.g., in avoiding instances of “bursty” PDCP deciphering, and reducing latency (especially for multi-connectivity scenarios). Subsequently, in RAN#95BIS, it was agreed that PDCP PDUs can be delivered and deciphered out-of-order. Relevant agreements on this topic are pasted below:

· NR specification should not prohibit out-of-order deciphering of PDCP PDUs.
· Complete PDCP PDUs can be delivered out-of-order from RLC to PDCP. RLC delivers PDCP PDUs to PDCP after the PDU is reassembled
· PDCP reordering is always enabled if in sequence delivery to layers above PDCP is needed (i.e. even in non-DC case)

In this document, we discuss some benefits of enabling out-of-order delivery of PDCP PDUs, and suggest enhancements to the PDCP layer to fully exploit this feature of NR user plane architecture.
2 Impact of out-of-order delivery on TCP performance
TCP is the predominant transport layer protocol whose performance depends in a somewhat complex fashion on various system parameters. For example, the so-called Mathis equations models TCP throughput as  , where C is some constant, MSS is the maximum segment size, RRT is the TCP layer round-trip transit time (RRT) and p is the packet loss probability. Since TCP is a self-clocking protocol, it is not surprising that TCP throughput is inversely proportional to RTT. It is well known that reducing RTT is known to improve performance [2].
Observation 1: TCP RTT reduction is desirable to enhance TCP throughput performance.
A straightforward mechanism to improve TCP RTT is to reduce the delay of TCP ACKs in both the transmitter and receiver endpoints. However, in the case of LTE, such mechanisms tend to be proprietary in nature, and do not appear to scale well with the high data rates that LTE NR is supposed to support. We discuss next the challenges in implementing TCP ACK prioritization with the LTE PDCP architecture in both the transmitter and receiver.
PDCP transmitter: Prioritizing transmission of TCP ACKs in LTE requires the UE to insert TCP ACKs at the head of line in the PDCP transmit buffer, and assign the oldest PDCP SN to the PDCP PDU containing the TCP ACK (See Figure 1). This procedure limits pre-construction of PDCP PDUs because PDCP headers have to be updated with the new PDCP SN. Moreover, re-encryption for packets that are assigned new SN numbers is required since the encryption algorithm depends on PDCP COUNT which is determined in part by the PDCP SN.
PDCP receiver: At the receiver, PDCP PDUs containing TCP ACKs will be reordered at the RLC layer (and also at the PDCP layer for dual connectivity scenarios). In order to mitigate this delay, the UE may have to identify which PDCP PDUs contain TCP ACKs and deliver those PDUs to the IP stack expeditiously. However, this kind of processing is not really modelled in the LTE PDCP specification, requires additional packet inspection, and may not even be feasible if IP security is enabled.
Based on the above considerations, it appears that the LTE PDCP design is not very TCP friendly.
Observation 2: The LTE PDCP architecture is not optimized for TCP ACK prioritization.



[bookmark: _Ref465783021]Figure 1: Conceptual view of TCP ACK prioritization at LTE PDCP Tx
A possible approach to make PDCP design TCP friendly for NR is to allow the UE and gNB to “mark” those PDCP PDUs that contain TCP ACKs. For example, the marking can be achieved by using a 1-bit flag as shown in Figure 2. It then becomes possible for the UE/gNB to prioritize transmission of such marked PDCP PDUs. Note that there is no need to change the SN of PDCP PDUs that have been constructed prior to constructing the PDCP PDU containing TCP ACKs since with marking, the PDCP transmission procedures can be enhanced to ensure that “marked” PDCP PDUs are transmitted first (See Figure 2). At the receiver, since NR does not require RLC re-ordering, packets containing TCP ACKs can be deciphered and delivered to higher layers out-of-order. Note that packet inspection is no longer needed at the PDCP receiver.


[bookmark: _Ref465783758]Figure 2: Conceptual view of TCP ACK prioritization at NR PDCP Tx
Proposal 1: The PDCP transmitter should be allowed to mark PDCP PDUs that contain TCP ACKs for TCP ACK prioritization
While we discussed marking in the context of TCP, we note that marking can be employed in any scenario where out-of-order delivery of PDCP SDUs to higher layers is deemed desirable. For example, in the URLLC scenario, such marking may be beneficial if individual PDCP PDUs contain atomic data which does not depend on other PDCP PDUs for higher layer processing.
Proposal 2: Marking PDCP PDUs for out-of-order delivery can be considered a general mechanism for reducing latency.
The details of how the UE marks PDCP PDUs as described above can be discussed further in RAN2.
3 Conclusions
In this contribution, we discuss how the LTE PDCP architecture can be enhanced for scenarios where out-of-order delivery of PDCP PDUs to higher layers is advantageous, e.g., for TCP ACKs. Our observations and proposals are summarized below.
Observation 1: TCP RTT reduction is desirable to enhance TCP throughput performance.
Observation 2: The LTE PDCP architecture is not optimized for TCP ACK prioritization.
Proposal 1: The PDCP transmitter should be allowed to mark PDCP PDUs that contain TCP ACKs for TCP ACK prioritization
Proposal 2: Marking PDCP PDUs for out-of-order delivery can be considered a general mechanism for reducing latency.
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