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1. Overall Description:

RAN2 discussed LTE RRC procedures vulnerability for potential security/privacy attacks if unprotected RRC connection release with redirection to unauthenticated GSM BTS is received by the LTE UE.
RAN2 noticed the recent effort in SA3 made to address Legacy Security Issues raised by GSMA FSAG in S3-160702 may be in relevance. The CRs agreed to TS 43.020 and TS 33.102: S3-161161 and S3-161162, respectively provide GSM security improvements and enforced mutual authentication by adding the possibility to disable compromised encryption algorithms in the MS.
While RRC Release with GERAN Redirection prior AS security has been allowed with reasons to meet baseline performance requirements, it would be beneficial to understand if the SA3 protection techniques can help against the potential attacks.

2. Actions:

To SA3 group:
ACTION: 
RAN2 asks SA3 group to verify whether security improvements of the 2G radio interface could help against the attacks from unauthenticated 2G BS 

3. Date of Next TSG-RAN2 Meetings:

TSG-RAN2 Meeting #97 
13th – 17th February 2017
Athens, Greece
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3rd – 7th April 2017
U.S.
