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1
Introduction
RAN2#95bis addressed an issue with redirecting LTE calls to GERAN. Based on the reasoning for the change proposed to RRC specification in [1], RRC procedures vulnerability exploits LTE UE for potential security/privacy attacks if unprotected RRC connection release with redirection to unauthenticated GSM BTS is received by the UE.

This contribution discuss rationale of the current mechanim used for redirection and analyze further implications in case of introducing potential changes to the existing RRC procedures.

2
Discussion 
2.1
Redirection to GERAN 
The current requirements provided by TS 36.331 in context of protecting RRC messages (Annex A.6 in [4]) allow sending RRC Connection Release unprotected with the following justification:

If the RRC connection is only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely.
As an example, RRC Connection Release with redirection to GERAN can be realized according to the following messages flow:
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Figure 1: RRC Release with redirection to GERAN
After the Random Access procedure, if the UE is not already attached to the network it has to do so by initiating the Attach procedure. Otherwise, the UE initiates the Tracking Area Update. For initiating any NAS procedure, the UE is required to establish an RRC connection with the eNodeB. The UE completes requested RRC Connection Setup by a three way RRC handshake procedure, which ends up with sending RRC Connection Setup Complete message along with a “Service Request” to MME (NAS message). In particular, if the Service Request is for voice acquisition, it can be realized by requesting MO call with CS Fallback Indicator.  MME indicates to the eNB that the UE should be moved to UTRAN/GERAN, see TS 23.272 [2]. The eNB is allowed to trigger redirection the UE to GERAN ([2], clause 6.3) and release UE context in MME, as per TS 36.413 [3]. 
2.2
Security vs. functionality
CS Fallback moves subscriber accessing E-UTRAN down to GERAN/UTRAN CS domain during the call setup process. The reuse of voice from the CS domain has been standardized to facilitate first deployments option for voice service in LTE. However, one of the major problems faced has been the increase in call setup time due to several extra steps required for preparation, synchronization before finally retuning procedures for voice in 2G/3G radios. Due to largely addressed call setup time issues [5], [6], [7], there were intended efforts made in 3GPP to establish CSFB a satisfactory option. Redirection-based CSFB has been optimized throughout releases to require less time for call setup (Redirection with SIB skipping or tunnelling, omission of IRAT measurements before redirecting). It is clear additional procedural steps in CS Fallback switching between LTE and 2G will cause additional delaying factor, thus impact its performance. 
Observation 1: Additional procedures for security activation will increase delay and hence bring the original CSFB call setup delay issue back.
While challenges with CS Fallback performance aspects were carefully thought out, we believe the changes and increased latency will bring negative implications on real life networks. Operators’ networks that use the functionality covered by 4G and 2G, without possibility to redirect to UTRAN can be still expected as likely deployments. For such networks with minimal, or even no 3G coverage, redirection to GERAN can be the only choice for provision of voice service.

Using RRC Release with Redirection is not limited to CS Fallback only. It’s worth noting that for instance Load Balancing mechanism can also benefit from the current model of Release with Redirection and the possibility to redirect UE to a GERAN carrier. As a consequence of facing overload or congestion, the eNB would allow RRC Connection Setup but to avoid Rejections, can trigger redirections. 
Observation 2: The solutions for voice in LTE based on RRC Release with Redirection were standardized in order to achieve good call setup times, reliable service and simplified deployments.

We agree the trade-offs between security and other requirements (availability, performance and functionality) should not led to vulnerability nor exploit LTE UE for potential security/privacy attacks. However, due to impacts to the existing functionalities RAN2 should not eliminate the option of RRC Release with Redirection prior AS security activation, without sharing implications with other WGs that rely on the current functionality (SA2, RAN3).  
Observation 3: Eliminating RRC Release with GERAN Redirection prior AS security activation impacts SA2 and RAN3 specifications.

2.3
Security improvements
More importantly, as LTE security architecture is predominantly ensured by SA3 the issue should be consulted with the group. Numerous limitations and vulnerabilities of the 2G radio have been already ameliorated and reduced based on the major identified security break issues by several layers of protection techniques worked out by SA3.  
In particular, we would like to note, the recent effort in SA3 made to address an issue raised by Fraud and Security Architecture Group in [9] may be in relevance. The CRs agreed in [10] and [11] provide latest security improvements of the 2G radio interface. It should help against the attacks from unauthenticated 2G BS thanks to association of PLMN ids with allowed encryption algorithms to be stored in the USIM and enabled by home operator. SA3 investigation on applicability of the improvement to RAN2 found issue could help in understanding whether the vulnerability requires further standard changes. 
Proposal 1: RAN2 send LS to SA3 informing about the potential attacks based on RRC Release with Redirection to GERAN and asking if the LTE security improvements would provide certain degree of protection for the case.
3

Conclusion
This contribution addresses an issue with redirecting LTE calls to GERAN. It is analysed that the predominant solutions deployed for voice in LTE deployments have been based on CS Fallback which relies on Release with GERAN redirection. There are also other functionalities that require RRC messages to exchange signalling only between UE and the network, prior security activation and actual user data sending.
More importantly, as a security issues remain mainly in SA3 domain therefore it is recommended to consult the potential security attacks with the group to ensure it cannot be ameliorated or reduced by any of the existing protecting techniques. 
Thus, the following observations and proposal are made:

Observation 1: Additional procedures for security activation will increase delay and hence bring the original CSFB call setup delay issue back.

Observation 2: The solutions for voice in LTE based on RRC Release with Redirection were standardized in order to achieve good call setup times, reliable service and simplified deployments.

Observation 3: Eliminating RRC Release with GERAN Redirection prior AS security activation impacts SA2 and RAN3 specifications.

Proposal 1: RAN2 send LS to SA3 informing about the potential attacks based on RRC Release with Redirection to GERAN and asking if the LTE security improvements would provide certain degree of protection for the case.
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