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1.	Introduction
In e-mail discussion [95#24], how to handle PDCP key change at HO was discussed, and three main solutions are proposed
1. PDCP key change indicator in every PDU header
2. Flushing WT buffer by NW implementation
3. Indicating SN of the last packet ciphered with old PDCP key
Solution 1 requires additional bits assigned on LWAAP or PDCP header. Adding the bits on LWAAP header will require extra concern for signaling the key change information to PDCP layer. Adding the bits on PDCP header is also hard to accept because the PDCP header does not have enough reserved bits to add the indication bits.
Solution 2 causes some interruption in WLAN link during HO. Considering the purpose of the objective of the WI, this is not desirable.
Solution 3 does not use the reserved bits either on LWAAP or on PDCP headers but still allows using WLAN link during handover.
In this contribution, we provide more details of the proposed solution 3.

2.	Discussion
The overall procedure for Inter-eNB handover without WT change is described as below in [1], which is a baseline CR endorsed in RAN3#93.


In case of DL, source eNB stops forwarding data to WLAN on receipt of Handover Request Ack (Step 4). After that, the source eNB forwards the data to target eNB. The target eNB may send the data ciphered with its own PDCP key (say new PDCP key) to WT when the target eNB receives the data from source eNB. The source eNB notifies the last SN of the data packets that is ciphered with the source eNB PDCP key (say old PDCP key) by sending RRC Connection Reconfiguration message (Step 6). The UE may distinguish the PDCP data PDUs ciphered with old PDCP key from those ciphered with new PDCP key.
Proposal 1: Source eNB includes SN for the last packet ciphered with old PDCP key to RRC Connection Reconfiguration message.
In case of UL, the WT forwards the data to target eNB after it receives WT Release Request from source eNB (Step 5). The target eNB will have the data ciphered with the old PDCP key from UE through Xw interface. After receiving RRC Connection Reconfiguration message, UE may use new PDCP key (Step 6). To notify the ciphering information to target eNB, UE uses the last SN of the UL data packets ciphered with old PDCP key and includes the last SN information to RRC Connection Reconfiguration Complete message (Step 8). By receiving the last SN information from UE, the target eNB can distinguish the PDCP data PDUs ciphered with old PDCP key from those ciphered with new PDCP key.
Proposal 2: UE includes SN for the last packet ciphered with old PDCP key to RRC Connection Reconfiguration Complete message.
Only after receiving the SN information, target eNB is able to decipher the data that is ciphered with new PDCP key. If the data is ciphered with old PDCP key, target eNB may decipher the data if it has the old PDCP key that is forwarded by source eNB; otherwise the PDUs will be discarded.
Because the target eNB knows the ciphering information for each packet after the target eNB receives the SN information for the last packet ciphered with the old PDCP key, the target eNB must delay deciphering by buffering the received packets during handover until the target eNB has the SN information from UE.
Proposal 3: Target eNB buffers the packets forwarded by WT during handover until the target eNB have the SN for the last packet ciphered with old PDCP key from UE.

3.	Conclusion
Proposal 1: Source eNB includes SN for the last packet ciphered with old PDCP key to RRC Connection Reconfiguration message.
Proposal 2: UE includes SN for the last packet ciphered with old PDCP key to RRC Connection Reconfiguration Complete message.
Proposal 3: Target eNB buffers the packets forwarded by WT during handover until the target eNB have the SN for the last packet ciphered with old PDCP key from UE.
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