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Discussion and Decision
1      Introduction
The issue of user plane enhancements for Rel-14 eLWA needed to support very high data rates of 802.11ax, 802.11ad and 802.11ay technologies has been discussed in RAN2#94, based on the contribution [5]. The discussion resulted in a liaison [6] in which RAN2 has asked SA3 if there are any issues if PDCP ciphering is not used for high data rate traffic sent over WLAN. SA3 have replied in [7], recommending against this approach.
In the present contribution we provide some further considerations on this subject, taking SA3 response into account.
2      Discussion
2.1     Background

IEEE 802.11 specifications [3] continue to evolve. IEEE 802.11 are working on 802.11ax which aims at increasing spectral efficiency in 2.4 and 5 GHz bands, in particular in dense deployments with a theoretical peak throughput up to 9.6 Gbps and 1.6 Gbps under more realistic conditions. In the millimeter wave band of 60 GHz, 802.11ad [2] is a ratified amendment to 802.11 that defines a new physical layer for 802.11 networks and can offer up to 7 Gbps throughputs. 802.11ay is in the process of enhancing 802.11ad and aims at improving mobility, range and target data rates of at least 20 Gbps. Even though LWA framework has been designed largely agnostic to 802.11 technologies, such increased data rates may require additional optimizations.

Release-13 LWA framework is transparent to 802.11 technologies (with the exception of new bands and channels, which are outside of scope of the present contribution, which focuses on user plane aspects – see [4] for more details). However, extremely high data rates supported by new 802.11 technologies (e.g. 802.11ay 20 Gbps) may require prohibitively high UE processing power. 
Observation 1: extremely high data rates supported by new 802.11 technologies (e.g. 20 Gbps with 802.11ay) may require prohibitively high UE processing power.

Compared to plain LTE or 802.11, we acknowledge that LWA operation has additional processing cost. This is mainly due to two factors: traffic sent on WLAN is encrypted twice (by PDCP and 802.11) and baseband has to process two sets of headers (PDCP and 802.11). Both issues are discussed in more detail below.
We would like to further point out that the issue at hand is not necessarily unique to eLWA. Similar issue may arise in the context of NR study, at least in the case of NR being used in DC framework. In this case the LTE PDCP layer will have to support high NR data rates – something PDCP has not been designed to handle so far.

Observation 2: similar problem may arise with NR being used in DC framework.

In the following section we propose a number of enhancements that can help a UE to cope with increasingly high data rates. 

2.2     Per packet processing

LTE user plane protocol stack consists of MAC/RLC/PDCP layer. In reception as well as transmission, each IP packet is processed (sequence numbering, window handling, ciphering etc.) separately in PDCP, that is single PDCP PDU carries single IP packets. 

The increased data rate and increased PDCP processing requirements is relevant to the increased number of carrier aggregation (up to 32 carriers), LAA, NR in Dual connectivity and LWA features. In all of those features PDCP may become the bottleneck.

The increasing demands for higher data rate generate increasing numbers of packets to be processed by the UE. Since UE processing power is often proportional not to the throughput, but to the number of packets/headers, the concept of processing packet-by-packet increases the CPU load and requires more CPU computing power on both sides – eNB and UE. Since the UE is limited in its CPU capabilities and limited in power/battery, it becomes acute problem on the UE side.
Observation 3: PDCP is a bottleneck for high data rates in NR, eLWA and other features.

One way to reduce the processing time in PDCP layer is concatenation of multiple PDCP SDUs (e.g. IP packets) into single PDCP PDU. Such method may lower UE processing computational requirements when high data rates are used. PDCP concatenation may be realized by introduction of a new PDCP concatenation function on the transmitter side and PDCP de-concatenation function on the receiver side. This is likely to require a new PDCP header and corresponding RRC changes, e.g. to negotiate the maximum PDCP concatenation size.
Proposal 1: to consider PDCP concatenation to reduce UE processing load of eLWA, NR in DC and other features.
2.3     Encryption 

With regards to security, we would like to point out that the redundant layer of 802.11 encryption, in addition to PDCP encryption, increases UE processing time. The second layer requires additional CPU processing, potentially resulting in increased power consumption. With the introduction of extremely high 802.11 data rates, potentially going as high as 20 Gbps, the cost of double encryption may become even more significant in terms of increased UE cost and power consumption.
We further note that while the second layer of ciphering increases the UE cost, complexity and power consumption, it is actually not needed. This is because WLAN air interface is always encrypted in LWA (either using the keys defined in the new procedure defined by SA3 in Rel-13 or the legacy EAP/AKA) and the Xw network interface is assumed to be protected and secure (it is common to use IPsec on all network interfaces, including X2 and Xw). Moreover, since security keys are sent via Xw in the clear, it must be protected regardless of this proposal, i.e. even in Rel-13. Additionally, the WiFi air interface encryption is considered sufficiently secure by 3GPP, e.g. for S2a in which 3GPP traffic going to/from the CN is encrypted using WiFi methods only. Therefore, the link between the eNB and the UE which goes via WLAN (which is a concatenation of Xw link and 802.11 interface link) is always encrypted end-to-end, with or without PDCP ciphering.

RAN2 have asked SA3 in LS [6] recommending against disabling PDCP ciphering, specifically SA3 reply [7] states: “Therefore, SA3 recommends that PDCP ciphering is always used even if the high data rate traffic is sent over WLAN”.
Based on the above response we recommend selecting the first approach (PDCP concatenation).
3      Conclusion
The following observations are made in this contribution:

Observation 1: extremely high (e.g. 20 Gbps with 802.11ay) data rates supported by new 802.11 technologies may require prohibitively high UE processing power.

Observation 2: similar problem may arise with NR being used in DC framework.

Observation 3: PDCP is a bottleneck in for high data rates in NR, eLWA and other features.

Based on the observations above and taking SA3 response into account, we propose:

Proposal 1: to consider PDCP concatenation to reduce UE processing load of eLWA, NR in DC and other features.
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