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Discussion and Decision
1      Introduction
Various aspects related to the “Mobility optimizations, e.g. intra and inter eNB handover without WT change and improvements for Change of WT” objective of the eLWA [1] WI have been discussed in previous meetings. 
A number of agreements were reached and a baseline CR was endorsed in [6] in the RAN2#95 meeting, including a signalling flow. However, there are still two unresolved issues:

· PDCP key update upon Handover without WT change
· When the source eNB should perform the WT Release 
In this contribution, we address both issues and propose a solution using “end marker” (similar to current handover) to address the PDCP key issue and the issue of WT Release after the HO has completed. 
2      Discussion 

2.1     PDCP key issue

In Rel-14 eLWA work item, it has been agreed to adopt handover without WT change procedure to allow continuous data reception/transmission (if the target eNB accepts theLWA configuration with at least partially overlapping WLAN mobility sets). In an answer to the LS from RAN2, SA3 has replied to that WLAN key update at the UE can be delayed after the HO is completed, which allows the UE to remain associated to the same AP during and after the handover. However, there is an additional problem that can arise related to PDCP key update during handover, which we elaborate on below. 
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Figure 1: Example of PDCP key problem when handover without WT change

In legacy handover, when the UE receives the HO command from the source eNB, data transmission from the source eNB is stopped. The UE updates the key immediately and starts using the target eNB  KeNB. In case of handover without WT change (as illustrated in Figure 1), PDCP packets sent from the source eNB will be encrypted using source eNB KeNB until the source eNB sends the HO command to the UE. However, when the UE receives the HO command, there may be PDCP PDUs encrypted with the source eNB KeNB still pending transmission within the WT, and the UE will not know which PDCP key should be used to decrypt these PDUs. Two options to notify the UE which KeNBcan be considered:

1. The eNB (either source or target) marks every packet to indicate whether it is encrypted by the source eNB or the target eNB
2.  The source eNB marks the end packet sent from the source eNB only 
In option (2), the source eNB marks the last packet indicating that no more data will be forwarded to the WT. The target eNB packets can be buffered in the WT before the WT receives the end marker from source eNB. Once the end marker is received, WT can forward target eNB packets to the UE. There are three options to implement the end marker:
· Option A use one bit in the LWAAP header

· Option B: create a new PDCP PDU type

· Option C: use one bit in the PDCP header

Option A is to use the reserve bit in LWAAP header to mark the end packet from the source eNB. The advantage is the WT anyway already read the LWAAP header so there is no extra effort is needed for the WT. Option B and C place the end marker in the PDCP level. Option B is to use one of the serve PDCP type to create a special PDCP PDU type to indicate the end marker. The advantage is that the 1 bit is not wasted in every packet, however, the WT will need to inspect PDCP PDU during handover. Option C has the same disadvantage as in Option A and Option B. Therefore, it is not a good choice for the end marker. 

Figure 2 shows signalling flow for handover without WT change using end marker (option 2) to indicate the last source eNB packet so that the UE can switch to target eNB PDCP key at the corrected time on both UL and DL. 
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Figure 2: Handover without WT change using end marker

Summary of the handover procedure:

Step 1. source eNB sends HO request to target eNB including LWA config

Step 2. target eNB sends WT addition request to the WT

Step 3. WT replies with WT addition request ACK to the target eNB

Step 4. target eNB sends HO request ACK to the source eNB with LWA configuration.

Step 5. source eNB sends the RRCConnectionReconfiguration with HO command (prepared by the target eNB) to the UE. 

· The source eNB sends a final packet with an end marker to the WT and then stops sending more packets to the WT. In case there is no data from source eNB, the source eNB may send an end marker packet without any payload. 
· WT forwards all packets to the UE from source eNB until it receives the “end marker”, and starts forwarding packets from target eNB thereafter. Any packet received from source eNB after “end marker” will be flushed by the WT.

· UE will continue using the source eNB PDCP key until it receives the “end marker”, then the UE starts using target eNB PDCP key thereafter.

· In UL, there are two options when the UE sends the end marker to the WT indicating when the UE will use target PDCP key thereafter:

· Option 1: the UE uses target eNB PDCP key immediately after the HO command is received. 

· In this option, the WT can forward the UL data immediately to target eNB after the WT is added. This can reduce the time that the source eNB might still receive data from the WT after HO command has been sent. 
· The disadvantage of this option is that the UE has to keep track of source eNB and target eNB PDCP key for UL and DL. 

· Option 2: the UE uses target eNB PDCP key after the end marker is received. 

· In this option, the UE uses source eNB key for both UL and DL until it receives the end marker from source eNB. Then it uses the target eNB PDCP key thereafter. The UE sends the end marker to the WT indicating when the PDCP key has switched so it knows where to forward the packets. 

· The advantage of this option is that the UE only maintain one set of key at any given timer. The key update happens when the end marker is received for both UL and DL.

Step 6. source eNB sends SN status transfer to the target eNB follow by data forwarding

Step 7. UE performs RACH procedure to complete the handover with the target eNB.

Summary of pros and cons:

	
	Mark every packet
	End marker

	Inspect every packet
	Yes (
	No (

	WT inspection
	Yes (
	Yes (


Proposal 1: RAN2 to use “end marker” to indicate the last packet encrypted by source eNB key.


Proposal 1.1: RAN2 to decide which header should be used to indicate the “end marker”


Proposal 1.2: RAN2 to use “end marker” resolve PDCP key issue where the UE update to target PDCP key for both UL and DL when it receives the end marker in the DL.
2.2     WT release
According to the current RAN3 stage-2 running CR for TS 36.300 [4], the source eNB sends WT Release message to the WT before RRCConnectionReconfiguration, which we believe is sub-optional, as after receiving the WT Release message the WT stops forwarding data, which in its turn results in some potential service interruption. As the goal of the HO without WT change enhancement is to reduce service interruption during HO, we believe that additional options should be considered. Generally, here are few options for the source eNB to indicate WT Release to the WT. They are:
· Option 1: Before RRCConnectionReconfiguration (between step 4 and 5 in Figure 1)

· Option 2: After SN status transfer (between step 5 and 6 in Figure 1)

In option 1, since WT is released before the source eNB sends the RRCConnectionReconfiguration to the UE, the source eNB will not be able to use WT to forward any more data to the UE. The UE will receive data from WT only after it successfully performs handover to target eNB. This is opposite of the WI intention and the purpose of introducing handover without WT change. In the current procedure in [4], the WT Release indication is used by the WT also to decide when to start forwarding UL data to the target eNB, rather than the source eNB. The end marker solution proposed in the previous section resolves this problem and allows to delay the WT Release, thus implementing a “make before break” HO procedure, reducing potential service interruption. 
Proposal 2: source eNB does not release WT before RRCConnectionReconfiguration for handover without WT change.  

In option 2: If the WT is release after SN status transfer, the source eNB anyway forward data to target eNB. So to continue data communication using WT is not an issue during handover. In this case, it allows the source eNB finish sending any buffer DL data to the UE, and also give the UE the opportunity to finish sending any UL data buffered in WLAN branch that is encrypted with source Kenb. Therefore, it is proposed that WT release after the SN status transfer
Proposal 3: source eNB release the WT after the SN status transfer for handover without WT change.
3      Conclusion
Proposal 1: RAN2 to use “end marker” to indicate the last packet encrypted by source eNB key.


Proposal 1.1: RAN2 to decide which header should be used to indicate the “end marker”


Proposal 1.2: RAN2 to use “end marker” resolve PDCP key issue where the UE update to target PDCP key when it receives the end marker for both UL and DL.
Proposal 2: source eNB does not release WT before RRCConnectionReconfiguration for handover without WT change.  

Proposal 3: source eNB release the WT after the SN status transfer for handover without WT change.
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