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1 Introduction

In RAN2#95, the following agreements for eLWA mobility were reached:

RAN2 to include LWA-Config-r13 and the WLAN measurement results in the AS-Config.

eNB does not need to change WLAN security key at handover but does need to be replaced at some later time.
Handover and S-KWT update can be achieved with 2  independent procedures over the radio. First a handover that does not trigger a S-KWT update, and then at a later time a reconfiguration procedure that does trigger S-KWT update.

Further, an email discussion 95#24[1] for identifying solutions to address PDCP key change at handover was agreed. In this paper we concentrate on the remaining open issues for the HO.

2 Discussion
Compared to Rel-13 HO, we already have an amendment that the WLAN connection can be kept between UE and AP in case mobility set has the AP UE is connected to as the WLAN security key does not have to be changed during the HO. In case the AP the UE is connected to in the beginning of the HO is not in the mobility set provided by target eNB, UE must find new AP that is included in the new mobility set. The email discussion 95#24 targets to this case where the UL optimizations require further that UL via WLAN is in use by eNB configuration.

Observation 1 The email discussion 95#24 targets the case where the AP which the UE is connected to before the HO is not in the mobility set provided by target eNB. Further, the UL optimizations require that the UL is configured via WLAN and is configured and used.
The PDCP entity does not see or check decryption result but simply just forwards packets after decryption. Thus, at PDCP it does not create issues as such if packets with wrong key are processed. Packets are forwarded to application layer which then must handle erroneous packets with its own mechanism. This is like LWIP, eNB may route IP packets of the same bearer via LTE or via WLAN which may result in missing and out of order received packets at applications layer. This was discussed in also in SA2.

Observation 2 If PDCP receives a packet with old key it will decrypt and forward end results, thus there is no PDCP issue as such.

However, packets encrypted with old key can be considered as unnecessary overhead and we should minimize the number of packets with old key in flight irrespective of whether there are additional means at PDCP level to recognize packets with old key. The resources (network side and especially WLAN air interface resources) saved from forwarding packets with old key can be used for other LWA users.
Proposal 1 Minimize the number of packets with old key in flight irrespective of whether there are additional means at PDCP level to recognize packets with old key.

In figure below we present a solution according to Proposal 1 which optimizes overall resource utilization but does not add additional task on PDCP level.
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DL packets:

· sometime before sending the HO command to the UE, the source eNB could stop forwarding packets to WT to minimize the number of packets with wrong key on flight (e.g. the source eNB can stop sending packets to the WT when it sends the HO request to target eNB). 

· when WT receives WT addition request it should flush its buffers.

· after source eNB receives HO request acknowledgement, it starts forwarding packets to target eNB

· after receiving SN status from source eNB, target eNB can start sending packets to WLAN, by the time packets reach UE, there should be new key in use.
UL packets:

· when UE updates the PDCP key it stops sending UL packets

· after HO is completed UE can start sending UL packets

In principle UE could start sending UL packets after WT release from source eNB, RAN2 could discuss whether it is necessary to wait until HO is finished or it can be done earlier.
Proposal 2 Adopt the above procedure and capture in Stage-2.

3 Conclusion

Based on the discussion we have the following and proposals: 
Observation 1
The email discussion 95#24 targets the case where the AP which the UE is connected to before the HO is not in the mobility set provided by target eNB. Further, the UL optimizations require that the UL is configured via WLAN and is configured and used.
Observation 2
If PDCP receives a packet with old key it will decrypt and forward end results, thus there is no PDCP issue as such.


Proposal 1
Minimize the number of packets with old key in flight irrespective of whether there are additional means at PDCP level to recognize packets with old key.
Proposal 2
Adopt the above procedure and capture in Stage-2.
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