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Introduction

The aim of this paper is to discuss the security aspects associated with re-establishment procedure in case it is used for DoNAS solution. During the RAN WG#95 there were several papers highlighting this aspect and therefore it is good to consider it further. 
Discussions

For Rel.13 NB-IoT WI RAN2 decided not to support the legacy connected mobility, i.e. network controlled handover as well as the measurement reporting. This is also a valid approach for Rel-14 as the introduction of measurement reports would cause battery impact and might have a security impact as it would be easier to locate NB-IoT devices by a fake eNB. 
Proposal 1: It is proposed not to introduce any network controlled mobility for NB-IoT
Proposal 2: It is proposed not to introduce any measurement reports for NB-IoT.
Radio Link Failure:
Radio Link Failure procedure is the only one mechanism how the UE can change the cell while being in RRC connected mode.
The UE declares RLF due to the radio link quality on the serving cell when it is moving to a new cell. When encountering RLF, 
· For UP solution: RRC Connection Re-establishment should be performed
· For CP solution: reestablishment is not supported so the UE would be released to Idle. The NAS recovery is needed when UE enters RRC_IDLE following RLF for the CP solution, 
It is specified in NAS protocol that the UE initiated tracking area updating procedure could support the NAS recovery from certain error cases. 
The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME when the UE receives an indication of "RRC Connection failure" from the lower layers and has no signalling or user uplink data pending (i.e when the lower layer requests NAS signalling connection recovery). 
That means once the RRC layer in the UE informs the UE's NAS layer that an RRC connection failure has occurred, the TAU procedure will be triggered and the TAU Request message is integrity protected by the NAS-MAC if the UE has valid EPS security parameters. With the NAS layer security, the request from UE and all the procedures could be protected to prevent from potential security problems.
In order to avoid the NAS recovery, the UE should not indicate the “RRC Connection failure” to NAS layer but triggers RRC Connection Reestablishment procedure instead. With legacy LTE, a valid short MAC-I needs to be provided to verify the RRC Connection Reestablishment message in the target eNB. However, AS security is not supported for CP solution, which means the UE is not able to calculate the short MAC-I to protect this message and authenticate the UE. 
The question is if this fact raises any security concerns.
First possible security scenario would be a malicious UE which received a C-RNTI of a good UE and sends Re-establishment into the new cell. In this case the target eNB by receiving the Re-establishment would initiate context fetch procedure. Even this procedure would succeed and the connection to the “good UE” would be interrupted, the fake NB-IoT UE would not be able to receive any packets from CN as those are ciphered and integrity protected. The overall impact of such an “attack” is similar as someone would install a “fake” eNB which would cause the interruption of connectivity to the “good” UE.
Second possible security scenario would be a “fake” eNB. In this case, it would be possible to trigger the UE to start the connection towards this eNB. Anyway, the fake eNB will not have any transport connections towards real network and therefore, it will not be able to initiate a context fetch procedure towards a real network
As it can be seen from above in all scenarios the impact of not having integrity protection of re-establishment procedure in DoNAS case is limited to the interruption of a single connection. There is no possibility to get the user plan traffic forwarded to the “fake” UE and so, the security issue in specifying of re-establishment procedure for NB-IoT DoNAS option can be considered as minimal. The benefit is there as the UE would not need to perform the NAS procedures during the RLF.
Proposal 3: It is propose to agree specifying RRC re-establishment procedure for NB-IoT DoNAS solution and to send LS to SA3 to confirm security relevant assumptions done by RAN WG2.
The re-establishment procedure in other cell as RLF happened triggers context fetch procedure.  Anyway this procedure is strongly related to the E-RABs and GTP-Tunnels which do not exist in case of DoNAS and therefore the procedure need to be modified to satisfy the needs of introduction of the re-establishment procedure for NB-IoT DoNAS. The same is valid for Retrieve UE context procedure.
Proposal 4: It is proposed to send LS to RAN WG3 to ask them to modify corresponding procedures under RAN WG3 responsibility to support re-establishment for NB-IoT DoNAS solution.
Conclusions

Proposal 1: It is proposed not to introduce any connected mode mobility for NB-IoT
Proposal 2: It is proposed not to introduce any measurement reports for NB-IoT.
Proposal 3: It is propose to agree specifying RRC re-establishment procedure for NB-IoT DoNAS solution and to send LS to SA3 to confirm security relevant assumptions done by RAN WG2.
Proposal 4: It is proposed to send LS to RAN WG3 to ask them to modify corresponding procedures under RAN WG3 responsibility to support re-establishment for NB-IoT DoNAS solution.
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