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Discussion and decision
1 Introduction

This contribution discuss the RAN2 impact required to addressed SA2's request on LS [1] in relation to the "CN overload control for data transfer via Control Plane EPS CIoT Optimization" as part of Rel-14 feasibility study on extended architecture support for Cellular Internet of Things (FS_CIoT_Ext). This issue described on TR 23.730 is:
The recently agreed Rel-13 solution for CIoT data transmission over the control plane signalling – Control Plane CIoT EPS Optimisation is likely to add extra load to the network control entities like MME. Rate control of user data using CIoT EPS optimisation is available as defined in TS 23.401, section 4.7.7  [8]. However, if a temporary overload occurs, the network would benefit from proper handling of the overload from data transfer via control plane CIoT EPS Optimisation
Solution #9 "overload Start message for control plane data only" of the TR 23.730 is captured by SA2 to solve the above explained issue, and on this regard, the following RAN2 action was identified [1]:

"UE needs to indicate to eNB its intention for data transfer via Control Plane CIoT EPS optimisation in one of the RRC messages during the RRC connection establishment". 

2 Discussion

The CN congestion control due to data sent over NAS was shortly discussed during Rel-13 CIoT topic however no agreement was met on whether to solve it neither on the kind of solution. It was discussed whether RRC establishment/resume cause could be used for the network to differentiate the access of UEs using CP CIoT, however RAN2 concluded that this IE was meant as UE capability and not meant to distinguished whether data was been sent over CP or UP. Moreover, it was indicated that it is possible to send data over UP and over CP at the same time, if a CP pinned connection were used. E.g. taken the data routing shown in the figure below, within the same RRC connection, the data could be route via paths (1) and (3), or via paths (1) and (2). For today's discussion, it is also important to highlight that a RRC_CONNECTED UE can only have active (2) or (3) kind of connections, but not both at the same time (for the same or different PDN), and can only the transition from (2) to (3) in RRC-CONNECTED state (but not vice-verse).
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Figure 1. Different data routing path for CIoT optimizations
Our understanding, from SA2 discussion and the details described on solution 9 is that they are only focusing on the indications when establishing or resuming the RRC connections (Annex includes the solution details captured on the TR highlighting the related text for further reference). Moreover SA2 also indicates that after establishing or resuming the connection, the eNB may reject a UE for data transfer via CP CIoT Optimizations if it were connected to the congested MME.

To address SA2 request, we could think on reusing the UE indication of Rel-13 "cp-CIoT-EPS-Optimisation" IE defined for LTE RRCConnectionSetupComplete message, however this would not work as the purpose of this indication is for the UE to indicate the eNB whether the UE capability to supports the CP CIoT EPS Optimisation (e.g. which can be used by eNB for the appropriate MME selection). Therefore regardless of whether UE uses  CP CIoT EPS Optimisation or not, the UE's upper layers will need to add this flag. Moreover a NB-IoT UE does not have this kind of indication as CP CIoT EPS Optimisation is mandatory supported for them. On other hand, this information is not included as part of other messages 5, such as, RRCConnectionResumeComplete or RRCConnectionReestablishmentComplete.
As it was explained in the figure above, a UE that supports both CP CIoT EPS optimization and any form of UP, could start the RRC connection to send data over CP, however if it is over PDN connection established via the S-GW/P-GW and not “pinned” for CP CIoT EPS optimization, the UE or the MME could triggered at any point the switch into UP. Therefore this case could need to discuss more carefully as it would not be preferable that eNB reject this kind of UEs when there is CN CP congestion. However data sent over a CP pinned connection cannot be re-routed, as it was also explained in the figure above.

Observation 1. A UE that supports both CP CIoT optimization and any form of UP, could start the RRC connection to send data over CP, and if this data is sent over a PDN connection established via the S-GW/P-GW, the UE or MME could triggered at any point the switch to use UP instead (e.g. when CN congestion in CP). 

Observation 2. A UE that only supports CP CIoT optimization (such as cat.NB1) or a UE that is sending data over a CP pinned connection cannot be re-routed, and therefore the eNB could take the decision to reject the UE under CN congestion situations. 

Proposal 1. Send an LS to SA2 explaining that eNB should only take the decision on whether to reject a UE under CN congestion if this UE only supports CP CIoT optimizations. For further clarification, add explanations of observation 1 and 2 (information copied again within proposals 1.1 and 1.2).

Proposal 1.1. Observation 1. A UE that supports both CP CIoT optimization and any form of UP, could start the RRC connection to send data over CP, and if this data is sent over a PDN connection established via the S-GW/P-GW, the MME could triggered at any point the switch to use UP instead (e.g. when CN congestion in CP).

Proposal 1.2. Observation 2. A UE that only supports CP CIoT optimization (such as cat.NB1) or a UE that is sending data over a CP pinned connection cannot be re-routed, and therefore the eNB could take the decision to reject the UE under CN congestion situations. 

Taken into consideration the points above, we suggest distinguishing the following cases: (a) UEs that only support CP CIoT optimization (e.g. Category NB1 UE not supporting UP CIoT optimization), and (b) UEs that support any form of UP routing and CP CIoT optimization. 

Scenario (1): UEs that only support CP CIoT optimization. 

· On this scenario (1), when eNB is informed by MME of CN congestion over CP path, the eNB could take the decision of rejecting any of these UEs without checking with MME (understanding that the UE does not support establishing AS security to send data over UP path). Therefore UE's NAS layer could indicate to AS layer when a new RRC connection is triggered to be resumed or established while sending data over CP as part of the NAS PDU sent in msg.5.

· Potential RAN solutions for these UE to indicate to the network that data is sent over CP could be: 

Option a) define a new CP-data indication IE in msg.3, 

Option b) use a new LCID for msg.3, or 

Option c) add new CP-data indication IE is defined in msg 5. 

Whether this kind of indication is needed when establishing, resuming or reestablishing the RRC connection might need to also be further discussed by RAN2. 

Option (a) does not look preferable to use the last spare bit of msg.3 for this kind of indication, option (b) is not preferred as it would not be compatible for cat.0 UEs supporting CP CIoT features (as this kind LCID indication is already used by these UEs). Therefore option (c) looks better.

Proposal 2. A new CP-data indication IE is defined in msg 5 for a UE to indicate when data is sent over CP.
Proposal 3. When a UE only supports CP CIoT optimization, the eNB may use this new CP-data indication to reject the UE under the CN congestion conditions explained by SA2 TR 23.730 on solution 9.

Scenario (2): UEs that support any form of UP routing and CP CIoT optimization

· On this scenario (2), eNB might not have all the information required to decide whether the connection of the UE does or does not need to be rejected, as previously explained on proposal 1. Therefore MME may be preferable to be involved on this decision. 

· Potential solutions for these UEs (in addition to the new CP-data indication is also sent in msg.5 as per proposal 2):

Option a) eNB rejects: the eNB rejects the RRC connection indicating that it is due to CN congestion and if UE wants and could use UP instead, it (re-)establishes a new RRC connection for UP (sending a NAS Service Request instead). 

Option b) MME rejects: the eNB does not reject the RRC Connection and leaves decision to MME. 

b.1. MME might trigger the release of the UE.

b.2. If it is feasible, the MME automatically switches the CP to UP path by indicating the establishment of AS security (assuming that the data over NAS is sent in PDN connection that is not pinned to the CP) security. 

b.3. If it were also needed to restrict the usage of the CP path for data (e.g. for a UE that is sending UP and also has a pinned CP connection), the MME could send CP back-off timer to the UE for the UE to stop sending any data via CP path or to even release the CP pinned connection while not requesting a new one to be established while the timer is running.

b.4. This option is not efficient as it may waste UE battery. Also it may further increase the load on the eNB and/or MME. 

Option c) eNB or MME may reject:

c.1. This approach requires that UE indicates the CP-data indication (previously explained), as well as, a new CP-Only-Connection indication to indicate if EPS Bearer corresponding to EBI is pinned to control plane or not.
c.2. If the eNB gets the flag of CP-data but CP-Only-Connection is set to false (i.e. EBI is not pinned to the CP only), it is up to MME decision whether to reject UE or establish UP. 

c.3. If CP-Only-Connection is set to True and MME has indicated eNB to stop load for CP data, eNB can reject RRC connection request. 

c.4. This option is more efficient for MME to switch the connection to the user plane if SGi PDN connection is not pinned to the control plane.  
Proposal 4. Under CN congestion conditions explained by SA2 TR 23.730 on solution 9, when a UE supports any form of UP routing and CP CIoT optimization, to discuss whether eNB (option a) or MME (option b) or eNB/MME (option c) should take the decision of rejecting a UE or, if feasible, using UP routing. SA2 and RAN3 would need to also be informed on corresponding agreement.

3 Conclusion

The observations captured are the following:

Observation 1.
A UE that supports both CP CIoT optimization and any form of UP, could start the RRC connection to send data over CP, and if this data is sent over a PDN connection established via the S-GW/P-GW, the UE or MME could triggered at any point the switch to use UP instead (e.g. when CN congestion in CP).
Observation 2.
A UE that only supports CP CIoT optimization (such as cat.NB1) or a UE that is sending data over a CP pinned connection cannot be re-routed, and therefore the eNB could take the decision to reject the UE under CN congestion situations.


The proposal captured are the following:

Proposal 1.
Send an LS to SA2 explaining that eNB should only take the decision on whether to reject a UE under CN congestion if this UE only supports CP CIoT optimizations. For further clarification, add explanations of observation 1 and 2 (information copied again within proposals 1.1 and 1.2).
Proposal 1.1.
Observation 1. A UE that supports both CP CIoT optimization and any form of UP, could start the RRC connection to send data over CP, and if this data is sent over a PDN connection established via the S-GW/P-GW, the MME could triggered at any point the switch to use UP instead (e.g. when CN congestion in CP).
Proposal 1.2.
Observation 2. A UE that only supports CP CIoT optimization (such as cat.NB1) or a UE that is sending data over a CP pinned connection cannot be re-routed, and therefore the eNB could take the decision to reject the UE under CN congestion situations.
Proposal 2.
A new CP-data indication IE is defined in msg 5 for a UE to indicate when data is sent over CP.
Proposal 3.
When a UE only supports CP CIoT optimization, the eNB may use this new CP-data indication to reject the UE under the CN congestion conditions explained by SA2 TR 23.730 on solution 9.
Proposal 4.
Under CN congestion conditions explained by SA2 TR 23.730 on solution 9, when a UE supports any form of UP routing and CP CIoT optimization, to discuss whether eNB (option a) or MME (option b) or eNB/MME (option c) should take the decision of rejecting a UE or, if feasible, using UP routing. SA2 and RAN3 would need to also be informed on corresponding agreement.
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5 Annex

6.8 Solution 9 - Overload Start message for control plane data only (as per SA2 TR 23.730)

6.9.1
Description

This solution addresses Key Issue 7: CN overload control for data transfer via Control Plane CIoT EPS Optimisation. It proposes an Overload Start message for data transfer via Control Plane CIoT EPS Optimisation, see Figure 6.9.1-1 below.
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Figure 6.9.1-1: Overload Start message for data transfer via Control Plane

1.
MME load from Control Plane CIoT EPS Optimisation reaches a threshold. A decision to restrict data transfer via Control Plane CIoT EPS Optimisation is taken based on operator’s policy or configuration.

2.
MME triggers Overload Start message with Control Plane CIoT data parameter to eNB meaning that the MME is overloaded or close to overload with data transfer via Control Plane CIoT EPS Optimisation.

3.
When eNB receives a request for data transmission via Control Plane CIoT EPS Optimisation and there is no MME identity, i.e. set in the RRC message, the eNB does not select the overloaded MME until Overload Stop message is received. However, the eNB may still select the overloaded MME for signalling only or for data transmission via User Plane CIoT EPS Optimisation.

4.
If the overloaded MME is the only MME the eNB is connected to or the RRC message has an MME identity, I.e., RegisteredMME parameter in the RRC Connection Setup Complete message, and that MME identity indicates the overloaded MME, the eNB may reject requests from UEs for data transfer via Control Plane CIoT EPS Optimisation and the eNB may include wait timer in the RRC Connection Release message. The eNB shall not reject requests from UEs for data transfer via Control Plane CIoT EPS Optimisation for Exception reporting unless rejection of Exception reporting is indicated in the Overload Start message in step 2.

NOTE: 
This solution is with RAN impact. It requires the UE to indicate to eNB its preference for data transfer via Control Plane CIoT EPS optimisation in one of the RRC messages during the RRC connection establishment.
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