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1
Introduction 
This contribution discuss the issue of Inter eNB handover without WT change while keeping LWA active. As stated in the e-mail discussion, [95#24] [LTE/eLWA] PDCP key change at handover, we suggest that a solution to identify or address PDCP key change at handover should be left for implementation. In this contribution, we will give our views on the procedure for PDCP key change at handover.

2 Discussion
According to RAN2 agreements and SA3’s reply [1], we have confirmed that eNB does not need to change WLAN security key (i.e., S-KWT) at handover but does need to be replaced at some later time. However, KeNB changes upon inter eNB handover. KeNB is used for the derivation of KRRCint, KRRCenc and KUPenc. KeNB shall be used by UE and target eNB as a new KeNB for RRC and UP traffic. WLAN security (S-KWT) and LTE security (AS keys: KUPenc , KRRCint and KRRCenc) shall be considered separately in the handover procedure. It also means that the procedure to change WLAN security key may not be triggered by the handover procedure or at handover.
Observation 1: WLAN security (S-KWT) and LTE security (AS keys) shall be considered separately in the handover procedure. AS keys shall change upon handover, but S-KWT can be updated at a later time, whose procedure may not be triggered by the handover procedure or at handover.

Since UE is not requested to re-associate or re-authenticate in the WiFi network with the new S-KWT immediately, UE is still allowed to remain associated with the WLAN, or is deemed as being active during handover. 

Observation 2: LWA is still activating no matter when S-KWT is updated.

Based on RAN3’s agreements [2], the call flows for HO without WT change are introduced. We suggest to use the call flows as a baseline for discussion.
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Since S-KWT can be updated at a later time, there is no confusion in the WLAN security. However, the UE may be confused with using new or old key for the ciphering/deciphering of packets. In order to avoid confusion, for downlink, we suggest that source eNB stops forwarding packets to WT upon Step 1 and target eNB starts forwarding packets to WT after Step 9, as shown in Fig. 1. UE may just not receive packets from WT due to other reasons (e.g., channel occupancy) instead of the start-stop behaviour. Error may occur in the ciphering/deciphering of packets if WT mixes packets from source eNB and target eNB, and then forwards to the UE. According to the current UE behaviour, UE can just discard the received packet for handling of unknown, unforeseen and erroneous protocol data. However, eNB stops forwarding packets to WT at handover, so that error occurred in the ciphering /deciphering of packets may not be enormous.

For uplink, the same concept can be introduced. UE may stop sending packets to WT upon Step 6, and may start sending packets to WT after Step 8 (i.e., PDCP key updated). However, RRC Connection Reconfiguration can include LWA configuration during handover. Packet can be routed to target eNB instead of source eNB. If necessary, a PDCP data recovery procedure in TS 36.323 may be performed.
Since the start-stop behaviour can be left for implementation, the SPEC impact can be minimized. In addition, the handover procedure and WT addition may not take a long time. The interruption can be also minimized.

Observation 3: The interruption and SPEC impact should be minimized.

Based on the above analysis and observation, we suggest that a solution to identify or address PDCP key change at handover should be left for implementation. A possible implementation is to utilize the start-stop behaviour in eNB or UE.

Proposal 1: Start-stop behaviour can be left for implementation. 

3
Conclusions
In this contribution, we discuss about PDCP key change at handover. We conclude with the following observations and proposals:
Observation 1: WLAN security (S-KWT) and LTE security (AS keys) shall be considered separately in the handover procedure. AS keys shall change upon handover, but S-KWT can be updated at a later time, whose procedure may not be triggered by the handover procedure or at handover.

Observation 2: LWA is still activating no matter when S-KWT is updated.

Observation 3: The interruption and SPEC impact should be minimized.

Proposal 1: Start-stop behaviour can be left for implementation.
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