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1 Introduction
In RAN#72, R14 NB-IOT WI [1], it has the following objective for mobility part:

	Mobility and service continuity enhancements
· Enhancement(s) to connected mode mobility in order to improve service continuity and avoid NAS recovery for both CP and UP solutions without the increasing of UE power consumption.   [RAN2, RAN3, RAN4].


In this paper, we will analyze the possible issues while mobility happens for R13 NB-IoT CP solution and give the potential options to achieve better mobility performance in R14.
2 Discussion
2.1 Background
In R13 NB-IoT system, in case UE moves or UE loses its connection due to worse serving radio signal, RLF recovery mechanism will be used to allow the connection and data transmission to be continued, and the procedure is illustrated as Figure 1, which gives the call flow for RLF recovery of CP solution in NB-IoT. 
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Figure 1: RLF recovery of CP solution in R13
For UE using CP solution, in case RLF happens due to UE movement, data transmission will be terminated. Since UE using CP solution can’t support RRC Connection re-establishment procedure in AS level, it depends on NAS layer to decide whether and when to trigger data transmission again as specified in section 5.5.3.2.2 of TS24.301, e.g. without pending signalling or user uplink data, TAU could be triggered after receiving the indication of “RRC connection failure” and with pending signalling or user unlink data, NAS might need more time to initiate suitable procedure (e.g. release to idle and initiate service request), which means recovery from RLF might need more time and more power consumption for CP solution.
	TS24.301

5.5.3.2.2
Normal and periodic tracking area updating procedure initiation

The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,

…
i)
when the UE receives an indication of "RRC Connection failure" from the lower layers and has no signalling or user uplink data pending (i.e when the lower layer requests NAS signalling connection recovery);
…


And when connection establishment is initiated at Uu and S1based on NAS layer triggering for recovery, all pending or unacknowledged packets at UE, eNB and MME will be discarded, which means data loss could be expected at AS and NAS level; and data retransmission could be from application level, which also means that recovery from RLF needs more time (more power consumption and longer service interruption) for CP solution.
Observation 1: For CP solution, recovery from RLF only based on NAS layer triggering for connection establishment may cause more UE power consumption and longer service interruption for the moveable NB-IoT equipments.
2.2 Re-establishment for CP solution in R14
Based on the objective of mobility enhancement in R14 NB-IoT, “to improve service continuity and avoid NAS recovery for both CP and UP solutions without the increasing of UE power consumption” is required, therefore the potential solution applicable for CP solution except for NAS recovery should be considered. 
Due to CP solution doesn’t support AS security in R13 NB-IoT, all RRC procedures required AS security (i.e. RRC connection re-establishment and RRC connection reconfiguration with handover info) can’t be supported. In order to improve the mobility performance, it is considerable to allow CP solution to use RRC connection re-establishment procedure.
Proposal 1: It is suggested that RAN2 consider for CP solution to support RRC connection re-establishment procedure.
If RAN2 can confirm this requirement, the possible ways to achieve this will be discussed further, i.e. for CP solution, RRC connection re-establishment can be performed with full AS security or with partial AS security or without AS security and the potential options could be as following based on the papers at RAN#95.
Option 1: RRC connection re-establishment with full AS security

Alt1: one-shot AS security [2]

Alt2: the stored AS security context, see [Annex in this paper for details]
Option 2: RRC connection re-establishment with partial AS security


Alt3: shortMAC-I based on NAS security key [3]

Alt4: shortMAC-I pre-assigned by eNB [2]
Option 3: RRC connection re-establishment without AS security

Alt5: invalid shortMAC-I and NextHopChainingCount
Comparison among options can refer to the following table.
	
	Option 1: Re-establishment with full AS security

Alt1: once short AS security

Alt2: the stored AS security context
	Option 2: Re-establishment with partial AS security

Alt3: shortMAC-I based on NAS security key

Alt4: shortMAC-I pre-assigned by eNB
	Option3: Re-establishment without AS security

Alt5: Invalid shortMAC-I and NextHopChainingCount

	Basic procedure
	AS security can be activated after SRB establishment. 
The re-establishment procedure can reuse existing mechanism.
The main difference between Alt1 and Alt2 is: Alt1 may require AS security activation with every connection establishment, but Alt2 requires AS security activation only at attach and then store the AS security context for the subsequent procedures.
	There is no AS security activation after SRB establishment.
The re-establishment procedure need to be updated in order to address the new mechanism for shortMAC-I generation and the subsequent AS security behaviour.

The main difference between Alt3 and Alt4 could be the generation of shortMAC-I.
	There is no AS security activation after SRB establishment.
The re-establishment procedure need to be updated in order to ignore all security relevant procedures, i.e. invalid shortMAC-I/NCC and bypassing AS security check.

	ShortMAC-I
	Based on existing AS security algorithm
	Based on NAS security algorithm or eNB implementation algorithm
	N/A

Invalid

	NCC
	Based on existing AS security algorithm
	For both Alt3 and Alt4, NCC could be omitted since there is no need to update AS security key.
	N/A

Invalid

	AS security (i.e. integrity protection and ciphering) for SRB
	If AS security is (re)activated, integrity protection and ciphering for SRB should be applied.
	N/A
	N/A

	Pros and Cons
	Pros: To keep alignment with existing re-establishment mechanism and AS security requirement; if the majority of commercial NB-IoT UEs support both CP solution and UP solution, this solution has lower complexity to be implemented.
Cons: Signalling overhead could be increased a little bit due to AS security activation.
	Pros: Limited security for UE authentication at AS level.
Cons: Different from existing AS security requirement (e.g. eNB can check UE by security but UE can’t check eNB by security) and additional complexity to link AS security with NAS security.
	Pros: Simple, only some clarification at spec perspective.
Cons: Different from existing AS security requirement.


Based on the above comparison, we prefer option 1to keep existing re-establishment as much as possible.
Proposal 2: For CP solution, RRC connection re-establishment with full AS security is proposed.
Another issue to be analyzed for CP solution is about data loss from both NAS and AS perspective. 
According to the analysis [4], from NAS perspective, data loss is observed at MME based on NAS recovery initiated by connection establishment since normally new S1 connection setup will discard previous packets; in case connection re-establishment is initiated for AS recovery, then data loss at MME could be avoided since connection re-establishment can maintain previous S1 context to continue the data retransmission from MME side.
Observation 2: From NAS perspective, if connection re-establishment is initiated, then data loss at MME could be avoided.

From AS perspective, it is also observed for data loss since PDCP re-establishment for SRB will discard all previous SRB packets as specified in section 5.2 of TS36.323. 
	TS36.323

5.2
Re-establishment procedure
5.2.1
UL Data Transfer Procedures
5.2.1.1
Procedures for DRBs mapped on RLC AM

When upper layers request a PDCP re-establishment, the UE shall:

-
from the first PDCP SDU for which the successful delivery of the corresponding PDCP PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP re-establishment as specified below: 

…
-
submit the resulting PDCP Data PDU to lower layer.
5.2.1.3
Procedures for SRBs
When upper layers request a PDCP re-establishment, the UE shall:
-
set Next_PDCP_TX_SN, and TX_HFN to 0;

-
discard all stored PDCP SDUs and PDCP PDUs;
-
apply the ciphering and integrity protection algorithms and keys provided by upper layers during the re-establishment procedure.
5.2.2
DL Data Transfer Procedures
5.2.2.1
Procedures for DRBs mapped on RLC AM while the reordering function is not used
When upper layers request a PDCP re-establishment while the reordering function is not used, the UE shall:

-
process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the subclause 5.1.2.1.2;

...
5.2.2.3
Procedures for SRBs
When upper layers request a PDCP re-establishment, the UE shall:
-
discard the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers;
-
set Next_PDCP_RX_SN, and RX_HFN to 0;
-
discard all stored PDCP SDUs and PDCP PDUs;

-
apply the ciphering and integrity protection algorithms and keys provided by upper layers during the re-establishment procedure.


For CP solution, this kind of PDCP re-establishment for SRB looks not preferable since CP solution uses SRB for data transmission not only for signalling, and existing PDCP re-establishment for SRB causes AS level retransmission impossible and more interruption time to wait for MME or application layer packet retransmission once re-establishment occurs with on-going data transmission. 
Observation 3: From AS perspective, existing PDCP re-establishment for SRB causes AS level data retransmission impossible and more interruption time to wait for NAS packet retransmission.

In order to improve the service continuity for CP solution, it is proposed to consider robust PDCP re-establishment for SRB, i.e. to allow SRB packet (re)transmission at PDCP level, similar mechanism with PDCP re-establishment for DRBs.

Proposal 3: For CP solution, SRB packet (re)transmission at PDCP re-establishment is proposed.
3 Conclusion

Based on the analysis in this paper, we have the following observations and proposals:
Observation 1: For CP solution, recovery from RLF only based on NAS layer triggering for connection establishment may cause more UE power consumption and longer service interruption for the moveable NB-IoT equipments.
Observation 2: From NAS perspective, if connection re-establishment is initiated, then data loss at MME could be avoided.

Observation 3: From AS perspective, existing PDCP re-establishment for SRB causes AS level data retransmission impossible and more interruption time to wait for NAS packet retransmission.

Proposal 1: It is suggested that RAN2 consider for CP solution to support RRC connection re-establishment procedure.

Proposal 2: For CP solution, RRC connection re-establishment with full AS security is proposed.

Proposal 3: For CP solution, SRB packet (re)transmission at PDCP re-establishment is proposed.
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5 Annex: Alt2: the stored AS security context
At attach procedure, connection can be setup with SRB and activated AS security and without DRBs (i.e. no RRC connection reconfiguration procedure is required for DRB).
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Figure Annex-1 Connection with SRB/AS security and without DRBs
1) How enhanced CP solution works:

Illustrated as the following figure Annex-2:
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Figure Annex-2
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