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1 Introduction

A new work item to enhance Rel-13 LWA solution got approved in RAN#71 [1]. The core part of the WI includes five listed objectives as shown below.
The enhanced LWA (eLWA) builds on Rel-13 LWA framework without changes to the LWA architecture and thus supports WLAN nodes deployed and controlled by operators and their partners. The objectives of this work item are to specify the following additional features for LWA:

1. Uplink data transmission on WLAN, including uplink bearer switch and bearer split (RAN2)

2. Mobility optimizations, e.g. intra and inter eNB handover without WT change and improvements for Change of WT (RAN2, RAN3)

3. Potential enhancements to support 60 GHz new band and channels (e.g. in measurements) and increased data rates for 802.11ax, 802.11ad, and 802.11ay (e.g. by PDCP optimizations) (RAN2, RAN3)

4. Additional information collection and feedback e.g. for better estimation of available WLAN capacity (by additional signaling on both Uu and Xw) to improve LWA performance (RAN2, RAN3)

5. Automatic Neighbour Relation (ANR) for LWA e.g. for discovery of WLANs under eNB coverage (RAN3, RAN2)

In this contribution, we discuss the mobility enhancements for eLWA.
2 Discussion
In Rel-13, LWA configuration is released upon intra- and inter-eNB handovers which means that after HO, or already with HO command, UE may receive a new LWA configuration and would do WLAN association and authentication as upon any LWA configuration that initiates the LWA operation for that UE. Mobility optimizations for Rel 14 were discussed in both RAN2 and RAN3.  In RAN2, we concluded that RAN2 would concentrate on how to enable LWA bearer configured for the UE during a handover and leave the inter network node signallings for RAN3:
=>
RAN2 can discuss principle of the inter-eNB handover without WT change (e.g. whether we want to support delta configuration) but we leave details of the network call flow to RAN3.
2.1 Valid mobility set after HO
The discussion on whether the mobility set given to UE after HO is valid mainly considers inter-eNB HO. In RAN3#92 the following baseline has been agreed for the inter-eNB handover without WT change [4] 
2.1.1.1 10.1.2.X
LWA mobility
2.1.1.1.1 10.1.2.X.1
Inter-eNB handover without WT change
Inter-eNB handover without WT change is used to transfer context data from a source eNB to a target eNB while the LWA connectivity is kept.
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Figure 10.1.2.x-1: Handover without WT change
1.
The source eNB starts the handover procedure by initiating the X2 Handover Preparation procedure. The source eNB includes the LWA configuration in the HANDOVER REQUEST. [The content of the LWA information from the source eNB is FFS].
2.
If the target eNB decides to keep the LWA connection, the target eNB sends WT ADDITION REQUEST to the WT including the UE identity [It is FFS which identity is to be used] as a reference to the UE context in the WT that was established by the source eNB.

3.
The WT replies with WT ADDITION REQUEST ACKNOWLEDGE.

4.
If both, the target eNB and the WT decided to keep the LWA connection in steps 2 and 3 respectively, the target eNB sends the HANDOVER REQUEST ACKNOWLEDGE message, which includes the LWA configuration, and may also provide forwarding addresses to the source eNB. [The content of the LWA information from the target eNB is FFS]
[Further steps are FFS]
The conclusion from the RAN3 progress is that RAN2 may assume that if LWA configuration is included in the HO request, a valid mobility set from network perspective can be included in the HO command received by UE. The mobility set can be considered to be valid as the target eNB is able to check the mobility set with the WT addition request/acknowledgement. However, it is unclear if the possibly updated mobility set contains WLANs which are within current UE coverage. It could be useful for the source eNB to also forward latest WLAN measurement results and the target eNB could additionally include separate measurement configuration to the UE in order not to delay the continuation on eLWA operation.
Proposal 1 RAN2 to consider whether WLAN measurements should be forwarded to the target eNB or if measurement configuration should be given already at HO. Details on how to signal should be left to RAN3.
2.2 PDCP and WLAN key synchronization during HO
RAN2 send LS to SA3 [2] asking if WLAN key change is needed for the envisioned Rel-14 optimization and if it is needed, what could be the needed WLAN side security solution allowing the UE to remain associated with the WLAN after intra/inter-eNB HO. The reply LS stated [3]:

SA3 answer: In SA3 opinion, it is not necessary for the UE and WT to immediately replace the S-KWT with a new S-KWT derived from the new KeNB. e.g. during a handover or upon on PDCP Sequence Number wrap-around, However, the S-KWT needs to be replaced at some later point in time. SA3 will review the security aspects of the solution developed in RAN  on  when and how to replace the S-KWT independent of KeNB changes and how to allow the UE to remain associated with the WLAN after intra/inter-eNB handover for Rel-14 eLWA. 
2. Actions: 

To RAN2: SA3 respectfully asks RAN2 to take the above information into account and keep SA3 informed of the progress on eLWA.
Thus, when UE receives the new KeNB in the HO command, the WLAN key replacement does not need to be executed immediately. In fact, it might be cleaner and simpler if the S-KWT update happens only after successful LTE side handover.

Proposal 2 Consider initiating S-KWT update after successful LTE side handover.
The remaining issue is related to synchronizing PDCP packet transmissions with old and new key with the UE side PDCP re-establishment which happen after UE receives the new KeNB in the HO command. In DL, the WT have likely buffered some amount of packets from source eNB encrypted with the old KeNB. If WT forwards a lot of packets with old key, the DL performance is degraded as UE would attempt to decrypt with new key and the PDCP entity end up forwarding corrupted packets to higher layers. Further, forwarding these packets consumes network resources unnecessarily. Thus, it is required that WT flushes buffers to diminish this issue. In principle there are to possible triggerers for WT to flush buffers. One is the WLAN key refresh and the other is WT addition request by the target eNB. If RAN2 for other reasons agrees that WLAN key is refreshed only after successful HO, this trigger condition appears too late. The WT addition trigger condition is earlier than when UE receives the HO command thus it introduces small break in DL service. However, it is stil considered as better option as it does not waste network resources or UE processing efforts. Thus, we propose WT should flush its buffers when it receives WT addition request from target eNB for the given UE. 
Proposal 3 WT should flush its buffers when it receives WT addition request from target eNB for the given UE.
There may be remaining issue with DL packets encrypted with old key still arriving as packets may be still in the pipeline between WT and AP serving the UE. However, it is also likely that these packets are actually delivered before the UE receives the HO command and re-establishes PDCP.
In UL, UE could be sending packets with new key immediately after receiving HO command but the use is how WT would recognize packets and be able to forward to correct eNB. To solve this issue we propose that UE starts sending packets with new key only after successful RACH to target eNB and that WT would forward all packets it receives from this UE to the target eNB if WT addition request has been made. That is, HO command to UE comes later than WT addition as per RAN3 progress thus there is no risk of losing packets due to HO. Only a short brake is possible and likely.
Proposal 4 UE starts sending packets with new key only after successful RACH to target eNB and that WT would forward all packets it receives from this UE to the target eNB if WT addition request has been made
3 Conclusion

Based on the discussion we have the following and proposals: 
Proposal 1
RAN2 to consider whether WLAN measurements should be forwarded to the target eNB or if measurement configuration should be given already at HO. Details on how to signal should be left to RAN3.
Proposal 2
Consider initiating S-KWT update after successful LTE side handover.
Proposal 3
WT should flush its buffers when it receives WT addition request from target eNB for the given UE.
Proposal 4
UE starts sending packets with new key only after successful RACH to target eNB and that WT would forward all packets it receives from this UE to the target eNB if WT addition request has been made
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