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1   Introduction
In RAN2 #94 meeting, various user plane optimizations to reduce PDCP processing load to support high data rate WLAN technologies were discussed [1], including switched bearer type configuration and disabling PDCP ciphering for PDUs sent over WLAN. However, no consensus was reached and it was agreed to send LS to SA3 to ask whether there will be security issues if PDCP ciphering is not used for high data rate traffic sent over WLAN for an LWA bearer in downlink direction. In the feedback [2], SA3 recommended not to disable PDCP ciphering in order to assure the same level of security for LTE bearers even if they are sent over WLAN. 
In fact, besides the possible security issues, there could be some other problem involved. In this contribution, we focus on the impact on the data processing in eNB if the PDCP ciphering is agreed to be disabled for the PDUs sent to WLAN.
2   Discussion 
In Rel-13 LWA, eNB receives data from EPC and the PDCP entity in eNB will perform ciphering and then add PDCP headers to the data packets. All the ciphered PDCP PDUs are buffered in PDCP buffer waiting for scheduling. The eNB will determine which and how many PDCP PDUs should be sent to UE via WLAN and which should be sent to UE via LTE based on the eNB load information and WLAN status information. The procedure based on downlink is depicted in Figure 1 including the following steps.
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Figure 1: PDCP PDU processing procedure in LWA 
Step 1: PDCP entity receives data packets from upper layer and stores the data packets as PDCP SDU.
Step 2: PDCP entity performs PDCP ciphering and adds PDCP header to PDCP SDU. The PDCP PDUs are formatted and buffered in PDCP.
Step 3: The buffered PDCP PDUs are sent to UE via either WLAN or LTE and the decision is determined by eNB based on the flow control information from WT.

Split bearer
For LWA split bearer, assuming that PDCP ciphering is disabled for the PDCP PDU sent over WLAN, while the ciphering is still kept in LTE for security.  From the eNB’s perspective, the processing will be different for the PDCP SDUs to be sent via WLAN and LTE:
· For the PDCP SDU to be sent over WLAN, the PDCP ciphering will be disabled.
· For the PDCP SDU to be sent over LTE, the PDCP ciphering will be performed.
 Then the procedure will be as follows.
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Figure 2: PDCP PDU processing procedure in LWA if the PDCP ciphering disabled
Step 1: PDCP entity receives data packets from upper layer and stores the data packets as PDCP SDU.

Step 2: Based on the flow control information etc., the eNB determines how many PDCP SDUs should be transmitted via WLAN.
Step 3: PDCP entity adds PDCP header and formats PDCP PDUs with/without ciphering for LTE/WLAN. The PDCP PDUs are formatted and buffered in PDCP.
Step 4: eNB sends PDCP PDUs without ciphering to WT and sends PDCP PDUs with ciphering to eNB.
As a conclusion, if the ciphering of PDCP PDUs sent to WLAN is to be disabled, it will lead to different processing of PDCP SDUs targeting at different directions, i.e., LTE/WLAN. Whether the PDCP PDU should be ciphered or not depends on where the eNB decides the PDCP PDU should be sent. That means the PDCP SDUs cannot be processed until eNB makes the decision of transmission direction, which introduces extra processing latency. Besides, both transmitter and receiver PDCP entity need to treat PDCP PDUs from LTE and WLAN link differently, which introduces increased processing complexity.

Observation1: For LWA split bearer, disabling PDCP ciphering function for PDCP PDUs sent over WLAN introduces extra processing latency and increased processing complexity at both transmitter and receiver.
Switched bearer
For switched bearer, all PDCP PDUs will be sent over WLAN path to UE. Therefore, if the ciphering of PDCP PDUs sent to WLAN is to be disabled, PDCP entity will add header to PDCP SDUs without ciphering as long as receiving PDCP SDUs. It seems that no processing latency will be introduced. However, eNB needs to identify LWA bearer from LTE bearer and treat it differently, so do the UE side.
Observation2: For LWA switched bearer, disabling PDCP ciphering function for PDCP PDUs sent over WLAN introduces increased processing complexity at both transmitter and receiver.
Proposal1: RAN2 is suggested to consider the processing latency and complexity issues when disabling PDCP ciphering function for LWA PDU sent over WLAN. 
3   Conclusion
In this contribution, we discussed the impact on the data processing in eNB if the PDCP ciphering is agreed to be disabled for the PDUs sent to WLAN and following proposal is provided:
Observation1: For LWA split bearer, disabling PDCP ciphering function for PDCP PDUs sent over WLAN introduces extra processing latency and increased processing complexity at both transmitter and receiver.

Observation2: For LWA switched bearer, disabling PDCP ciphering function for PDCP PDUs sent over WLAN introduces increased processing complexity at both transmitter and receiver.
Proposal1: RAN2 is suggested to consider the processing latency and complexity issues when disabling PDCP ciphering function for LWA PDU sent over WLAN. 
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