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1 Introduction

RAN2#93bis made a start with discussing keeping LTE-WLAN aggregation during handover (reconfiguration with mobility control). As a result, an LS was sent to SA3 to ask several detailed security related requirements [1].

In this contribution we analyse different solutions for how to handle LTE-WLAN aggregation during handover.
2 Rationale
In Annex B we repeat the description of how handover without change of SeNB is handled in dual-connectivity as was presented in [2]. It is clear that the RACH access in the SeNB plays a crucial role in synchronizing the UE and the network on when to use what security key.

The handover with keeping LTE-WLAN aggregation (“without change of WT”) poses in principle the same situation / problem. However we have no RACH readily available in WLAN that could be used as synchronization moment for switching between old and new key. 
In [2] we suggested 4 potential mechanisms  in LWA which would enable the MeNB/WT/UE to always know unambiguously with what key a packet is ciphered:
1) Usage of a RACH-like procedure in WLAN
- Enabling Rel-12 like solution (e.g. based on WLAN Re-association procedure)

2) Marking PDCP PDU’s with a key number 
- Marking allows receiver to know the ciphering key to be used
- Marking could e.g. be done based on a (1 bit) sequence number in a new PDCP subheader

3) Inserting an inband “special packet”
- E.g. PDCP control PDU indicates change from old key to new key

4) Use of Deactivation + Activation

In general solution 4 seems not preferable due to longer transmission/reception interruptions. Also we feel that solution 3 seems more complex (introduction of new special packet) and may be less robust than solution 2 (behaviour in case special packet is missed). So this leaves solutions 1 and 2. 

The outgoing LS in [1] requests the need/usefulness of having an association procedure during the handover without WT change. We assume that SA3 will indicate that when the master key  (KeNB) has changed, also the derived key Kwt should be updated. A re-association procedure seems the logical way to start using the new Kwt. 

If we have the re-association procedure on the WT, it would be possible to re-use the complete Dual-Connectivity solution with the re-association procedure as the synchronisation point rather than the RACH procedure i.e.

i) 
Use of two tunnels per DRB over Xw during handover

ii) 
Old Kwt is used before re-association, new Kwt after the re-association

iii) 
Also at PDCP level, old KeNB is used before re-association, new Kwt after re-association. 
Note that this requires following WT behaviour:

a. Downlink:

i. When receiving the re-association, the WT will discard all DL packets in the process of transmission / buffered that arrived via the old tunnel.

ii. After the re-association, WT will only transmit packet received via the new tunnel to the UE

b. Uplink:

i. UE will only send packets with old KeNB before the association, after new KeNB after the association.

ii. UL Packets received before the re-association will be placed in the old tunnel, after the re-association in the new tunnel. 

Proposal 1:
Use same approach as used in Dual-Connectivity for the case of handover without WT change, i.e.

a) Use of two tunnels per DRB over Xw during handover

b) Old Kwt is used before re-association, new Kwt after the re-association
c) Also at PDCP level, old KeNB is used before re-association, new Kwt after re-association. 


One further aspect to discuss is whether 3GPP can specify the DL WT behaviour as is indicated above bullet (a.i). If this is felt to be a problem, in principle we could introduce a key number into the LWAAP header. This key number would allow the UE PDCP to discard all received packets received with the previous key number. However this type of solution has several drawbacks:

· Inefficiency: discard packets at UE that have been successfully delivered over the radio

· Confusion:  Xw flow control may indicate that certain PDCP SN have been received by the UE, but actually they have not been received by UE since the UE discarded them.

· Additional UE complexity: Additional UE complexity to manage/check the key sequence number

Therefore our preference  is to go with the approach from proposal 1.

3 Conclusion

RAN2 is requested to discuss and if possible agree on the following proposal:

Proposal 1:
Use same approach as used in Dual-Connectivity for the case of handover without WT change, i.e.

i) Use of two tunnels per DRB over Xw during handover

ii) Old Kwt is used before re-association, new Kwt after the re-association
iii) Also at PDCP level, old KeNB is used before re-association, new Kwt after re-association. 

4 Appendix A: References

[1]:  R2-163147  “LS on key change during HO for eLWA”
[2]:  R2-154089  “LTE handover during LTE-WLAN aggregation”
5 Appendix B: Handling in Rel-12 dual-connectivity

During LTE handover, the key used for ciphering UL/DL packets on 2c/3c bearers changes. MeNB and UE should have a synchronized understanding on what packets are using the old key and what packets are using the new key.

Figure B.1 explains how this is achieved in Dual-Connectivity.
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Figure B.1: Old/New key packet handling in Dual-Connectivity
During the handover preparation, 2 new GTP tunnels are created over X2 (one UL, one DL). These new tunnels are only used for transporting packets ciphered with the new key. 

DL:
The MeNB can continue to send packets ciphered with the old key to the SeNB during the handover in the old tunnel. However these packets are only transmitted to the UE up to the point where the UE performs RACH. After the RACH, the SeNB delivers only packets from the new tunnel, i.e. ciphered with the new key, to the UE.

UL:
The SeNB delivers all packets received before the RACH to the MeNB via the old tunnel, and packets received after the RACH via the new tunnel.

It is clear that the RACH access performed during the SCG Change procedure is essential in this approach: i.e. it defines the point in time in which no more packets ciphered with the old key are exchanged in UL and in DL, and packet handling of packets ciphered with the new key starts.

_1495371946.vsd
�


