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1. Introduction

This document is a brief summary of the situation pertaining to unattended data traffic.

2. Current status
2.0. Background
The concept of “unattended data traffic” is associated with applications and the HLOS, and is not really under 3GPP control.  In order to enable restriction of such traffic, the layers whose behaviour we do specify will need to be made aware of whether the application/OS considers its traffic to be “attended” or “unattended”.

The application and OS cannot be bound to 3GPP requirements or tested within the 3GPP framework, so we have concerns about the reliability and testability of a solution that depends on their behaviour.  In describing the alternative approaches in this paper, we attempt to bring as much of the solution as possible into 3GPP specs.

2.1. Alt. 1: Existing proposal

Our understanding of the proposal from R2-161353, when all layers are taken into account, is as follows. 
1. Network broadcasts UDT indication in SIB2

2. RRC passes this flag to upper layers (e.g. NAS, or directly to the HLOS by a proprietary interface?)

3. The flag is passed to the HLOS on the application side (AT commands or the equivalent proprietary interface)

4. The HLOS takes the decision to identify data streams as unattended (outside specification control)

5. Any traffic sent from the application layer should from then on be “attended”; no special processing by the AS/NAS
As noted in previous meeting discussions and in accordance with the resulting LSs to SA1/CT1, this is not really a standardised solution; the only portion currently proposed to be captured in standards is the first step.

2.1a. Variation on Alt. 1
A related approach, with similar standards impact, would be to interpret the flag as a “congestion indication”, guiding the UE to take steps to reduce congestion, rather than as an instruction to bar unattended traffic unconditionally.  The flag could be passed to upper layers, and its handling left to UE implementation; for instance, UEs might delay unattended traffic with a queue or similar mechanism, rather than barring it entirely.  Similar to the existing Alt. 1, this approach would only require standardising the signalling to deliver the flag and the instruction to pass it to upper layers; these can be done in RAN2.
2.2. Alt. 2: Enhanced EAB
During the email discussion and in RAN2#92, it was suggested that EAB could offer an alternative mechanism for addressing spikes in unattended traffic.  Although no detailed proposal has been submitted thus far, it seems that the likely approach would involve standardisation mainly in CT1.  The procedure might be as follows:
1. Network broadcasts UDT indication in SIB14 with the other EAB parameters

2. RRC passes the EAB parameters to NAS (as now, with the new parameter added)

3. User data from the application side is marked as attended/unattended (AT commands or the equivalent proprietary interface; markings could be per-packet or per-stream)

4. When MO data causes an access attempt, if the UDT flag is set and the involved data are marked as unattended, the access attempt is indicated by NAS as “subject to EAB”, so that the EAB mechanism bars access.

Here steps 1, 2, and 4 are definitely suitable to be standardised (mainly in CT1, with step 1 affecting RAN2).  The application behaviour of step 3 is still outside the control of 3GPP standards, but the AT command (or equivalent) interface could be updated so that the application layer has to provide some information.  We cannot force the application layer to tell the truth about whether traffic is attended or unattended, but we can force it to say something.  Further, the actual decision whether or not to bar a specific attempt takes place under standards control, in the NAS layer.  From the 3GPP perspective this can be seen as reducing the device unpredictability.
As written, this approach doesn’t allow barring unattended traffic only (the MTC devices will also be barred).  If desired, this aspect could be added in the EAB check (RRC section 5.3.3.12).
2.3. Alt. 3: Repurposed EAB
It seems a reasonable assumption that under conditions of overload, MTC connections as well as unattended data would be restricted.  With this assumption, the effect of Alt. 2 can be achieved with standards impact only in CT1, as follows:

1. When the network wants to bar unattended data, the network broadcasts EAB parameters in SIB14 (without any other UDT indication, i.e. no RAN2 impacts)

2. User data from the application side is marked as attended/unattended (AT commands or the equivalent proprietary interface; markings could be per-packet or per-stream)

3. If data marked as unattended traffic triggers an access attempt, NAS shall mark the access attempt as “subject to EAB” (this is the only required change in CT1: besides “UEs configured with EAB” (like MTC) always triggering access attempts “subject to EAB”, clarify that other UEs could trigger access attempts “subject to EAB” on a dynamic basis, i.e. only for data marked as unattended)
4. The corresponding RRC connection is then marked as “subject to EAB” at AS level and is then barred by the the EAB mechanism (with no need for RAN2 impacts).

Again, the application behaviour is outside 3GPP standards, but as with Alt. 2, the interface can encourage the application side to take some action, and the barring decision per attempt takes place within the NAS, where the behaviour can be standardised and tested.
2.3. Comparative message flows
The following figures show the alternatives, with the standards impact colour-coded.  The interaction between the app and NAS layers is oversimplified for readability, rather than showing a realistic data path.
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Figure 1: Message flow for Alt. 1
The “flag setting” in step 3 is coloured lighter because it is uncertain if it would be standardised or left to implementation (this would be a question for CT1 to resolve).  The variation described above, in which the flag is passed to UE upper layers and handled in implementation, is not shown in this flow, considering that the flow of events would vary with different UE implementations.
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Figure 2: Message flow for Alt. 2
The main comparisons between alternatives 1 and 2 are fairly clear:

1. Alt. 1 throttles all unattended traffic while Alt. 2 throttles access attempts.  In our view this is a benefit for Alt. 2 since it directs the solution more specifically to the area where the problem was identified.

2. Alt. 2 is primarily standardised in CT1, vs. depending only on proprietary implementation.

3. The RAN2 standards impact of the two alternatives is nearly identical (only difference is which SIB is used, and potentially an additional condition in the EAB check).

4. Alt. 1 depends on significant processing decisions made at the HLOS level; Alt. 2 depends on the HLOS to populate an “attended/unattended” field for data (exactly how this could be done would be a CT1 decision).
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Figure 3: Message flow for Alt. 3
The messages in Alt. 3 are similar to those in Alt. 2, but the EAB parameters are not changed at all; rather, EAB itself is considered to mean “restrict unattended traffic”.  The RAN2 impact is reduced to zero, with no significant change to the CT1 impact.  However, the EAB mechanism and the unattended traffic mechanism are bound together; this solution might be summarised as “unattended traffic is treated as MTC”.

3. Conclusion
Several companies have expressed concerns about the HLOS dependency of Alt. 1, but Alt. 2 has not been officially proposed to CT1 as indicated by their reply LS.  We propose to indicate to CT1 in an LS the expected standards scope of Alt. 2/3, and RAN2 representatives of interested companies are strongly encouraged to coordinate with their CT1 counterparts so that a full proposal in CT1 can be considered as soon as possible.
Pseudo CRs against 36.331 and 24.301 for Alt. 2 are attached as annexes.  (An RRC CR for Alt. 1 has been discussed previously; and Alt. 3 has no RAN2 impact and CT1 impact similar to Alt. 2.)

Proposal 1: RAN2 should discuss the alternatives above, and see if there are clear preferences among them in the group.
Proposal 2: If Alt. 2/3 are considered of interest to be pursued, RAN2 should send an LS to CT1, showing the standards impact from Alt. 2 or 3.
Annex A. Pseudo CR for 36.331 for Alt. 2

[Note: This pseudo CR shows the message format necessary to allow unattended traffic restriction across all PLMNs.  If  agreeable to the group, it would be possible to expand the message format to have a UDT indicator for each PLMN.]

6.3
RRC information elements

6.3.1
System information blocks

–
SystemInformationBlockType14
The IE SystemInformationBlockType14 contains the EAB parameters.

SystemInformationBlockType14 information element
-- ASN1START

SystemInformationBlockType14-r11 ::=
SEQUENCE {


eab-Param-r11






CHOICE {



eab-Common-r11






EAB-Config-r11,



eab-PerPLMN-List-r11




SEQUENCE (SIZE (1..maxPLMN-r11)) OF EAB-ConfigPLMN-r11


}













OPTIONAL, -- Need OR

lateNonCriticalExtension



OCTET STRING


OPTIONAL,


...,


[[



udt-Barring-r13



enumerated {TRUE}



OPTIONAL, -- Need OR

]]
}

EAB-ConfigPLMN-r11 ::=



SEQUENCE {


eab-Config-r11





EAB-Config-r11



OPTIONAL -- Need OR

}

EAB-Config-r11 ::=




SEQUENCE {


eab-Category-r11




ENUMERATED {a, b, c},


eab-BarringBitmap-r11



BIT STRING (SIZE (10))

}

-- ASN1STOP

	SystemInformationBlockType14 field descriptions

	eab-BarringBitmap
Extended access class barring for AC 0-9. The first/ leftmost bit is for AC 0, the second bit is for AC 1, and so on.

	eab-Category
Indicates the category of UEs for which EAB applies. Value a corresponds to all UEs, value b corresponds to the UEs that are neither in their HPLMN nor in a PLMN that is equivalent to it, and value c corresponds to the UEs that are neither in the PLMN listed as most preferred PLMN of the country where the UEs are roaming in the operator-defined PLMN selector list on the USIM, nor in their HPLMN nor in a PLMN that is equivalent to their HPLMN, see TS 22.011 [10].

	eab-Common
The EAB parameters applicable for all PLMN(s).

	eab-PerPLMN-List

The EAB parameters per PLMN, listed in the same order as the PLMN(s) occur in plmn-IdentityList in SystemInformationBlockType1.

	udt-Barring
The value TRUE indicates that the corresponding signalled EAB parameters apply to access for unattended data traffic.  If this flag is set to TRUE, the EAB parameters do not restrict access due to other reasons than unattended traffic.
A UE of category b (neither in its HPLMN nor in a PLMN that is equivalent to it) shall ignore the related EAB configuration in case the UDT barring flag is set to TRUE. [i.e. roaming UEs are not subject to UDT barring]


Annex B. Pseudo CR for 24.301 for Alt. 2

[Note: This pseudo CR is extremely pseudo and definitely not in typical CT1 style.  It is provided only to show the general type of impact expected in CT1.]
D.1
Mapping of NAS procedure to RRC establishment cause (S1 mode only)

When EMM requests the establishment of a NAS-signalling connection, the RRC establishment cause used by the UE shall be selected according to the NAS procedure as specified in table D.1.1. The EMM shall also indicate to the lower layer for the purpose of access control, the call type associated with the RRC establishment cause as specified in table D.1.1. If the UE is configured for EAB (see the "ExtendedAccessBarring" leaf of NAS configuration MO in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]), the EMM shall indicate to the lower layer for the purpose of access control that EAB applies for this request except for the following cases:

-
the UE is a UE configured to use AC11 – 15 in selected PLMN;
-
the UE is answering to paging;
the RRC Establishment cause is set to "Emergency call";-


-
the UE is configured to allow overriding the NAS signalling low priority indicator and overriding EAB (see the "Override_NAS_SignallingLowPriority" leaf and the "Override_ExtendedAccessBarring" leaf of the NAS configuration MO as specified in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]) and receives an indication from the upper layers to override EAB; or
-
the UE is configured to allow overriding the NAS signalling low priority indicator and overriding EAB and already has a PDN connection that was established with EAB override.
In addition, even for a UE that is not configured for EAB:

· if the EAB flag “udt-Barring” (as indicated from lower layers) is set to TRUE; and

· the RRC Establishment cause is “MO data”; and

· the UE considers that the data triggering the connection is unattended data traffic,

the EMM shall indicate to the lower layer for the purpose of access control that EAB applies for this request.
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