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1 Introduction and background
NB-IoT is a Rel-13 feature supporting two alternative ways of transporting data. Data can be handled by a conventional U-plane transport or be transported over NAS (Data over NAS or DoNAS for short). For the alternative where data is transported over the usual U-plane, the RRC connection can be suspended to be resumed at a later time to reduce signalling due to state transitions. 

This contribution takes a look at security aspects of RRC Connection Suspend/Resume [2]

 REF _Ref440380175 \r \h 
[3].
2 Security for RRC Connection Suspend/Resume

In NB-IoT with User Plane EPS optimisation there are two types of protection of information: privacy or confidentiality protection and integrity protection. The former protects against unauthorized access to information and the latter protects against manipulation of information or (malicious) injection of information.

In LTE U-plane data transfers are encrypted for confidentiality. In LTE C-plane signalling is encrypted (for confidentiality) and integrity protected. We assume that the same principles apply to NB-IoT with User Plane EPS optimisation. Keys for C-plane encryption, KRRCenc, C-plane integrity protection, KRRCint, and U-plane encryption, KUPenc, are derived from the key KeNB. The KRRCint is also used to compute a Message Authentication Code (MAC) to protect RRC Connection Reestablishment Request.
In the following we will consider aspects of key change, algorithm change and protection of connection resume request.

2.1 Key Change and Algorithm Change
In LTE key change is performed at HO. In addition, key-change-on-the-fly (used for key refresh and re-keying) is performed by means of HO. Since HO is not supported for NB-IoT, key change, key refresh and re-keying should be considered at connection resume.

For key change and key refresh the UE should perform key derivation at connection resume (horizontally or vertically based on NCC parameter). 
Proposal 1 Key change is supported at connection resume. 
Proposal 2 Key refresh is supported by means of connection suspend/resume.

Proposal 3 Next hop Chaining Counter (NCC) parameter is used to determine whether to derive keys horizontally or vertically.

Since the suspend/resume is a prepared state transition, it is natural to provide the NCC parameter with the connection suspend message. Provisioning of the NCC parameter with the suspend message also:

· reduces signalling and delay at resume.
· enables DTCH transmission in Msg3

· enables fully protected connection resume message in Msg4

Always changing keys at resume has the additional benefits of:

· a single unified UE behaviour for all cases (i.e., less complexity)
· ensures key change is not neglected

The alternative to provide NCC with the connection resume message:
· unnecessarily delays activation of AS security 

· introduces additional signalling handshake 

· precludes encryption of the resume message 

· precludes multiplexing of UP logical channels with CCCH (RA msg3 at resume)

· may impact DL data handling in Msg4 due to delayed start of security

Optional provisioning of NCC/key change additionally:

· adds complexity for multiple behaviour options and for keeping and maintaining COUNTS and keys during suspend. Such functionality is not supported in LTE and thus would require further work, specification and testing.

· does not ensure key change is performed when needed
Providing the NCC at suspend and always using the same procedure is therefore preferred. This is also assumed in Solution 18; see TR 23.720. Hence we propose:

Proposal 4 Keys are always changed at connection resume.

Proposal 5 The Next Hop Chaining Counter (NCC) associated with the K_eNB that is to be used at subsequent resumption is provided with the suspend message.

For re-keying one could perform re-keying at resume based on a keyChangeIndicator or, if re-keying would be infrequent enough, rely on releasing and establishing a new RRC connection. Whether re-keying needs to be performed at resume depends on whether there are key lifetime considerations which would lead to significant signalling overhead due to re-keying if performed via new connection establishment. In LTE it was considered that re-keying would be supported without needing to go through idle state. Unless SA3 is already discussing this, RAN2 should ask SA3 to clarify this aspect.
Proposal 6 Whether in the suspend message, the eNB also provides the keyChangeIndicator to support re-keying at subsequent resumption is FFS.

Proposal 7 Ask SA3 to clarify aspects potentially leading to need for re-keying at resume.

In addition to key change also change of security algorithm is supported at HO in LTE. We consider the need for frequent algorithm change unlikely today, but if new algorithms are added in the future it may be useful to allow for algorithm change at resume without needing to release and establish new connection. As this is not expected to be an issue for a first release of the connection suspend/resume feature we do not propose to support algorithm change at connection resume.

2.2 Handling of COUNTs

Key change at resume has the benefit that COUNTs can safely be reset at resume. Hence, no need to store COUNTs and no risk for COUNT desynchronisation. Note that also for LTE it was for simplicity and robustness reasons decided to change keys and to not continue SRB PDCP COUNTs at HO.
Not changing keys leads to need for extra functionality and complexity, need to keep more context, and risk for desynchronised UE and nw contexts.
Proposal 8 COUNTs are reset (to 0) at resume.
2.3 Protection of Connection Resume Request

The connection resume request will be sent on CCCH and, hence, will not be ciphered or integrity protected. Therefore some form of Message Authentication Token (MAC) seems needed. Different possibilities for MAC exists; e.g., reuse ShortMAC-I, new MAC or encoded in an eNB assigned Resume ID [4]. 
Since the use case is different from reestablishment, SA3 should investigate requirements for and properties of a MAC. The choice of a suitable MAC should be left to SA3, but RAN2 could indicate, e.g., that similar to for reestablishment, the size of the MAC is an important aspect also for resume. If based on similar principles as the MAC for reestablishment, even though not identical to ShortMAC-I, the impact of a new MAC would seem small.

Proposal 9 The resume request message from UE to eNB includes a Message Authentication Code (MAC) to securely identify the UE.
Proposal 10 Inform SA3 that a MAC shorter than the conventional PDCP MAC-I is preferred for space reasons and ask SA3 to correspondingly define a MAC suitable for the connection resume request.
2.4 Other aspects

Since the connection resume is a prepared state transition from IDLE to CONNECTED and the NCC parameter can be provided at suspend it is proposed to resume AS security in the UE as part of the initiation of transmission of the connection resume request; i.e., when RRC submits the resume request message to SRB0 for transmission in the lower layers, CP and UP security has been activated. 
Proposal 11 At connection resume, security is reactivated in the UE as part of initiation of transmission of the RRCConnectionResumeRequest.
3 Conclusion
Based on observations, considerations and discussion above, we propose that:
Proposal 1
Key change is supported at connection resume.
Proposal 2
Key refresh is supported by means of connection suspend/resume.
Proposal 3
Next hop Chaining Counter (NCC) parameter is used to determine whether to derive keys horizontally or vertically.
Proposal 4
Keys are always changed at connection resume.
Proposal 5
The Next Hop Chaining Counter (NCC) associated with the K_eNB that is to be used at subsequent resumption is provided with the suspend message.
Proposal 6
Whether in the suspend message, the eNB also provides the keyChangeIndicator to support re-keying at subsequent resumption is FFS.
Proposal 7
Ask SA3 to clarify aspects potentially leading to need for re-keying at resume.
Proposal 8
COUNTs are reset (to 0) at resume.
Proposal 9
The resume request message from UE to eNB includes a Message Authentication Code (MAC) to securely identify the UE.
Proposal 10
Inform SA3 that a MAC shorter than the conventional PDCP MAC-I is preferred for space reasons and ask SA3 to correspondingly define a MAC suitable for the connection resume request.
Proposal 11
At connection resume, security is reactivated in the UE as part of initiation of transmission of the RRCConnectionResumeRequest.
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