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1 Introduction

In RAN1#92, the following agreements were reached 
· RAN2 assumption that at most 1 IPSec Tunnel per UE
· 2
Design requirement that the UE can have more than one EPS Bearer carried WLAN 
· FFS How the EPS Bearers are distinguished over WLAN
· RAN2 has not identified any need for DRB identification in DL.
In this contribution we provide our view on the LWIP operation in uplink.
2 Discussion
Figure 1 presents the LWIP protocol architecture as described in latest SA3 CR [1]. 
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Figure 1: Protocol architecture for LWIP.

In uplink operation, at eNB, the received IP packets from lower layers (LTE or WLAN (via LWIP-SeGW)) are forwarded by the eNB via their GTP tunnel on S1-U to the SGW. One GTP tunnel exists per EPS bearer, so, in order to choose the correct tunnel, the eNB needs to identify the corresponding EPS bearer ID for the received packets from lower layers (LTE PDCP or LWIP-SeGW). In legacy LTE, the eNB knows bearer ID based on logical channel and association between EPS bearer ID and DRB ID. 
With the current agreements for LWIP, a bearer may be switched between LTE and WLAN/IPsec. In UL, eNB needs to be able to forward packets to correct EPS bearer which means in UL a bearer ID is needed. It was proposed in [2], that a similar octet header as agreed for LWA DL would be adopted for LWIP UL. That is, it was proposed that a similar new layer as the new LWAAP layer would be defined. Our understanding of this proposal is that the header containing the bearer ID would be added to the IP packet header as it would not be expected that the eNB reads the payload of the packet, i.e. it is just an encapsulation layer from the eNB's point of view. 
Another proposal that has been presented in SA3 is that each bearer is separated by child security association (SA). It is unclear if this results in the need of having IPSec tunnel per bearer or if this solution can be used with one IPSec tunnel per UE and by enabling delta signaling for the IPSec. However, in the LS from SA3 to RAN2 and RAN3, SA3 states[3]:
Regarding the question on the choice of mechanisms to differentiate between UL DRBs from a UE, there is no security reason to individually protect each DRB by a different IPSec Child SA. From signaling, resource and implementation point of view, this solution is not preferred. SA3 recommends that from a security point of view a solution based on secondary header (eg: GRE) to identify DRBs is preferred.
GRE is a protocol that has so far been used in transport network and not over the air between UE and eNB or UE and WLAN AP. Also this requires that RAN2 defines a new specification for using GRE as UL bearer ID identification method. RAN2 should compare the proposals to see if a suitable method for handling of UL bearer ID is found. 
Proposal 1 RAN2 to compare proposed UL bearer identification methods to see if one can be adopted.
If RAN2 is not able to conclude on UL bearer identification method, one way-forward option is to allow UL only on LTE (like in LWA), or to allow at most one bearer on WLAN/IPSec. We propose:
Proposal 2 RAN2 to discuss to allow at most one bearer for which UL may be configured over WLAN.
As there is currently the option to have UL on WLAN side, RAN2 should discuss how MBR and GBR related issues are dealt with. As the UL on WLAN side is not in control of eNB’s scheduling decisions as it is for LTE side, it needs to be ensured that UE does not exceed the UL data rate.
Proposal 3 RAN2 to discuss to how to control UL data rate when the bearer may have UL on WLAN.
3 Conclusion

Based on the discussion in the previous sections we make the following observation and proposals:
Proposal 1
RAN2 to compare proposed UL bearer identification methods to see if one can be adopted.
Proposal 2
RAN2 to discuss to allow at most one bearer for which UL may be configured over WLAN.
Proposal 3
RAN2 to discuss to how to control UL data rate when the bearer may have UL on WLAN.


4 References

[1] S3-160277, Security support for LWIP, Alcatel-Lucent, Nokia Networks, AT&T, Sprint, T-Mobile, Intel, Dubrovnik, Croatia, February 1 – 5, 2016
[2] R2-156663, DRB identification for IPSec tunnel based on LWA, BlackBerry UK Ltd, Sony, Alcatel Lucent, Alcatel Lucent Shanghai Bell, Anaheim, USA, 16 – 20 November 2015
[3] S3-160026(R2-157126), LS on LWIP Solution and DRB distinction, Nokia, Dubrovnik, Croatia, February 1 – 5, 2016

1/3


_1516193560.vsd
LWIP-SeGW



