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1. Introduction
During last RAN2 NB-IOT Ad-hoc Meeting in Budapest, some details of RRC Connection Control have been discussed. Regarding RRC Connection Release, the following was agreed:
· The LTE RRC Connection Release procedure to be supported. Other methods for RRC release is FFS.
Particularly, the following proposal from [2] was discussed:

Proposal 2: RAN2 to discuss on ways to release the connection based on information from the UE. 
We denote such RRC Connection Release based on UE information that the transaction is complete as “Early RRC Connection Release”.

A mechanism is planned for the CP based solution (at NAS level). It is described in our companion contribution [4]. However, this is not yet possible with the UP based solution. In last meeting, it was decided to not agree now and to wait for specific solutions. In this contribution, we give our view on this topic and propose solutions applicable to UP.
2. Motivation
It is our understanding that typical IoT applications would benefit from using information from the UE to quickly release the connection. The considered traffic patterns cover very short data transactions sparsely spread over time. The main use case used for system analysis in [1] is based on a single UL report (between 20-200 bytes), followed by a DL acknowledgment 50% of the time (Mobile Autonomous Reporting periodic reports). However, use cases with a few exchanged messages have also been considered.

For such small data transactions, the application in the UE typically knows when the transaction is completed. Given the short duration of the transaction, the time spent by the UE in CDRX while waiting for the eNB to release the connection (at inactivity timer expiry) can account for a large proportion of the power consumption. We have made a power consumption analysis for non NB-IOT use cases in [5], however similar results could be expected for NB-IOT use cases.
A mechanism for UE indication of transaction completion has already been introduced in SA2 along with the CP solution. It would be highly beneficial to have a similar feature for deployments using the UP solution.

Proposal 1: RAN2 should introduce a way to perform an early release of the RRC connection, based on UE information on transaction completion  

3. Early RRC Connection Release
3.1. Release Assistance Information over SRB

In LTE, UE can send a Power Preference indication within an “UE Assistance Information” RRC message, to indicate it would benefit from a power optimized configuration. However, this indication only defines a preferred mode of operation, it can only be sent when toggling between normal or power optimized mode. The use case is different: typically a UE may enter power optimized mode depending of the battery level if not in charge.
In UTRA, the “fast dormancy” feature enables the UE to send a “SIGNALLING CONNECTION RELEASE INDICATION” RRC message, in order to ask the UTRA NodeB to release the connection. Similar procedure could be introduced in LTE: either define a new RRC message, or add a new IE within an existing message (e.g. “UE Assistance Information”) to request the release of the connection. In the following we refer to this new/modified message as “RRC Connection Release Request”.

The expected signalling over Uu with only 1 UL data message (after initial attach and suspension of the RRC connection) is described in Table 1 (no subsequent DL data expected case) and Table 2 (subsequent DL data expected case). The signalling flows use similar assumptions as in [4].
	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Resume Request (SRB0) + BSR
	UL
	

	4
	Msg4 - RRC Connection Resume (SRB1) + UL grant
	DL
	

	5
	Data Packet (DRB) 
	UL
	

	6
	RLC ACK
	DL
	

	7
	RRC Connection Release Request (Msg1/3/5?)
	UL
	

	8
	RLC ACK + RRC Connection Release + Poll/UL Grant
	DL
	

	9
	RLC ACK
	UL
	


Table 1 - no subsequent DL data expected
	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Resume Request (SRB0) + BSR
	UL
	

	4
	Msg4 - RRC Connection Resume (SRB1) + UL grant
	DL
	

	5
	Data Packet (DRB) 
	UL
	

	6
	RLC ACK + Data Packet (DRB) + Poll/UL grant
	DL
	

	7
	RLC ACK + RRC Connection Release Request (Msg1/3/5?)
	UL
	

	8
	RLC ACK + RRC Connection Release + Poll/UL Grant
	DL
	

	9
	RLC ACK
	UL
	


Table 2 - subsequent DL data expected
As it can be seen, one drawback of this approach is that it will generate at least an additional TX over Uu, since the UE needs to wait the actual end of the transaction to send the RRC Connection Release Request. Moreover, contrary to RLC ACK in uplink which could be pre-scheduled through UL grant sent along with the DL poll, the RRC Connection Release Request is not expected by the eNB, hence the UE may need to trigger a PRACH procedure to send this message (so possibly up to 3 additional TX in total).
Compared to the CP solution (see [4]), the number of TX messages is increased from 4 to 5-7, representing 25-75% increase in the number of TX messages.
Along with this increase in the number of TX messages, the UE is also maintained longer in RRC Connected Mode. 

The main issue is that since the data packet and the RRC Connection Release Request are sent on two different logical channels, it is not possible to guarantee their relative ordering at the receiver. At MAC level, SRB is prioritized over DRB. Hence one could try, at step 5 in Table 1, to send RRC Connection Release Request to ask for a release after the next UL data packet. However, if for instance the first allocated TB is just enough to send the RRC Connection Release Request, and the next UL data packet uses following TBs, then it is possible that the RRC Connection Release Request is received later (in case of HARQ failure or HARQ Nack to Ack error). This can also easily happen if more than 1 HARQ process is assumed, if we want to extend this method to non NB-IoT.
Conversely, the CP solution attaches Release Assistance Information to the UL data message. This avoids the additional TX(s) and the additional waiting time before entering RRC IDLE.
Observation 1: compared to the CP solution mechanism, using a simple RRC Connection Release Request message can increase the number of TX messages to up to 75% and will increase the time spent in connected mode 
As can be seen, it would be beneficial to support a similar solution for UP data transfer as well. We can see two main approaches: 

· send the Release Assistance Information over SRB (RRC Connection Release Request message), but with a reference to the last UL PDCP PDU

· send the Release Assistance Information over DRB

3.2. Release Assistance Information over SRB, with a reference to the last UL PDCP PDU
It is possible to improve the above solution by including in the RRC Connection Release Request message a reference to the last UL PDCP PDU.

More specifically, what can be sent is

· Last UL PDCP PDU reference

· The DRB id (5 bits) – not needed for NB-IOT, could be added optionally for non NB-IOT when several DRBs are established
· The PDCP SN (depends of PDCP SN configuration, 7 bits can be enough; alternatively, a few LSBs only could be considered)

· Subsequent DL Data  Expected – SDDE (1 bit)

The expected signalling over Uu with only 1 UL data message (after initial attach and suspension of the RRC connection) is described in Table 3 (no subsequent DL data expected case) and Table 4 (subsequent DL data expected case).

	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Resume Request (SRB0) + BSR
	UL
	

	4
	Msg4 - RRC Connection Resume (SRB1) + UL grant
	DL
	

	5
	Data Packet (DRB) + RRC Connection Release Request (SRB1)
	UL
	

	6
	RLC ACK + RRC Connection Release + Poll/UL Grant
	DL
	

	7
	RLC ACK
	UL
	


Table 3 - no subsequent DL data expected
	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Resume Request (SRB0) + BSR
	UL
	

	4
	Msg4 - RRC Connection Resume (SRB1) + UL grant
	DL
	

	5
	Data Packet (DRB) + RRC Connection Release Request (SRB1)
	UL
	

	6
	RLC ACK + Data Packet (DRB) + Poll/UL grant
	DL
	

	7
	RLC ACK
	UL
	

	8
	RLC ACK + RRC Connection Release + Poll/UL Grant
	DL
	

	9
	RLC ACK
	UL
	


Table 4 - subsequent DL data expected
In step 3, UE would actually signal in the BSR the data volume corresponding to the UL data packet + the RRC Connection Release Request. As can be seen, when no subsequent DL data is expected, the solution enables to reduce the number of TX to the level of the CP solution, so up to 42% reduction in the number of TX. When subsequent DL data is expected, the solution still enables to reduce the number of TX since PRACH is not needed to send the RRC message. However, the RRC Connection Release still needs to be sent after the DL data packet transmission confirmation, for the same reason as in UL. This would need a similar packet reference in the RRC Connection Release message. An alternative solution to this issue is detailed below.
For NB-IOT, this additional information in the RRC message account for only 1 byte, possibly less if a reduced PDCP SN is used.

It is interesting to compare this overhead with the total size of the RRC Connection Release Request message. In addition to the above payload, the message ID, other ASN1 overhead, 1 byte for PDCP header, 1 byte for RLC header, and 4 bytes for integrity protection needs to be taken into account, for a total of around 8 bytes. 

Given the benefit in terms of reduced transmission, lower time in connected mode, and the low additional overhead and complexity, we make the following proposal:

Proposal 2: if a RRC message is used to request release of the RRC Connection, it should preferably include a reference to the Last UL PDCP PDU (DRB-ID if needed, PDCP SN) as well as the related SDDE information
3.3. Release Assistance Information over DRB

An alternative to sending the RAI over SRB is to send it over DRB. Similarly to the CP solution, the Release Assistance Information (2 bits) can be attached to the UL data messages by including it in the PDCP header. Several PDCP header formats are defined, among which 4 for DRBs, depending of the PDCP SN length used:
Table 6.3.2.1: PDCP SN length

	Length
	Description

	5
	SRBs

	7
	DRBs, if configured by upper layers (pdcp-SN-Size [3])

	12
	DRBs, if configured by upper layers (pdcp-SN-Size [3])

	15
	DRBs, if configured by upper layers (pdcp-SN-Size [3])

	16
	SLRBs

	18
	DRBs, if configured by upper layers (pdcp-SN-Size [3])


It could be included in the header by using 2 reserved bits as:

· REL: release request (after this UL PDU if SDDE not set, or after the response DL PDU if SDDE set)
· SDDE: subsequent DL data expected
Given the information would be needed for small transactions, it may not be needed to include it when long PDCP SN length is configured (12 or more bits).

For NB-IOT, it has been agreed to use short PDCP SN length (7 bits). When it is configured, the PDCP header does not have any reserved bit available. However the decision to keep 7 bits was mainly driven by the fact that no gain was expected by reducing further the PDCP SN length, since the header size is already 1 byte only. For NB-IOT traffic, a shorter PDCP SN could be defined, in order to free-up some bits. The proposed PDCP header is described in Figure 1. 
The PDCP data PDU format is symetric – similar in UL and DL. The bit SDDE would be NA in DL, however the bit REL could be used in DL for implicit release as in the CP solution (i.e., the eNB could use it as a replacement of RRC Connection Release message).
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Figure 1: PDCP Data PDU format for DRBs using a 5 bit SN, with RAI

An alternative to modifying the PDCP header(s), especially if more than 5 bits PDCP SN length is needed for NB-IOT, would be to use a single new PDCP control PDU (Release Assistance Information control PDU). Since the RLC layer ensures in order delivery (and in-sequence delivery in the case of RLC-AM), the Release Assistance Information can be easily related to a specific PDCP data PDU (the previous or the next in the flow). To handle correctly the case where UE knows that the transaction is complete only after receiving a DL PDU, it is preferred that the RAI control PDU is sent following the last UL PDCP data PDU. It is then guaranteed that the RAI is received after the last UL PDCP PDU. 
The RAI control PDU would include the following information:

· SDDE: subsequent DL data expected
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Figure 2: RAI control PDU
A new PDU type would need to be defined:
Table 6.3.8.1: PDU type

	Bit
	Description

	000
	PDCP status report

	001
	Interspersed ROHC feedback packet

	010
	Release Assistance Information 

	011-111
	reserved


The expected signalling over Uu (using RAI control PDU) is described in Table 5 (no subsequent DL data expected case) and Table 6 (subsequent DL data expected case). It is similar as “Release Assistance Information over SRB, with a reference to the last UL PDCP PDU” signalling, except that RAI Control PDU is used in place of RRC message.
	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Resume Request (SRB0) + BSR
	UL
	

	4
	Msg4 - RRC Connection Resume (SRB1) + UL grant
	DL
	

	5
	Data Packet (DRB) + RAI Control PDU (DRB)
	UL
	

	6
	RLC ACK + RRC Connection Release + Poll/UL Grant
	DL
	

	7
	RLC ACK
	UL
	


Table 5 - no subsequent DL data expected
	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Resume Request (SRB0) + BSR
	UL
	

	4
	Msg4 - RRC Connection Resume (SRB1) + UL grant
	DL
	

	5
	Data Packet (DRB) + RAI Control PDU (DRB)
	UL
	

	6
	RLC ACK + Data Packet (DRB) + Poll/UL grant
	DL
	

	7
	RLC ACK
	UL
	

	8
	RLC ACK + RRC Connection Release + Poll/UL Grant
	DL
	

	9
	RLC ACK
	UL
	


Table 6 - subsequent DL data expected
In our view, it would be preferred to use the RAI control PDU unless using the PDCP data header comes for free (i.e., without extension). Indeed, the RAI control PDU needs to be sent only once whereas any extension to the PDCP header would add a penalty to each UL message.
It is expected that the UE would receive the last PDU from application layer along with the corresponding RAI, and can then generate the RAI control PDU which will be sent just after the last UL PDU. The RAI control PDU would be included in the reported BSR and given it is only one byte, in most of the case it will be included in the last TB of the UL message and will not generate a separate transmission.  

In DL, SDDE bit is again NA, but the RAI control PDU could possibly be used as a replacement of RRC Connection Release message. 
In NB-IOT, only one DRB can be configured. In the general case, several DRBs can be configured. There are 2 possible ways to handle this: either have the RAI scope on a per-DRB basis, and the connection can be released only when for instance RAIs for all DRBs have requested it. Or, allow that the RAI for a single DRB can release the connection. In our view, this is the simpler alternative. The UE implementation can handle the sending of the RAI depending of the presence of other DRBs (i.e., not send it if it does not want the connection to be released).
Security aspects need to be considered. There is no integrity protection for DRBs (except for RNs, when configured). Moreover, PDCP header and PDCP control PDUs are not ciphered. In theory, this could allow a MITM attack where the attacker could send RAI information on behalf of the UE and trigger the release of the RRC Connection (denial of service). Though, the attacker could anyway do that by radio jamming. So it is not clear if there is a security concern with this solution.

Moreover, it is our understanding that integrity protection might be needed for user plane for NB-IOT traffic, based on SA3 decision. If it was decided to mandate integrity protection for user plane, sending RAI over DRB could be preferred for this simplicity and commonality with the CP solution.
It should be noted that this security concern over Uu seems similar as the one of using RRC Connection Release without AS security for the CP solution. If the latter is considered safe, then RAI over DRB should also be safe.

Hence, we make the following proposal:

Proposal 3: if security is not an issue, RAN2 should consider sending the Release Assistance Information in PDCP header or in a new PDCP control PDU
Furthermore, as indicated above, a release indication bit in PDCP header, or the new PDCP control PDU can be used in DL in place of sending a RRC Connection Release message, in cases where no release associated feature such as redirection is required.
This has the benefit removing a message exchange over Uu, which is otherwise needed since the RRC Connection Release message and the data packets are sent on 2 different logical channels. This is described in Table 7 in the case of a PDCP control PDU.
	Step 
	 Messages
	Direction
	

	1
	Msg1 - RA Preamble
	UL
	

	2
	Msg2 - RA Response with UL grant
	DL
	

	3
	Msg3 - RRC Connection Resume Request (SRB0) + BSR
	UL
	

	4
	Msg4 - RRC Connection Resume (SRB1) + UL grant
	DL
	

	5
	Data Packet (DRB) + RAI Control PDU (DRB)
	UL
	

	6
	RLC ACK + Data Packet (DRB) + RAI Control PDU (DRB) + Poll/UL grant
	DL
	

	7
	RLC ACK
	UL
	


Table 7 – DRB triggered release
Hence, we make the following proposal:

Proposal 4: if security is not an issue, RAN2 should consider using a release indication in PDCP header or a PDCP control PDU to trigger the release of the RRC connection
4. Conclusion 
In this contribution, we have discussed the RRC Connection Release for NB-IOT, and made the following observations and proposals:
Proposal 1: RAN2 should introduce a way to perform an early release of the RRC connection, based on UE information on transaction completion
Observation 1: compared to the CP solution mechanism, using a simple RRC Connection Release Request message can increase the number of TX messages to up to 75% and will increase the time spent in connected mode
Proposal 2: if a RRC message is used to request release of the RRC Connection, it should preferably include a reference to the Last UL PDCP PDU (DRB-ID if needed, PDCP SN) as well as the related SDDE information
Proposal 3: if security is not an issue, RAN2 should consider sending the Release Assistance Information in PDCP header or in a new PDCP control PDU
Proposal 4: if security is not an issue, RAN2 should consider using a release indication in PDCP header or a PDCP control PDU to trigger the release of the RRC connection
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