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1 Background
Access control was discussed in RAN2 NB-IoT adhoc meeting and the following agreements were made:
· One barring bitmap is used for both MO signaling and MO data. 
· RAN2 see no need to introduce an additional separate flag for MO signaling.
· RAN2 assumes that the UE will know which transmissions to combine for L1 combinations, e.g. in bad coverage.

· Update of AC information does not impact the SI value tag in MIB for general SI (FFS when AC SIB transmission is started / ended). 
· We confirm that RAN2 assumes that changes in SIB1 normally affects the SI value tag in MIB. 
· SI for AC can be updated asynchronously to other SI updates
· RAN2 expects that when AC is enabled, UE that was barred should not retry, i.e. recheck the SI for AC, too often (for battery consumption reasons), FFS if this is implementation dependent (NAS handles such retries). 
In this contribution the open issues for access control are discussed further. 

2 Discussion
Access control is an important mechanism to avoid RAN and CN overload. It prevents UEs from accessing the RACH and thereby eliminates the risk of a synchronized peak of random accesses. At the same time core network load is reduced since fewer requests are being forwarded from the eNB to the MME.

2.1 Access Barring Bitmap

MO signalling refers to NAS signalling (TAU, ATTACH, DETACH including data-over-NAS (solution 2)). MO data refers to RRC Connection Resume data (solution 18). It is however a concern that for larger transmissions a lot of data-over-NAS traffic can overload the control plane and therefore means for the network to differentiate the type of access would be desirable:
Proposal 1 Introduce an indication to be able to prohibit data-over-NAS access to avoid control plane overload.

The form of such an indication, e.g. a flag or similar, would be FFS.

To reduce the transmission time for time critical applications (e.g. alarms), it was agreed to support differentiation between normal and exception reporting. That is, it was agreed that “A separate flag is broadcasted which indicates if exception reports are subject to barring bitmap check or not” [1]. Such a flag can either be included in MIB or in the new SIB carrying the barring bitmap. Since barring does not apply neither to normal or exceptional reporting when the SIB carrying the barring bitmap is not broadcasted, it would be inefficient to have this flag in MIB increasing its size even access control is not enabled. Further it makes sense to keep access control related information in a common location. Therefore we propose to have such a flag in the new SIB carrying the barring bitmap. 
Proposal 2 The exception reporting barring flag is included in the SIB carrying the barring info. 
It seems natural to enable a (rotating) bitmap size of 10 for the access classes 0..9:
Proposal 3 The access class bitmap size is 10. 
Furthermore it is proposed to support the legacy special access classes 11.15 also in NB-IoT. Perhaps these classes (PLMN Staff, Emergency Services, Public Utilities, Security Services, For PLMN Use) require further discussion for applicability in NB-IoT. However that discussion should happen in SA1 (TS 22.011). It is proposed to introduce a flag for the special classes (similar as in LTE) in NB-IoT:

Proposal 4 A special classes flag is introduced in the SIB carrying the barring info.

The combination of the previous agreements to have network sharing of up to 6 PLMNs and a bitmap based solution for access control leads to that the possibility of providing a barring bitmap per PLMN is the most natural solution: 
Proposal 5 Multi-PLMN support is achieved by the possibility of having a barring bitmap per PLMN. 

Is should however be noted that it should be possible to, as in EAB, still have one common bitmap for all PLMNs to minimize the size of the barring SIB.

In order for operators to bar roaming UEs it has been agreed that NB-IoT Access Control shall have roaming support with the same classification as used for EAB. 

Proposal 6 Roaming support is achieved by having providing a UE category value {a, b, c} per bitmap as in EAB. 
2.2 Barring Bitmap Update
The solution is therefore that the UE, as in EAB, prior to each access attempt ensures that it is allowed to access the cell if the barring bitmap is currently being broadcasted in system information (e.g. SIB14 for EAB). 

Proposal 7 The UE must ensure access is allowed prior to access by checking the barring bitmap if it is currently transmitted in SIB. (Barring time is not required). 
This solution therefore, in principle, enables instantaneous access barring, independent of eDRX and the BCCH modification period. However, since UEs must acquire several repetitions for coverage enhanced operation it is beneficial if the barring bitmap can only be updated with a certain periodicity with clearly defined starting position, i.e. a barring modification period. This would also guide the UE as to when it can attempt to re-acquire the bitmap in case it is barred to avoid un-necessary re-acquisition.

Proposal 8 The barring bitmap information can be updated by the network according to a barring modification period.
The length of this barring modification period would have to reflect the number of repetitions that a UE would need to acquire in order to successfully decode the SIB carrying the barring bitmap (and possibly also the access attempt). This would be up to RAN1 to decide and it would also remain to be decided if a hard-coded period would be sufficient or if it should be configurable per cell. 

That UEs follow a certain barring time is however only required for probability based access control, such as legacy ACB in SIB2. In this case UEs would gain an advantage if the barring time is reduced.

Observation 1 Barring time is only meaningful for probability based access control where UEs would get an advantage from a short barring time.

Therefore with the agreed barring bitmap solution for NB-IoT, there is no need for a barring time since the time instant at which access barring will be lifted for a UE of a certain access class will be independent of how frequent it re-acquires the barring bitmap. However, there could potentially be an access peak in the beginning of the barring modification period once barring is lifted. The 10 access classes for normal reporting would restrict the simultaneous accesses to 1/10th if the barring bitmap is rotated per access class. There could however still be a need to distribute the accesses over the barring period. One way of doing so would simply be to distribute according to UE ID, i.e. subframe=UE_ID mod(N), where N is the barring modification period.

When access is barred retries are triggered by NAS, and currently this is to great extend left to UE implementation (e.g. for ATTACH TS 32.401 specified "If access is barred …the attach procedure is started as soon as possible"). It can be discussed further if the trade-off between power consumption and access latency can be left to UE implementation. 
2.3 Access Control Enabling
It has been agreed that the system information block containing the barring bitmap information only needs to be transmitted when access control is enabled. It can however be problematic for the UE to determine whether this SIB is currently present, especially for UEs requiring coverage enhancements (CE) which must accumulate several periodical transmissions of the SIB carrying the barring bitmap. That is, it would take the UE the same time to conclude that the SIB is currently not present even when access control is not enabled as it would to decode it when access control is enabled. Since most often access control is in fact not enabled this would cause the UE unnecessary additional power consumption and latency. It is therefore desirable that the UE has early knowledge of whether access control is enabled or not such that it can avoid decoding the barring SIB when not enabled. Note that the scheduling information (contained in SIB1 if the legacy structure is kept) will likely be unchanged for the barring SIB. A straight forward solution is to use 1 bit in SIB1 to indicate if access control is enabled. Since the valueTag in NB-IoT is placed in MIB, a change of this bit would give rise to SI paging notification and valueTag update such that UEs would have an up-to-date knowledge of whether access control is enabled. 
To avoid an synchronized access peak when barring is lifted, that is transmission of the barring bitmap stopped, it could further be considered to allow the network skip notifying UEs about the SI change update in paging. 
Observation 2 If a 1 bit indication in SIB is used to indicate whether access barring is active and if the barring bitmap is currently broadcasted in SIB, the change of this indication would give rise to SI change notification in paging and valueTag change.

However not separating AC SI changes from other SI changes, this would have the effect that the UE must read all system information whenever barring is enabled (or disabled) which has a negative impact on UE battery life. Therefore a further improvement is to instead put this indication directly in MIB to disconnect it from the valueTag changes and have a direct access to barring information.
Proposal 9 1 bit in MIB is used to indicate whether access barring is active and if the barring bitmap is currently broadcasted in a SIB.

Since most NB-IoT UEs will use DRX to conserve battery they will anyway have to read the MIB to acquire the current SFN which means there checking that AC is not enabled would be no additional effort.

Further, it is an open issue to what extent the change of AC system information should give rise to valueTag update and SI change notification in paging. To do this for rotation of the barring bitmap is ruled out since it would cause valueTag wrap-around and generate a high paging load. But should it be done for enabling/disabling AC, that is transmission start/stop for the AC-SIB? Since this would have a strong negative impact on UEs that only monitor paging, i.e. they would have to re-acquire all SI although AC do not concern them at all, we propose the following:
Proposal 10 Transmission start/stop of the SIB carrying the barring bitmap does not give rise to valueTag update or SI change notification in paging.

However, since scheduling information of the barring AC-SIB is expected to only change very rarely we think it is acceptable to keep the same principle as for other SIBs that the UEs have an up-to-date knowledge of the scheduling information SIB1 and any change gives rise to update of MIB si-valueTag and SI change paging notification.

Proposal 11 Change of the SIB1 scheduling information of the SIB carrying the barring bitmap should give rise to valueTag update or SI change notification in paging exactly as for other SIBs. 
3 Conclusion
In this contribution we have discussed the access control for NB-IoT. In section 2 we make the following proposals and observations:
Proposal 1
Introduce an indication to be able to prohibit data-over-NAS access to avoid control plane overload.
Proposal 2
Exception reports are similar to emergency calls in GSM/WCDMA/LTE and uses AC 10.
Proposal 3
Multi-PLMN support is achieved by the possibility of having a barring bitmap per PLMN.
Proposal 4
Roaming support is achieved by having providing a UE category value {a, b, c} per bitmap as in EAB.
Proposal 5
The UE must ensure access is allowed prior to access by checking the barring bitmap if it is currently transmitted in SIB. (Barring time is not required).
Proposal 6
The barring bitmap information can be updated by the network according to a barring modification period.
Observation 1
Barring time is only meaningful for probability based access control where UEs would get an advantage from a short barring time.
Observation 2
If a 1 bit indication in SIB is used to indicate whether access barring is active and if the barring bitmap is currently broadcasted in SIB, the change of this indication would give rise to SI change notification in paging and valueTag change.
Proposal 7
1 bit in MIB is used to indicate whether access barring is active and if the barring bitmap is currently broadcasted in a SIB.
Proposal 8
Transmission start/stop of the SIB carrying the barring bitmap does not give rise to valueTag update or SI change notification in paging.
Proposal 9
Change of the SIB1 scheduling information of the SIB carrying the barring bitmap should give rise to valueTag update or SI change notification in paging exactly as for other SIBs.
4 
References

[1] R2-157187, “Running 36.300 CR to capture agreements on NB-IoT”, RAN2#92.
5

