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1. Overall Description:

SA1 would like to thank RAN2 for sending SA1 an LS on V2X message characteristics (R2-155003/S1-154267), which includes several questions.
Question 2: Is there a need to define any 3GPP specific security mechanisms in addition to existing security protocols?

SA1 considers that the evaluation and specification of security mechanisms is in SA3’s remit and expertise, and they will provide requested information as conveyed in their LS, S3-152463. SA1 has identified general/high-level security requirements captured in the SA1 TR 22.885. 

Question 3: If the answer for Question 2 is affirmative, what is the corresponding size of any security overhead?

The final numbers of security components of V2X messages will come from SA3. However, as information for RAN2 simulation purposes, SA1 believes that the total size of the security components for a V2V periodic message, from the existing V2V security standards, is

· on the order of 140 to 200 bytes, sent every 500ms when a full certificate is included, or
· approximately 80 bytes, sent every 100ms when a reduced-sized security component (i.e., a certificate digest) is included instead of a full certificate.

SA1 notes that the reduced-sized certificate digest is dependent on the corresponding full certificate and therefore full certificates must still be sent periodically. 
2. Actions:

To RAN2 group.

ACTION: SA1 kindly asks RAN2 to take the above information into account. For further details, please see TR22.885. 
To SA3 group.

ACTION: SA1 kindly asks SA3 to confirm or correct the above message size numbers. 
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