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1 Introduction
At RAN#67, a new Work Item on LTE-WLAN Radio Level Integration and Interworking Enhancement [1] was approved. The main goal of this WI is to specify an aggregation solution for LTE-WLAN based on SCE DuCO 3C and 2C addressing the ten requirements stated in [1]. 

This contribution discusses and analyses various options for user plane solution for LTE – WLAN aggregation using a “bearer switch” mechanism using DuCo Solution 2C as a starting point. It proposes the creation of a new bearer type WLAN Data Radio Bearer (WDRB) that may accommodate the new access characteristics.
2 Discussion
Such a solution uses the work in User Plane for DuCo Solution 2C as indicated in Figure 1 below.
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Figure 1: User Plane Architecture for SCE DuCo Solution 2C
In a LTE-WLAN aggregation solution based on DuCo Solution 2C, the PDCP PDUs of the same PDCP entity must be transported over one two access at a time,either the WLAN access or the cellular access. The transport of the PDCP PDU over the WLAN is TBD. Also the entry point between the MeNB and the WLAN is TBD.

During the SCE DuCo, only three types of bearers:

1) Bearer only served by MeNB, referred to as MCG DRB. This is depicted in blue in Figure 2.

2) Bearer only served by SeNB, referred to as SCG DRB. This is depicted in red in Figure 2.

3) Bearer served by MeNB and SeNB, referred to as split DRB. This is depicted in green in Figure 2.
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Figure 2: User Plane Architecture for SCE DuCo

Proposal 1: For a user plane architecture based on SCE DuCo Solution 2C a new bearer type served only by MeNB using WLAN access is required. We refer this new bearer type as WDRB. 

We present two architectures that are suitable for the user plane solution based on DuCo Solution 2C. A first architecture assumes the possibility that some of the links between the terminal device and the MeNB are unsecure (Figure 3). In this case an end-to-end encryption between the MeNB and the UE for each of the PDCP entities shall be in place. The second architecture (Figure 4) assumes a similar deployment as for the “trusted non-3GPP deployment access using S2a” as it is indicated in the 3GPP TS 23.402 Section 6.
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Figure 3: User Plane Architecture for LTE-WLAN Aggregation based on DuCo Sol. 2C using any WLAN (un-trusted or unsecured access)
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Figure 4: User Plane Architecture for LTE-WLAN Aggregation based on DuCo Sol. 2C using trusted WLAN access as in 3GPP TS 23.402.

2.1 User Plane Architecture for LTE-WLAN Aggregation based on DuCo Sol. 2C using any WLAN (un-trusted or unsecured access)

This architecture can accommodate any type of WLAN deployment in which an IP forwarding path may be established between a terminal device served by the WLAN and an outside node. This solution builds on the end-to-end encryption/decryption that the MeNB and the UE is doing for each PDCP entity at the PDCP layer.

For the WLAN transport the de-facto encryption technique is using IPSec encryption. This functionality is typically implemented both on the terminal device as well as on the MeNB. It is because the terminal device is already supporting untrusted access over WLAN using S2b interface while MeNB also has a requirement to tunnel using IPSec tunnels all the S1 data.

This solution proposes IPSec PDCP encryption/decryption for the WDRB. This solution also proposes that no ROHC to be used for WDRB. 

It is TBD how the security keys may be exchanged between the MeNB and the UE. IKEv2 may be one mechanism to exchange security keys, however, considering already existent cellular communication between the two nodes, a simplified mechanism for key establishment may be possible.

Observation 1: The PDCP PDU header is not required to be used for WDRB data. The Security Association ID and the IPSec Sequence Number provide all the means for both ends of the tunnel to identify the packet association to a PDCP entity and the packet order.

Proposal 2: End to end encryption is required for data between the MeNB and UE. For WDRB the IPSec in tunnel mode is used between the MeNB and the UE. Neither ROHC or packet sequencing is required for a WDRB in trusted WLAN access. The PDCP PDU for a WDRB is made up the IPSec headers and the encrypted payload. 

2.1.1 MeNB Impact

In this solution, an IPSec tunnel is needed for each connected UE. A separate security association may be needed for each separate PDCP entity of a UE. The cost of this tunnel is similar with the cost required by the  regular PDCP encryption/decryption. Much more, this operation may be done at the S1 interface, location on which IPSec encryption is also in use due to the S1 tunnel termination requirements.

No other costs are envisioned with the User Plane.

There are no buffering and distributed scheduling requirements.
2.1.2 UE Impact

In this solution, processing due to IPSec termination is required. A separate security association may be needed for each separate PDCP entity of a UE. The cost of this tunnel termination is similar with the cost required by the regular PDCP encryption/decryption. The datapath functionality is already in place due to implementation of untrusted WLAN access using ePDG.

No other costs are envisioned with the User Plane.

There are no buffering and distributed scheduling requirements.
2.1.3 WLAN nodes impact

No impact on WLAN deployment. The solution may accommodate any type of WLAN deployment.

2.2 User Plane Architecture for LTE-WLAN Aggregation based on DuCo Sol. 2C using trusted WLAN access as in 3GPP TS 23.402
This architecture, shown in Figure 4, assumes a WLAN network architecture that adopts the requirements of  Release 12 multiple PDN trusted WLAN access as in 3GPP TS23.402[4]. 
In this approach, for each of the UE and for each WDRB, the WLAN Access Gateway, similar with the TWAG, is going to allocate a unique MAC address for each WDRB. A new tunnelling mechanism(X2W) must exist between the WAG and the MeNB.
On the UE, each of the PDCP entity is aware of the WAG MAC address associated with the WDRB. 

In the uplink direction, the UE, when it receives the associated IP packets from the upper layers, it must create the PDCP PDU. The PDCP PDU is encapsulated into Layer 2 frame and sent over WLAN. The Layer 2 frame contains: the MAC address of the UE, the MAC address on the WAG and the MAC address of the serving WLAN AP. On the receiving side, the WAG is able to de-multiplex incoming packets towards the appropriate X2W tunnel based on both the source MAC of the packet as well as the destination MAC of the packet. On the receiving side of the MeNB, the MeNB is able to de-multiplex incoming packets based on the X2W tunnel ID and associate them with the corresponding PDCP entity.

In the downlink direction the MeNB transmits all the downlink packets multiplexing them over the X2W link. The WAG on the receiving side, de-multiplex incoming X2 packets and based on the X2W tunnel ID it identifies what is the associated MAC ID of the destination UE and the source MAC on the WAG to be used for the data forwarding. It forwards the received data to the UE using a Layer 2 mechanism (eg through L2TP, CAPWAP, etc.). On the receiving side the UE is able to de-multiplex incoming packets towards the appropriate PDCP entity and it passes them for further processing and ultimately to the upper layers.

Based on the above behavior of the datapath forwarding in this architecture we make the following observations:

Observation 1: There is no need of explicit PDCP entity identification to be sent in the PDCP PDUs.

Observation 2: All the packets sent over the WLAN are sent in order. As a result PDCP sequence number is redundant in the context of WDRB.

Data security over WLAN uses the same model as the security model of Release 12 multiple PDN access over trusted WLAN. In other words 802.11x is assumed over the air between the UE and WLAN AP. Secure tunnel is assumed carrying data between the WLAN AP and WAG. The new defined X2 tunnel between the WAG and MeNB shall also use encryption of the data.

Observation 3: As a result there is no need of end-to-end encryption to be done at PDCP layer for WDRB in this architecture.  
Proposal 3: Neither encryption, ROHC or packet sequencing is required for WDRB in trusted WLAN access. There is no requirement for a PDCP PDU header, a PDCP PDU being formed only of the original IP payload. 
2.2.1 MeNB Impact

A new WDRB type must be supported. There is no complexity due to encryption/decryption of data at the PDCP layer.

A new X2W interface must be supported between the MeNB and the WAG

There is no complexity due to distributed scheduling or reordering buffer.

2.2.2 UE Impact

A UE device requires similar functionality as a Release 13 NBIFOM device capable of operating over the untrusted (S2b) access.
2.2.3 WLAN nodes impact

Same deployment scenario as for the “trusted WLAN deployment access using S2a” as it is indicated in the 3GPP TS 23.402 [2] Section 6.
3 Conclusion

In this contribution we described the basic components for the LTE-WLAN aggregation using a bearer switch mechanism for aggregating the traffic between the cellular and WLAN. We analyse two deployment scenario, one using a generic WLAN architecture on which one or more paths may not be secure and a second deployment of over a trusted WLAN access . This contribution recommends RAN2 the following:

Proposal 1: For a user plane architecture based on SCE DuCo Solution 2C a new bearer type served only by MeNB using WLAN access is required. We refer this new bearer type as WDRB.
Proposal 2: End to end encryption is required for data between the MeNB and UE. For WDRB the IPSec in tunnel mode is used between the MeNB and the UE. Neither ROHC or packet sequencing is required for a WDRB in trusted WLAN access. The PDCP PDU for a WDRB is made up the IPSec headers and the encrypted payload. 

Proposal 3: Neither encryption, ROHC or packet sequencing is required for WDRB in trusted WLAN access. There is no requirement for a PDCP PDU header. The PDCP PDU is made up of the original IP payload only. 
Proposal 4: The solution analysis in Section 2 shall be used in evaluating the complexity of the user plane solutions using WDRB. 
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