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1 Introduction

In RAN2#89bis LTE-WLAN aggregation was discussed for the first time. The agreements and notes were captured in a running CR [2]. This contribution discusses the LTE-WLAN aggregation control plane aspects. Namely, we discuss mobility and security issues as certain basic principles need to be agreed on these topics in the upcoming meetings.    
2 Discussion

We repeat here certain agreements and notes from last meeting [2] to be discussed:

E-UTRAN supports LTE/WLAN aggregation operation whereby a UE in RRC_CONNECTED is configured to utilize radio resources of LTE and WLAN.

In LTE/WLAN aggregation, downlink PDCP PDUs are generated by the eNB PDCP entity and transferred to the UE via LTE RLC/MAC and/or WLAN 

NOTE: Adaptation layer, tunnelling and interface between eNB, WLAN function and UE are FFS.

LTE/WLAN aggregation supports collocated and non-collocated scenarios. In the non-collocated scenario, the eNB is connected to a “WLAN logical node” (WLN). In both collocated and non-collocated cases, the only needed interfaces to the Core Network are S1-U and S1-MME which are terminated at the eNB.

NOTE: It is FFS whether we need to distinguish between UP and CP WLN.

NOTE: Authentication of the UE with WLAN (via the eNB or directly to the CN) is FFS.

The agreements above mainly confirm the WID [1]. The first note on adaptation layer, tunnelling and interface relates to mobility issues from control plane perspective and is discussed in more detailed in section 2 and 3. The second note is about whether a control plane and user plane need to have separate interfaces to different WLAN logical nodes (WLNs) in some deployments. From implementation perspective CP and UP termination points may be deployed in separate physical nodes even if from the standard point of view it is one logical node. Thus, this question translates to whether there is need in some deployments for separate WLN CP and UP nodes, which would imply another specified interface between CP and UP WLNs. We do not see such deployments feasible, thus we propose that CP and UP terminate in the same logical node. 
Proposal 1 The CP and UP terminate in the same WLN.
3 Initiating and controlling LTE-WLAN aggregation
In RAN2#89bis the WLN was defined. It can be implemented by an AP, AC or some other node. In the following discussion we assume that CP and UP terminate in the same WLN. 
As an AC may control multiple APs and even other ACs, we have different levels of mobility to be discussed. The highest level question on mobility is whether totally UE based WLAN mobility is allowed or not. This relates to the question on how the aggregation is initiated. Two views were present in last meeting, one with eNB always initiating aggregation and one where the UE may autonomously find and connect to an AP that is “aggregation capable”. The UE or AP would then initiate the aggregation with the eNB. Potential issues with this approach are discussed in the next paragraph.

The first question is how an “aggregation capable AP” can be defined. One possibility is that it is an operator controlled AP, i.e. simply all operator controlled APs are assumed “aggregation capable”. The follow-up question is then if it is necessary to mandate that the eNB is aware of all operator controlled APs within its area and if the eNB is able to have an interface to any of those APs.  This requirement is likely too demanding in practice and would require a lot of pre-configuration and maintenance work before aggregation can be enabled for an eNB. Second possibility is to define an aggregation capable AP as an operator controlled AP that already has an interface with an eNB for example due to that it already is serving some UE. Issues with this approach are that the eNB needs to initiate certain APs as aggregation capable by establishing interfaces to those for a UE to find any aggregation capable APs in the first place. Secondly, an AP would alter its state of being aggregation capable or not based on whether an interface exists or not. Thus, also this approach does not seem feasible. 

Even if we could assume that a decent definition for an aggregation capable AP would exist, when UE autonomously connects to an AP, the AP may or may not be aggregation capable. This would make the use of the whole LTE-WLAN aggregation rather random. To improve this aspect, there could be UE preference on whether it tries to connect to aggregation capable APs or not. This is technically possible if the APs would broadcast the capability. However, it is not clear based on what the UE would know when it should activate the preference to connect to an aggregation capable AP. For example, a UE could not know whether eNB can support aggregation to that particular UE or not due to UE specific resource limitations at eNB. Based on this discussion we observe that UE controlled aggregation does not seem feasible but the initiation should come from eNB.
Observation 1 UE controlled aggregation does not seem feasible due to problems of defining aggregation capable APs and due to that a UE could not know when aggregation is possible for that UE and when not.
This issue is not present in case of eNB initiated aggregation, in which the eNB would initiate and control the change of the WLN. This network-controlled approach follows also from the RAN2 objective of the WID which is copied here for clarity: 

Specify RRC enhancements for network-controlled activation and de-activation for aggregation based on Release-12 LTE Dual Connectivity
Observation 2 Network controlled aggregation is stated in the WID while UE controlled aggregation does not comply with the WID. 

The network controlled aggregation is enabled by UE measurements for which specification support is again per WID RAN2 objective:

Specify UE WLAN measurement reporting for aggregation

The network controlled aggregation could be enabled for example through the following procedure: eNB configures UE to measure certain SSIDs or BSSIDs. Further details like channel frequencies within a band can be given to assist UE in performing the measurements in a more efficient manner. For certain BSSIDs, eNB could know on which channels operator maintained APs have been configured. Based on the measurement reports eNB initiates WLN addition or change and controls which AP is initially selected. 
More details on the common WLAN measurement framework for integration and aggregation is discussed in [4]. Especially due to the fact that changing the interface to the WLN, i.e. the WLN itself comes with a cost of network signalling and potentially user plane data forwarding and interruption, it should be the eNB who is fully in control of this change. 
On the other hand, measurements are done on AP level and load and channel conditions may vary largely between APs. eNB should evaluate if the aggregation is useful at all for the UE. This depends on both measurements and traffic conditions for the particular UE. 
Finally, also in Rel-12 interworking, traffic steering with offloading rules can be done on AP level.

Proposal 2 eNB initiates WLN addition and WLN change based on UE measurements and controls which AP to select
Proposal 3 Specify WLN addition/change signalling towards WLN over Xw
Proposal 4 Specify RRC signalling for addition/change of the AP towards the UE 

Note that agreeing on above proposal does not preclude discovery and use of other WLAN networks based on user preferences.
4 AP change while aggregated to same WLN 

In case the WLN has multiple APs deployed behind it, we need to discuss how the mobility within these APs is handled. The choices are again eNB controlled AP change or to allow WLAN mobility within APs that are within the same WLN from eNB perspective. In either case, the interface would not change since the aggregation is to the same WLN. 
The fully eNB controlled mobility, where eNB would control to which AP the UE is connected within one WLN, would guarantee that eNB knows when service interruption takes place e.g. during AP change. For example, eNB could temporarily route packets via the LTE link to the UE while AP is changed on WLAN side. Further, security aspects (discussed in Section 5) needs to be taken into account as well. If re-authentication and key change is needed within the AP change eNB needs to be in control of the AP change. From signalling perspective, this would not need WLN change but rather AP change within the same WLN which can be triggered by the eNB by efficient (“delta”) signalling. 
Proposal 5 Specify signalling for eNB initiated AP change within same WLN both towards UE by RRC signalling and towards WLN via Xw.
In WLAN, network based mobility exists, thus WLN may use existing WLAN mobility procedures to forward the AP change command from eNB. It should be further discussed whether, and in which scenarios WLAN based mobility can be allowed within one WLN. For example, there may be densely deployed APs controlled by a single AC that functions as WLN. In this case the AC could handle some WLAN-based mobility among its APs if the security aspects are clarified. Then again, as it is assumed that UE provides also measurement results to eNB (if configured), the eNB could also initiate AP changes.
A consequence if allowing WLAN mobility within a WLN is that eNB would not by default be aware of possible service interruptions caused by AP change within same WLN. This could lead to some performance degradations as eNB would not be able to route packets via LTE side while there is service interruption on WLAN side. This is related to user plane aspects (e.g. flow control) which are further discussed in our companion contribution [3].
5 Security for LTE-WLAN aggregation

As stated in the WID and confirmed by an agreement in RAN2#89bis, the only needed interfaces to the Core Network are S1-U and S1-MME which are terminated at the eNB. Then, it was left as FFS whether the authentication of the UE with WLAN is via the eNB or directly to the CN. However, if the only CN interface is from eNB, it is not very clear how it can be possible to have WLAN authentication directly to CN.
Observation 3 As the only CN interface is from eNB, the WLAN authentication would need to happen via eNB
Another question is whether both WLAN and LTE security procedures are run separately or the LTE security framework is reused to initiate WLAN security. A dual connectivity type security solution would be to let the eNB derive WLAN keys from the K_eNB and send those WLAN keys to the WLAN AP over Xw which is assumed to be integrity protected like X2. The eNB can provide the UE with any necessary parameters for the WLAN key derivation via the RRC connection. The UE then derives the same keys for WLAN as the eNB did. After this, the UE and WLAN AP can run the normal WLAN security based on these keys with or without the WLAN security handshake. This gives implicit authentication of the UE to the AP and vice-versa just as in DC and just as in a normal X2/S1 handover in LTE.
Related to mobility, it is clear that WLAN authentication is needed in every WLN change. This confirms that all WLN changes need to be eNB controlled. However, it is not clear whether re-authentication is needed in every AP change within WLN. This needs to be further clarified.
Observation 4 WLAN authentication is needed with every WLN change.

Observation 5 It needs to be clarified whether WLAN authentication is needed in every AP change within same WLN.
In addition to authentication, the encryption of the data packets should be discussed. As the eNB forwards PDCP packets which are already encrypted, it may seem unnecessary to have addition WLAN encryption especially since the security level is not higher. However, as the WLAN encryption is already implemented in current devices and nodes the trade-off between benefits and costs of disabling it should be considered.
6 Conclusion

For control plane aspects of LTE-WLAN aggregation we have the following observations and proposals:
Observation 1
UE controlled aggregation does not seem feasible due to problems of defining aggregation capable APs and due to that a UE could not know when aggregation is possible for that UE and when not.
Observation 2
Network controlled aggregation is stated in the WID while UE controlled aggregation does not comply with the WID.
Observation 3
As the only CN interface is from eNB, the WLAN authentication would need to happen via eNB
Observation 4
WLAN authentication is needed with every WLN change.
Observation 5
It needs to be clarified whether WLAN authentication is needed in every AP change within same WLN.


Proposal 1
The CP and UP terminate in the same WLN.
Proposal 2
eNB initiates WLN addition and WLN change based on UE measurements and controls which AP to select
Proposal 3
Specify WLN addition/change signalling towards WLN over Xw
Proposal 4
Specify RRC signalling for addition/change of the AP towards the UE
Proposal 5
Specify signalling for eNB initiated AP change within same WLN both towards UE by RRC signalling and towards WLN via Xw.
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