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	Reason for change:
	SA3 has changed COUNT derivation in ProSe from “PDCP SN pre-pended by 0” to “PTK Identiy (MSB) and PDCP SN (LSB)”. The current text in PDCP specification is misleading that COUNT is derived only from PDCP SN.

	
	

	Summary of change:
	It is specified that COUNT is derived from PTK Identiy and PDCP SN.

Impact analysis

Impacted functionality:
[bookmark: OLE_LINK2]SL ciphering and deciphering

Inter-operability: 
There is no inter-operability issues


	
	

	Consequences if not approved:
	COUNT may be derived only from PDCP SN, which results in wrong COUNT value.
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[bookmark: _Toc406774066]
[bookmark: _Toc413838197]5.6.1	SL Ciphering and Deciphering
For SLRB, the ciphering function includes both ciphering and deciphering and is performed in PDCP as defined in [13]. The data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3). The ciphering function as specified in [6] is applied with KEY (PEK), COUNT (derived from PTK Identity and PDCP SN as specified in [13]), BEARER and DIRECTION (set to 0) as input. The ciphering function is configured by ProSe Function.
If ciphering is configured, the ciphering algorithm and related parameters including PGK, PGK Identity, and Group Member Identity are configured to the UE by ProSe Key Management Function. The UE shall set PTK Identity based on PGK, PGK Identity, and PDCP SN as specified in [13]. The UE shall derive PTK from PGK using PTK Identity and Group Member Identity, and derive PEK from PTK using the ciphering algorithm. The PGK Index, PTK Identity, and PDCP SN are included in the PDCP PDU header.
If ciphering is not configured, PGK Index, PTK Identity, and PDCP SN shall be set to “0” in the PDCP PDU header.


