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Discussion and decision
1 Introduction

During the RAN2#75 meeting in Athens RAN2 discussed a CR proposing to clarify in REL-10 that SRB1 resumption should be performed after RRC configured PDCP with the updated security configuration. Several companies assumed that E-UTRAN is allowed to transmit another message prior to receiving the RRCConnectionReestablishmentComplete message from the UE, but it was not really clear if all UE implementations really support this.
In this contribution we further analyse the issue and show that implementations behaving according to the current specification may actually discard messages transmitted early (prior to receiving the RRCConnectionReestablishmentComplete message). Consequently, it is proposed to introduce a statement to clarify that E-UTRAN does not transmit another message prior to receiving the RRCConnectionReestablishmentComplete message from the UE.
2 Discussion

2.1 Background
It is clear that the early message transmission and the associated inter-layer interaction was explicitly discussed and agreed for the connection establishment case. This is reflected by a number of statements in TS 36.331 e.g. the following extract from clause 5.3.1.1

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

Similarly, a note was introduced in TS 36.323 clause 5.7:

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

We do however not recall any similar discussion regarding the connection re-establishment case. Neither TS 36.331 nor TS 36.323 includes similar statements/ notes for this scenario.

2.2 Specification status

RAN2 has discussed the inter-layer interaction upon connection establishment several times and has acknowledged that the current specifications may not be entirely correct in all respects e.g. regarding what steps are to be performed in what order. RAN2 however concluded that there is no real need to further enhance the specification.

The initial security activation procedure does however include some specific inter-layer interaction as can be seen in 5.3.4.3 i.e. PDCP is first requested to verify the integrity and then it is configured to apply the new configuration. The specification does however not state that the UE should temporarily buffer any messages received until upper layers provide the security configuration to PDCP.
1> request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;
1> if the SecurityModeCommand message passes the integrity protection check:

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in TS 33.401 [32];

2> configure lower layers to apply integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

The connection re-establishment case is somewhat different from the connection establishment case e.g. PDCP has previously been provisioned with a security configuration, SRB1 is now suspended.
Upon receiving the re-establishment message, the UE peforms PDCP re-establishment and as part of that it discards all stored PDCP SDUs and PDCP PDUs. As E-UTRAN does not exactly know when the UE performs the discarding, it seems rather risky for E-UTRAN to transmit messages before it receives the RRCConnectionReestablishmentComplete message from the UE. Consequently, our proposal is as follows:

Proposal 1
Introduce a statement to clarify that E-UTRAN does not transmit another message prior to receiving the RRCConnectionReestablishmentComplete message from the UE.

For further reference: relevant extract from TS 36.331 clause 5.3.7.5 (RN parts removed for clarity):

1>
re-establish PDCP for SRB1;
1>
re-establish RLC for SRB1;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
resume SRB1;

1>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];

1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];

1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

Relevant extract from TS 36.323 clause 5.2.1.3 (RN parts removed for clarity):

When upper layers request a PDCP re-establishment, the UE shall:

-
set Next_PDCP_TX_SN, and TX_HFN to 0;

-
discard all stored PDCP SDUs and PDCP PDUs;
-
apply the ciphering and integrity protection algorithms and keys provided by upper layers during the re-establishment procedure.
2.3 Further clarifications
First reconfiguration after re-establishment; SRB2 resumption (case 2)
The specification for the resumption of SRB2 following a re-establishment is similar to what is specified for SRB1, see TS 36.331 clause 5.3.5.3:

If the RRCConnectionReconfiguration message does not include the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>
if this is the first RRCConnectionReconfiguration message after successful completion of the RRC Connection Re-establishment procedure:

2>
re-establish PDCP for SRB2 and for all DRBs that are established, if any;

2>
re-establish RLC for SRB2 and for all DRBs that are established, if any;

2>
if the RRCConnectionReconfiguration message includes the fullConfig:

3>
perform the radio configuration procedure as specified in section 5.3.5.8;

2>
if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:

3>
perform the radio resource configuration procedure as specified in 5.3.10;

2> resume SRB2 and all DRBs that are suspended, if any;
Given the nature of the signalling carried on SRB2, there seems less need for early transfer of messages on this bearer compared to SRB1. Hence we propose to specify a similar restriction for this particular case.

Proposal 2
Introduce a statement to clarify that, following re-establishment, E-UTRAN does not transmit an SRB2 message prior to receiving the first RRCReconfigurationComplete message from the UE.

Handover (case 3)
It seems useful to also consider parallel message transmission for the case of handover. Some considerations:

· 
SRB1: E-UTRAN should not send anything on SRB1 after initiating handover. TS 36.331 does however not explicitly specify any E-UTRAN constraints for this case

· 
SRB2: The handover (SRB1) could possibly overtake an SRB2 message which transmission was transmitted a little earlier. It is assumed that NAS would typically initiate a retry based on some timer. Likewise, E-UTRAN can after some time initiate a retry for the retrieval of e.g. MDT info
Note
Although upon handover, MAC is reset while PDCP and RLC are re-established, the indicated scenario's may occurs in some specific circumstances.

It seems clear that E-UTRAN should preferably not transmit any messages after sending the handover command. RAN2 may consider introducing a note to clarify this:

Proposal 3
Introduce a note to clarify that, following handover, E-UTRAN should not transmit any further messages until handover procedure has been completed.

General statement

TS 36.331 clause 5.1.2 includes a general statement regarding parallel RRC procedures, clarifying that a UE treats one message at a time. The section also includes a note indicating that E-UTRAN may however start a new procedure before a previous one has been completed:
1>
process the received messages in order of reception by RRC, i.e. the processing of a message shall be completed before starting the processing of a subsequent message;

NOTE 1:
E-UTRAN may initiate a subsequent procedure prior to receiving the UE's response of a previously initiated procedure.

In our understanding, the note should be considered to reflect the general principle. However, it is clear from the discussion in this document there are a number of restrictions that E-UTRAN should observe when transmitting a message in parallel/ immediately following to another message. To avoid confusion, we propose to add 'unless explicitly specified otherwise'.
Proposal 4
Add 'unless explicity specified otherwise' at the end of note 1 in TS 36.331 clause 5.1.2.

3 Conclusion & recommendation
This contribution includes the following proposals:

Proposal 1
Introduce a statement to clarify that E-UTRAN does not transmit another message prior to receiving the RRCConnectionReestablishmentComplete message from the UE.

Proposal 2
Introduce a statement to clarify that, following re-establishment, E-UTRAN does not transmit an SRB2 message prior to receiving the first RRCReconfigurationComplete message from the UE.

Proposal 3
Introduce a note to clarify that, following handover, E-UTRAN should not transmit any further messages until handover procedure has been completed.

Proposal 4
Add 'unless explicity specified otherwise' at the end of note 1 in TS 36.331 clause 5.1.2.
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