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1. Overall Description:

RAN2 would like to thank SA3 for the liaison statement in S3-110836 (R2-113735) on the length of security information in Public Warning System. RAN2 noted in the liaison statement that:
SA3 has identified that the current signature field in 23.041 with a length of 43 bytes only gives a security level of around 80 bits, which is quite low. Such signatures should according to common recommendations be phased out no later than 2010.
RAN2 would kindly ask SA3 to confirm whether the above statement indicates that the backwards compatibility is not required in signalling of the new security information since the current security information should be phased out. Also RAN2 would very much like to know SA3’s understanding whether the current (pre-Rel 11) ETWS security information can be used even though the security level is low. 
For the question to RAN2:
Question A: Is it on the possible to extend the number of bits available in radio messages for security information in Rel-11 so that an acceptable security level can be achieved? If possible, how many bits can be made available for security information in GSM, 3G, and LTE without adding significant delay?
RAN2’s understanding is that the question only concerns the security information for the ETWS primary notification. 
In case the backwards compatibility is required, for both the ETWS PRIMARY NOTIFICATION WITH SECURITY message containing the ETWS security information (specified in UTRAN RRC TS 25.331) and the SIB10 for the ETWS primary notification (specified in EUTRAN RRC TS 36.331), it is possible to introduce the extension for signalling the new extended security information.
If the backwards compatibility is not required, the ETWS security information contained in the ETWS PRIMARY NOTIFICATION WITH SECURITY message uses a variable length octet container and therefore the current ETWS security information can signal an extended security information. For EUTRAN it is still possible to extend the SIB10 to signal additional octets required for the extended security information. 

In general the increase of the message size (ETWS PRIMARY NOTIFICATION WITH SECURITY message in UTRAN and SIB10 in EUTRAN) does not add significant delay in the delivery from the RAN to the UE. However the physical layer in EUTRAN imposes a limitation on one SIB size which gives the maximum size of 160 or 220 octets (depending on system configuration) that can be used for the new (additional) security information for the ETWS primary notification, i.e. the maximum total size available for the security information within SIB10 would be 210 or 270 octets.  
2. Actions:
To SA3:

RAN2 kindly asks SA3 to take the above RAN2 feedback into account in defining a new security information.

RAN2 kindly asks SA3 to confirm whether the backwards compatibility is not required in the signalling of the new security information. 
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