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1. Overall Description:

SA3 would like to inform RAN2 on the outcome of further discussion on the issue of integrity protection of all DRBs on Un. The issue has been flagged already in LS S3-101105.
The conclusion of the discussion has been that indeed attacks are possible on Un user plane traffic that is not S1 or X2 related, if that traffic is not integrity protected. For a description of the attack see the attached tdoc. Therefore, SA3 considers integrity protection for all Un user plane data as one possible countermeasure. 
SA3 would like to ask RAN2 to study ways of protecting integrity for all user plane packets over Un, i.e. RAN2 should check the impact of AS level integrity protection and higher layer protection mechanism such as IPsec.
2. Actions to RAN2: 

SA3 kindly requests RAN2 to take the above into account and report back to SA3 on the impact of the different ways of integrity protecting all traffic over Un. 
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