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SA3 would like to thank RAN2 for their LS on IMS emergency call (R2-093584).
In particular, SA3 would like to provide answers to the specific RAN2 questions raised in the Section B of the incoming LS:

B. Security Aspect (for SA3) 

RAN 2 had also discussed the security aspects of IMS emergency call for authenticated and unauthenticated UEs and came to some preliminary conclusions and would like to verify these with SA3:

B.1 Authenticated UE case:
When the handover is to a target cell in the handover restricted list, security is handled normally with normal key derivation etc. for both the intra-LTE and inter-RAT handover.  
 
Question B.1.1: RAN 2 would like to verify if this is in line with SA3 view.

Answer B.1.1: SA3 agrees that for both, intra-LTE and inter-RAT, handovers, key derivation should be handled normally in the case of handover to a restricted target cell.
B.2 Unauthenticated UE case:

To use “dummy” (either some fixed specified value or left to implementation) keys to minimise RAN signalling and specification impact when Null algorithms are used for integrity protection and ciphering. The keys may be ignored by the receiving node.
Question B.2.1: RAN 2 would like to know if this is fine with SA3. 
Answer B.2.1: SA3 realizes that proposed use of “dummy” keys does not affect security, and is OK with such solution.
RAN 2 would like input from SA3 on the followings related to unauthenticated UE:
· When NULL integrity protection algorithm is used, the output is currently not defined in SA3 specification and so RAN 2 is not clear the value of MAC-I.

Question B.2.2: If null algorithm is used for integrity protection, what will be the output of the algorithm? RAN 2 proposed that the 32-bit MAC-I is set to 0 and the shortMAC-I takes the least significant 16-bit of MAC-I (i.e, 16 bits of 0s). Does SA3 agree on this proposal? If yes, will this be specified in SA3 spec or is it to be captured in RAN2 specifications? 
Answer B.2.2: SA3 is describing the output for the NULL Integrity Protection algorithm in the Normative Annex B of the Rel-9 TS 33.401. The CR implementing this was agreed during SA3#55. It specifies a MAC-I containing 32 zero-bits. Since no keys are available to compute a real shortMAC-I value, setting the shortMAC-I to 16 zero-bits is acceptable to SA3. The definition of the NULL integrity protection algorithm and the definition of how the shortMAC-I is calculated in TS 33.401 already implies that the shortMAC-I will be set to all zeroes when the NULL integrity protection algorithm is used. 
· After handover from EUTRAN to UTRAN (PS) or SRVCC from EUTRAN to UTRAN/GERAN (CS), there are 2 options:
- Security is continued after handover with Null algorithms.  This will require NULL integrity protection algorithm to be defined for UTRAN/GERAN.  However, RAN2 is not sure if there are any backward compatibility issues with this approach especially for SRVCC
- Security is stopped after handover

Question B.2.3:  RAN 2 would like to know SA3 view on these options. 
Answer B.2.3: The 1st option is a logical extension of the well-established principle of security continuation once started. Implementation of this option depends on whether NULL IP algorithm is defined (and supported in the operators’ 3G MSCs) for UTRAN (PS).  

The 2nd option follows current CS emergency call mode (security is not activated in UTRAN).  In this option, the RNC will not send the Security Mode Command (that activates IP) and thus stop security after handover. This Option is preferred from the SA3 point of view. For the 2nd option SA3 does not expect SMC Command from the network after the handover.
· After handover from UTRAN (PS) to EUTRAN, there are 2 options:
- If AS security is already activated with Null algorithms (if defined) in UTRAN, the EUTRAN will continue the AS security and will use Null algorithms with dummy keys.  
- If AS security is not activated in UTRAN, is it possible to activate the AS security in EUTRAN after the handover?  From RAN 2 analysis, it is possible to activate AS security with Null algorithms using the RRCConnectionReconfiguration (Handover From UTRAN Command).  

Question B.2.4: RAN 2 would like to know SA3 view on the feasibility of the options and of any preference between them. 
Answer B.2.4: It is SA3 view that while both alternatives are possible to implement, the alternative which requires minimum UTRAN impact, should be preferred (Alternative 2). 
Regardless whether option#1 or option#2 is chosen, the NAS-security parameters container will have to include the NULL-algorithms for E-UTRAN (otherwise EIA0/EEA0 for AS cannot start immediately).

· In the situation when an unauthenticated UE is authenticated during the emergency call (RAN2 is not sure if this scenario needs to be supported), there are 2 options: 

- Not initiate the AS security procedure
- Perform the re-keying procedure with algorithms change based on the intra-cell handover procedure.    

Question B.2.5: RAN 2 would like to know SA3 view whether this scenario needs to be supported and if yes, which option is preferred? 
Answer B.2.5: SA3 is not sure if such scenario has to be supported. In general, performing normal re-keying security procedure with algorithms change is preferred as having lesser protocol impact, while maintaining stronger security. 
To RAN2 group.

ACTION: 

SA3 kindly asks RAN2 to take the above answers into account.
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