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1. Overall Description:

Relaying is one of the main technologies which are discussed within LTE-advanced study item. During RAN2#65bis, RAN2 discussed several aspects on relaying and agreed following definitions as illustrated below.
Nodes:

· Donor-eNB: eNB to which Relay-Node connects wirelessly to
· Relay-Node: entity which exists between Donor-eNB and UE
· UE: could be LTE Rel-8 UE (i.e. backward compatibility is supported)
Interfaces:

· Uu: interface between UE and Relay-Node
· Un: interface between Relay-Node and Donor-eNB
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Currently, RAN1 has concluded that at least “type 1” Relay-Nodes should be supported by LTE-advanced. A “type 1” Relay-Node is seen as an eNB from UE perspective. RAN2 further discussed the protocol architecture for “type 1” Relay-Node and concluded as follows:
1) On Uu interface, all AS control plane protocols are terminated in the Relay-Node
2) On Uu interface, all AS user plane protocols are terminated in the Relay-Node
3) Un interface should be standardized in 3GPP specification
4) On Un interface, user plane will have MAC, RLC and PDCP. It is FFS if they are identical to Uu MAC, RLC and PDCP
5) On Un interface, control plane is still FFS
Based on above agreements 1) and 2), security termination for UE AS protocol (i.e. Uu protocol) will be in the Relay-Node for both control plane and user plane. However, RAN2 would like to verify if SA3 has any security concerns with this approach. For example, whether handling of AS level security keys at the Relay-Node and transfer of the key between Donor-eNB and Relay-Node can be addressed by reusing/extending network domain security concept, eNB/HeNB security concepts, or UE security concepts to these nodes, or would require additional security procedure. Identified concern in RAN2 is that wireless Un interface carries security key, and that user data will be visible in the clear in the Relay-Node. Therefore, RAN2 has following questions.
Question A: Is there any security concern in terminating control plane protocol of Uu in Relay-Node from SA3 point of view?
Question B: Is there any security concern in terminating user plane protocol of Uu in Relay-Node from SA3 point of view?

It should be noted that RAN2 also agreed to have further study on nomadic/mobile Relay-Nodes (i.e. Relay-Node itself that are moving) in addition to a fixed Relay-Node (i.e. Relay-Nodes that are not moving). 
2. Actions:

To SA WG3 groups.

ACTION: 
RAN2 kindly asks SA3 to provide answers for the questions listed above
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #66
4th – 8th May 2009

San Francisco, US.
TSG-RAN WG2 Meeting #66bis
29th June – 3rd July 2009
Los Angeles, US.

