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1
Introduction

KeyChangeIndicator or eKSI is used to prevent key de-synch between UE and MME. Originally it was 4 bit string containing eKSI. (eKSI is to identify KASME and either contains KSIASME (=KSIMME) or KSISGSN.) However, in the sprit of simplifying the system, RAN2 agreed on 1 bit KeyChangeIndicator at RAN2#64 meeting and sent LS [4] to SA3, CT1 and RAN3 to confirm our decision.

2. Actions:

To CT1:

RAN2 kindly asks CT1 to provide answer to the Question above. RAN2 also asks CT1 to confirm whether the signalling of a one bit Key Indicator is sufficient from a CT1’s point of view or CT1 sees cases where including more bits of the KSI could be required.
To SA3:

RAN2 kindly asks SA3 to provide answer to the Question above. RAN2 also asks SA3 to confirm whether the signalling of a one bit Key Indicator is sufficient from SA3’s point of view or SA3 sees cases where including more bits of the KSI could be required.
As SA3 and CT1 will have their meeting after RAN2 #64bis and RAN2 has very tight schedule to finalize Rel-8 specification, the co-sources companies submitted a CR [2] to propose 4bit eKSI.

This contribution is trying to explain why a 1-bit KeyChangeIndicator is not enough and proposes to agree on the 4-bit eKSI instead of the 1-bit  KeyChangeIndicator due to the robustness reason in the LTE system.
2
Discussion
The usage of security parameters are summarized in [3].

Table 1  Use of security related parameters.
	Parameter
	SMC
	Inter-RAT HO
	Intra-LTE HO
	Re-establishment

	integrityProtAlgorithm
	MP
	MP
	OP (Need ON)
	N/A

	cipheringAlgorithm
	MP
	MP
	OP (Need ON)
	N/A

	keyChangeIndicator
	N/A
	N/A
	MP
	N/A (should be changed to MP)

	nextHopChainingCount
	N/A
	N/A
	MP
	MP

	nas-SecurityParamToEUTRA
	N/A
	MP
	N/A
	N/A


In Table 1 above, 1-bit KeyChangeIndicator is not included in SMC. This is based on the assumption that the UE and the eNB always know which KeNB is the current one and that MME shall not trigger another AKA if AS security is on-going thus there is no racing situation. Also this 1-bit KeyChangeIndicator indicates if UE use either the KASME associated to the current key sets or the new one generated from AKA. This means UE and MME shall have the common understand of “new” vs “old” key.
AKA procedure is described as below in [5].
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Figure 6.1.1-1: EPS user authentication (EPS AKA)

The following is a situation where the use of a 1-bit KeyChangeIndicator may lead to problems: 

The UE thinks AKA has been successful at the point in time it sends RES back to the network. But there may be a race condition between this RES message and handover messages, or there may be a problem with the RES message not being received (correctly) by the MME. Then UE and MME have different beliefs on what is the latest agreed KASME.
The following is an even more complicated situation where the use of a 1-bit KeyChangeIndicator may lead to problems:
There is a current EPS security context which was mapped from a UMTS security context in a HO from UTRAN, and there is a cached EPS security context previously established by means of EPS AKA, and, in addition, there now is a new run of EPS AKA. (As running AKA is completely up to the operator’s policy, this may happen.)
Then the UE may have to store three KASME keys at one point in time: 

 - mapped

 - cached from previous EPS AKA run (activated some time before, but not current due to HO from UTRAN)

 - new from new EPS AKA run (never before activated by any NAS SMC). 

In this situation, if the UE goes to idle and back to connected state again, an AS SMC will be needed. 
In this case what value the KeyChangeIndicator will have and how does the UE interpret it may be very confusing.
Even though KeyChangeIndicator might work in ideal situation if all the assumptions hold, it is very clear that there are more risks because we have to assume that MME should work in certain way and UE should also work in certain way synchronously. Also having too many assumptions across multiple WGs without deep analysis will endanger the robustness of the system. We should also make sure that our specifications are written in a future-proof way. However from saving point of view, it is only about 1-bit vs. 4-bit. Thus it is very questionable if this saving is worth for trading of robustness of the LTE security system.
Thus it is proposed to agree on 4-bit eKSI and include it in SMC as well as Re-establishment as below.

Table 2  Proposed use of security related parameters.
	Parameter
	SMC
	Inter-RAT HO
	Intra-LTE HO
	Re-establishment

	integrityProtAlgorithm
	MP
	MP
	OP (Need ON)
	N/A

	cipheringAlgorithm
	MP
	MP
	OP (Need ON)
	N/A

	eKS I(4bit)
	MP
	N/A
	MP
	MP

	nextHopChainingCount
	N/A
	N/A
	MP
	MP

	nas-SecurityParamToEUTRA
	N/A
	MP
	N/A
	N/A


3
Conclusion

Proposal : It is proposed to agree on 4-bit eKSI and include it in SMC as well as Re-establishment as below.

	Parameter
	SMC
	Inter-RAT HO
	Intra-LTE HO
	Re-establishment

	integrityProtAlgorithm
	MP
	MP
	OP (Need ON)
	N/A

	cipheringAlgorithm
	MP
	MP
	OP (Need ON)
	N/A

	eKS I(4bit)
	MP
	N/A
	MP
	MP

	nextHopChainingCount
	N/A
	N/A
	MP
	MP

	nas-SecurityParamToEUTRA
	N/A
	MP
	N/A
	N/A


References

[1] 3GPP TS 36.331, Radio Resource Control (RRC); Protocol specification 
[2] R2-090399, Security Clean up – Alt2, Nokia Corporation, Nokia Siemens Networks

[3] R2-090514, Security configuration, NTT DOCOMO, Inc.

[4] R2-087419, LS on Security parameter handling, RAN2

[5] 3GPP TS 33.401, Security Architecture 






_1261479068.doc


User authentication response (RES)







User authentication request (RAND, AUTN, KSIASME)







MME







User authentication reject (CAUSE)







ME/USIM












