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1. Overall Description:

RAN2 would like to thank SA3 on their LS on “AS message exception list”. In the LS, SA3 informed RAN2 about their preferred solution in case there is a wrong or missing MAC-I on a message received after the start of security, namely that the receiving entity should discard the message. SA3 also indicated that exception to this rule shall be carefully considered and asked RAN2 to provide further clarifications if exceptions to the rule shall be granted.
RAN2 has discussed the issue and shortlisted possible number of alternatives to the following:
· Keep the current RAN2 agreement where UE performs a re-establishment procedure in case IP check failed.
· Ignore/discard messages for which IP check failed.
In E-UTRA, RRCConnectionRelease can only be sent security protected on SRB1. In case of key or HFN de-synchronisation the UE cannot receive an RRCConnectionRelease message. If the UE simply ignores any integrity failed message, the UE is left in a deadlock situation. 
Although the occurrence of key or HFN de-synchronisation should be rare, deadlock conditions are not acceptable from a RAN2 point of view as this can be considered as a defect in the radio protocol. In order to prevent the above mentioned deadlock, RAN2 agreed in RAN2#63 that UE shall perform a re-establishment if IP check failure occurs. Introduction of an unprotected RRCConnectionRelease message over CCCH was considered and not agreed in RAN2 due to the impact to the current model and the schedule for Release 8.
RAN2 understands the SA3 concern about possible DoS attacks, but RAN2 felt that it is more important to provide means for resolving what would otherwise be deadlocks. Hence, in RAN2#64, RAN2 decided not to deviate from the agreement in RAN2#63.
2. Actions:

RAN2 kindly asks SA3 to take RAN2’s concerns and agreements into account. 
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