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Discussion and Decision

1
Introduction
Based on a discussion of the LS from SA3 [2] on AS Message Exception in Ran2#63 it was agreed to provide a table in 36.331 containing RRC messages which can be sent (unprotected) before security activation as well as sent unprotected after security activation. This table shall contain detailed information which messages are integrity protected and / or ciphered.

It is proposed to agree on the TP provided in this contribution and to incorporate this table into 36.331.  

2
Discussion
The table provided in the TP contains all RRC messages captured in [1] which need to be analysed in terms of protection exception. Below, the terms “protection” and “protected” below refer to both integrity protection and encryption (i.e., confidentiality protection). Otherwise terms “integrity protection” and “ciphering” / “integrity protected” and “ciphereded” are used. “Unprotected” means that the message is neither integrity protected nor ciphered.
Broadcast and paging messages can be sent unprotected both before and after security activation (Paging, SystemInformation, SystemInformationBlockType1 and MasterInformationBlock).

DLInformationTransfer and ULInformationTransfer can be sent unprotected only before security activation.

RRCConnectionRequest, RRCConnectionSetup, RRCConnectionSetupComplete and RRCConnectionReject can only be sent before security activation. RRCConnectionRelease can be sent before security activation but must be protected if sent after security activation.

RRCConnectionReconfiguration shall be allowed to be sent unprotected before security activation, unless the message is used to perform handover or to establish SRB2 and DRBs. Consequently also RRCConnectionReconfigurationComplete can be sent before security activation, e.g. as response to the measurement configuration. A measurementReport can also be sent before security activation. If the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message which is sent before security activation the re-establishment procedure is not initiated and the UE moves to RRC_IDLE directly.
Both RRCConnectionReestablishmentRequest and RRCConnectionReestablishment are not protected by PDCP. However RRCConnectionReestablishmentRequest is protected by a short MAC-I.
RRCConnectionReestablishmentComplete is sent as protected. RRCConnectionReestablishmentReject may be sent unprotected after SecurityModeCommand because the reason for rejection may be that there is no security context for the UE in the network any more.

For RRCStatus currently no restriction is specified. However, it is also not specified when the UE shall send this message. 

The SecurityModeCommand itself is only integrity protected, but the verification of the message is done after the security has been activated on PDCP. Also the SecurityModeComplete is only integrity protected. SecurityModeFailure can be sent only as unprotected, because it informs the network that the protection could not be activated.
UECapabilityEnquiry and UECapabilityInformation can be sent unprotected before security activation.
HandoverFromEUTRAPreparationRequest, ULHandoverPreparationTransfer and MobilityFromEUTRACommand shall always be protected.
3
Conclusion
It is proposed to agree on the table in the TP.

For message RRCStatus further discussion is needed. Currently no restriction for RRCStatus is specified. However, it is also not specified when the UE shall send this message.
Beginning of Text Proposal
A.6
Protection of RRC messages (informative)
The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation.

P…Messages that can be sent (unprotected) prior to security activation
A - I…Messages that can be sent without intergrity protection after security activation
A - C…Messages that can be sent unciphered after security activation
NA… Message can never be sent after security activation
	Message
	P
	A - I
	A - C
	Comment

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	MasterInformationBlock
	+
	+
	+
	

	MeasurementReport
	+
	-
	-
	Justification for case “P”: RAN2 agreed that measurement configuration may be sent prior to security activation

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as uprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However a short MAC-I is included.


	RRCConnectionReject
	+
	NA
	NA
	

	RRCConnectionRelease
	+
	-
	-
	Jusitification for P: If the RRC connection only for signalling not requiring DRBs or encrypted messages, or the signalling connection has to be released prematurily, this message is sent as unprotected.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	RRCStatus
	FFS
	- 
	- 
	Currently no restriction is specified in RAN2. However, it is also not specified when the UE shall send this message

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
	


End of Text Proposal
References

[1] 3GPP TS 36.331-830, Radio Resource Control (RRC); Protocol specification 
[2] R2-083813, LS on AS Message Exception list (Follow up on S3-080502 / S3-080879)
