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1. Overall Description:

RAN2 would like to thank SA3 for the LS on “Authentication at RRC Connection Re-establishment”. RAN2 has reviewed the information provided in the LS and would like to provide the following observations:
Regarding algorithm selection during RRC Re-establishment:

Currently SA3 is discussing on the AS algorithm selection procedures and prefers that the target eNB can re-select the AS algorithms irrespective of what the source eNB algorithms were. So there is possibility that the target eNB may not support or use the same source eNB selected algorithms and needs to change algorithms during RLF with the RRC Connection Re-establishment.  
RAN2’s current agreement is that a change of algorithm will not be supported during RRC Connection Re-establishment; instead the UE will be forced to go to RRC-Idle if the target eNB does not support the same algorithm.  This decision was taken for simplification as this is considered to be very infrequent. 
RAN2 also agreed not to include a PDCP header for the RRC Connection Reestablishment Complete message from the eNB; this means the message is not integrity protected.  However, security is always resumed for all subsequent communications using the last  security configuration.

RAN2 will appreciate feedback from SA3 if there is any security risk in such an approach.

Regarding SA3 question on cell-id: 

SA3 would like to verify with RAN2 on the below assumptions. SA3 would prefer to include the identity of target cell as input to the KeNB* derivation to make the KeNB* unique per target cell. SA3 assumes that the identity of the cell is unique per cell within the operator domain or at least between neighbouring eNBs and also that the UE and the source eNB have the identity of the target cell(s) available during KeNB* derivation. SA3 would like to know whether PHY cell id or global cell id can be used and add a reference to TS 33.abc.
During a regular handover, the UE is only aware of the physical cell id and does not always know the global cell id of the target cell.  While the physical cell id is not unique globally, it is normally expected to be unique among the possible target cells.  However, there may be certain cases where it is not unique such as when the target cell is on a different frequency.
2. Actions:

ToSA WG3:
1) RAN2 kindly asks SA3 to take note of the above information and provide feedback if SA3 has any concerns with RAN2 decisions.
.
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