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1. Overall Description:

RAN2#59bis discussed Security for LTE.  RAN2 would like to provide SA3 with some updates from the discussions.

The current agreements in RAN2 regarding security is captured in the attached document R2-074526.

Further, RAN2 would like confirmation of the assumptions by RAN2 and also like to ask some questions for SA3 as below:
1) RAN2 would like to verify the requirement for key change during active state or if it can wait until completion of the voice call.  RAN2 also wondered if other Core Network based solutions for inter-system change has been considered by SA3.  Please refer to R2-074328
2) RAN2 noted that there is no need for FRESH as an input for the Integrity protection algorithm and hence removed it as an IE for security configuration.  RAN2 would like to verify if this is aligned with SA3 decisions

3) RAN2 also assumes that there is no requirement for the target eNB to integrity protect any information (e.g. a change of security algorithm during HO.  RAN2 would like to point out that it would be very difficult to support such a requirement by the E-UTRAN security architecture.

4) RAN2 would like some clarifications from SA3 on the lifetime of K_ASME.  Is it only dependent on the duration in terms of time?  Or does E-UTRAN need to keep track of the volume of data sent using a K_ASME?

5) RAN2 would like to ask if from SA3 point of view, whether there is any difference between intra-eNB HO and inter-eNB HO.  RAN2 would prefer not to have any difference between the two on security aspects such as key generation i.e. every HO leads to new keys regardless of whether it is an inter or intra-eNB HO.
6) RAN2 also agreed that normal security procedures using “dummy security” will be applied even for emergency calls where SIM based security is not possible (for e.g., SIMless UE or UE is not allowed access in the cell).  “Dummy Security” can take the form of “dummy” algorithm and/or “dummy/pre-defined” keys.  RAN2 would like to ask if SA3 has an opinion on how the “dummy” security is configured.
7) RAN2 has now agreed on a solution for the NAS Service request scenario.  The S-TMSI will be included in the RRC CONNECTION REQUEST while the NAS Service Request (size limited to 32 bits) without the S-TMSI will be included in a subsequent RRC message.  The eNB will then send both the S-TMSI and the NAS Service Request to the MME.   RAN2 would then like to leave it to other relevant groups to discuss 1) whether the eNB re-construct the NAS-Service request by including the S-TMSI or if the S-TMSI is carried as a separate IE in the S1-AP DT message along with the NAS Service Request message. 2) If the NAS Integrity Protection checksum for the NAS Service Request should be calculated only on the NAS message part sent by the UE or should the S-TMSI be included in the MAC-I calculation.
2. Actions to SA3
RAN2 kindly asks SA3 to take note of the RAN2 decisions as captured in the RAN2 xxxx
RAN2 also kindly asks SA3 to provide response to the above questions.

3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #60
05-09 November
Jeju, South Korea

TSG-RAN WG2 Meeting #60bis
14-18 January

T.B.D.

