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Introduction

During the RAN2/RAN3/SA2 joint session in St. Louis (February, 2007), it was decided to move the U-plane ciphering functionality on the network side to eNB from the UPE. As a consequence, it has been decided to discuss via the RAN2 email reflector on whether U-plane ciphering should be handled by PDCP or RLC in eNB/UE. The pros and cons of the 3 alternatives have been captured in the summary document of the email discussion. The difference in the proposal is the counter value that is used for the ciphering algorithm. This document proposes to take also into account in the discussion the fourth alternative that is today used in UMTS for the ciphering of TM traffic, i.e. to base the Count-C value that is an input to the ciphering algorithm on the time of transmission.
Alternative 4: U-plane ciphering at MAC/ Physical layer
This alternative propose that ciphering is done at MAC / physical layer. Thus the counter will be based on a system time, similarly to the way this is done for ciphering of UMTS data in RLC TM mode. In UMTS the UE and the network negotiate an initialisation value for the counter which is an input to the ciphering algorithm, i.e. the START value and then use an activation time to synchronize the COUNT-C. Thus during the lifetime of the RRC connection there is no need for more handling of the COUNT-C value, including handovers.
Input to the ciphering algorithm
In order to create the ciphering string the input parameters of the ciphering algorithm could be:
· COUNT-C value

· Ciphering key

· Direction (uplink or downlink)
Compared to the ciphering in TM mode in UMTS one of the fundamental differences are that in LTE H-ARQ is used, and thus there can be retransmissions at different times. One simple solution could be that the COUNT-C value is based on the time of the first transmission.
Analysis of the scheme

Due to the different nature of this proposal some advantages and some inconveniences can be found as described below:
Advantages:

· No specific handling for RB establishment / release

· Easy synchronization at handover based on the time difference between source and target cell

· RLC and PDCP control data is ciphered as well

Disadvantages

· Ciphering is done in the MAC layer and can not be done beforehand
· Problem in the case that the first transmission is missed.
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Figure 2: Creation of counter value as an input to the ciphering algorithm

Figure 2 describes a possible ciphering process in the MAC entity. Based on the information when the MAC-PDU will be sent on the physical layer, the key and the direction the ciphering is calculated. The physical layer processing (e.g. addition of a CRC, channel coding etc.) is applied as usual. The receiver can then after successful reception (i.e. detection that the CRC is correct), and with the information received via physical layer signalling, e.g. H-ARQ process, time of the transmission of the first H-ARQ transmission decipher the data.
In the case that the first transmission is missed, the receiver could only decipher the received packet in the case that the retransmissions are performed synchronously, such that the receiver can deduce from the number of retransmissions at which time the first transmission has taken place. In the case that asynchroneous transmissions are used and the receiver misses the first transmission the receiver would have to either send a positive acknowledgement for H-ARQ in order to prevent retransmissions from the transmitter. The retransmission of the data could then be requested by RLC. Alternatively the transmitter could also detect that neither an ACK nor a NACk has been received, and restart the H-RAQ operation and retransmit the MAC-PDU based on the ciphering calculated for a new time reference.
Conclusion
We have described in the above a rough description of ciphering based on the transmission time of the data, similarly to the way ciphering is done for TM mode in UMTS. This approach is very simple and robust, and does not add any additional overhead. Consequently we propose to consider this possibility for the ciphering in the LTE system.
Annex:

Summarizing table on the different alternatives with tentative evaluation of the advantages and inconvenients:

	Topic
	PDCP ciphering

(using PDCP SN)
	RLC ciphering

(using RLC SN)
	PDCP ciphering

(using high layer SN)
	MAC ciphering (using CFN)
	Importance

	Requirement on RLC PDU processing time
	Pro
	Con
	Pro
	Con


	Different depending on vendor

	SN overhead
	Con
	Pro
	Pro
	Pro (No additional OH)
	Different views on how costly the overhead is

	UMTS principles/SW re-usage
	Con
	Pro
	Con
	Pro (same principle as TM)
	Different assumptions between vendors (and an operator ()

	Simplified eNB/UE design given HW acceleration is used for crypto
	Con
	Pro
	Con
	Pro
	High


	Number of ciphering blocks and ciphering block size
	Pro/Con
	Pro/Con
	Pro/Con
	Pro
	Ciphering at PDCP is better when RLC segments and ciphering at RLC is better when RLC concatenates.

	eNB scalability
	Pro
	Con
	Pro
	-
	Different depending on eNB architecture assumed by vendors

	Mobility
	Pro
	Con
	Pro
	Pro
	Depends on the correlation on the choice of Alt2 in this document and Solution 1 in [1]

	Buffering requirements
	Pro
	Con
	Pro
	Pro
	Different depending on implementation

	(De)cipherer knowledge for higher layer protocols being used and number of different types of SNs to handle
	Pro
	Pro
	Con
	Pro
	Medium/High

	RRC handling by PDCP
	Con
	Pro
	Con
	Pro
	?
















































































































































�I don’t think this issue was contested.


�How important is this?
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